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The question of the legality of foreign 
disinformation campaigns; 
navigating troubled waters

-&T3·/& 8illiam "Yelˎ

Abstract

ɹɹ$yberspace has made our world smal ler � #ut the result ing state of 

interconnectivity has come at a price; a greater vulnerability to foreign influences and 

interferences� 0nline disinformation is one inappropriate influence tool that can be 

used by foreign actors to undermine a state� The problem is that lasting legal 

uncertainties call into question the very capacity of international law to address state�

led disinformation
 and thus to provide adequate protection against foreign influence 

activities that may prove particularly detrimental to the receiving state� Then
 as a 

growing number of states has been legislating about foreign influence activities relying 

on information manipulation tactics
 a significant gap has emerged between municipal 

and international regulations pertaining to international communications� This article 

eYplores the relevant law and finds out whether international law is up to the tasL of 

regulating state�sponsored online disinformation� *n doing so
 it clarifies the law and 

identifies the boundaries of an international regulation of online disinformation� *t 

concludes by suggesting a safe way forwards to help restoring accountability and end 

impunity in the conteYt of disinformation� 

Key words: Disinformation, international law, influence, interference
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Introduction

ɹɹʠ.align influenceʡ has become an important subKect in security debates� 4ince the 

advent of cyberspace
 states have learned to taLe advantage of new information and 

communication technologies to influence the politics of their counterparts� 3egrettably
 

ill�intentioned states have leveraged cyberspace and free speech to conduct protracted 

influence activities with the aim to destabilise foreign societies� This paper argues that 

cyber�enabled foreign influence may require legal answer if the communications in 

question can be attributed to a state
 and if the effort is ostensibly detrimental to the 

interests of the receiving state
 which is arguably the case of some online 

disinformation campaigns� )owever
 due to its elusive nature
 disinformation is 

notoriously difficult to address by law�� "s with most cyber�enabled conduct
 

conceptual
 legal
 and practical difficulties encountered when addressing online 

disinformation inhibit reactions
 complicate legal assessments and foster an overall 

sense of insecurity� .eanwhile
 states have started to address the problem through 

domestic legal means�� &ven so
 many national legislations geared towards tacLling 

online disinformation are controversial�� 4ome are based on unclear conceptual 

frameworLs that may lead to over securiti[ation whereas others use broad 

formulations that do not necessarily guarantee moderate approaches to the problem
 

and risL causing a chilling effect on freedom of speech� 'ortunately
 there is room for 

improvement when it comes to preventing abusive regulations
 while at the same time 

ensuring that states can be held accountable for conducting or condoning harmful 

disinformation activities� 0ne way is to enhance legal certainty in the conteYt of the 

international regulation of disinformation by clarifying the application of some cardinal 

principles of international law to illegitimate influence activities� *ndeed
 international 

law needs clarity to deter inappropriate conduct� 4tate�sponsored disinformation 

activities will persist until malicious actors are sufficiently aware that their 

misbehaviours could give rise to claims of international law violation
 and subsequently 

trigger sanction� *n addition
 clarifying the application of international law to 

disinformation activities could help states to better calibrate their own national 

regulations� This article eYplores the relevant law
 and clarify its application to state�

sponsored disinformation campaigns� The first section conceptuali[es state�led 
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disinformation� The second section discusses the -aw applicable to online 

disinformation activities� The third section wraps up the discussion and suggests a safe 

direction that future developments in the law should taLe to help restoring 

accountability and end impunity in the conteYt of disinformation�

I. Online disinformation and the concept of malign influence   

ɹɹ%isinformation is a particularly appalling method of influence that is reminiscent 

of the $old 8ar era� *t is generally defined as ʠʦʜʧ false
 inaccurate or misleading 

information designed
 presented and promoted intentionally to cause public harm or 

maLe a profit�ʡ� The same way as private actors
 some states have mounted 

disinformation campaigns for their own benefits� The problem is that states possess 

the financial
 technical and organisational means to conduct greater far�reaching 

campaigns than private actors acting on their own� 'urthermore
 what states seeL to 

achieve through disinformation activities is directly connected to real strategic 

considerations� 4tate�sponsored disinformation campaigns are therefore wider in scale
 

more sophisticated
 and more impactful than strictly private disinformation campaigns��

ɹɹThe question of the regulation of international communications in peacetime
 

which concerned bellicose
 subversive ʢrevolutionaryʣ and defamatory transmissions
 

has been a common topic of discussion among international lawyers since the 

invention of the radio�� *n spite of this
 the subKect remained a contentious issue and 

only timid steps were taLen towards stronger regulation� #asically
 the many 

downsides that would have come with a new regulatory frameworL on international 

propaganda outweighed the benefits�� The advent of cyberspace has refocussed the 

debate regarding the regulation of international communication on disinformation and 

added a sense of urgency� 4tate�led online disinformation activities have disrupted 

democratic processes and heightened social tensions in multiple states� *n the long 

term
 disinformation may negatively affect the rights and interests of individuals and 

cause irreparable damages to the political and�or social integrity of target states� 

.eanwhile the information spreads faster and reaches farther in cyberspace than if 

circulated via traditional medium�� *n addition
 malicious actors are disinhibited online
 

thanLs notably to the relative anonymity internet offers� "s a consequence
 detecting a 
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disinformation campaign and tracing bacL a dissemination to the initiator generally 

requires long and eYpansive investigation worL that maLes timely reaction difficult��

0verall
 cyberspace has enhanced manipulative tactics to the point that Lnowing how 

to manage disinformation has become a security imperative for democracies
 whose 

well�functioning depends in a large part on the active participation of civil society in 

political affairs
 the free flow of information and the protection of fundamental rights� 

ɹɹ'oreign disinformation is often associated with the broader conteYt of 

destabilisation strategies� %estabilisation strategies are sometimes called ʠhybrid 

interferencesʡ
 in opposition to hybrid warfare
 which involve military means���

"ccordingly
 disinformation is but one threat among a compleY aggregate of non�

military activities geared towards the reali[ation of the same overarching goal
 

generally
 to ʠharm
 undermine or weaLen the target�ʡ�� 0n this point
 a recent study 

from the +oint 3esearch $entre of the &uropean $ommission and the &uropean $entre 

of &Ycellence for $ountering )ybrid Threats eYplains that disinformation plays a 

crucial role in the ʠprimingʡ and ʠdestabilisationʡ phases of a strategy of subKugation
 

because it helps
 covertly
 to weaLen the resolve of the opponent state� The success of 

destabilisation strategies thus lies in the capacity of the influencing state to 

progressively bend a competitor to its will without raising the threat perception of the 

addressee��� To achieve this result
 the influencing states may attempt to create 

dependencies
 to introduce bacLdoors in computer programs before distributing them
 

to install malwares in electronic devices in view to trigger their activation on a later 

date
 to manipulate fringes of the population via the inKection of harmful or subversive 

lies and�or misleading information into an information environment
 or to corrupt the 

elites of a state��� #ecause most activity will appear benign at first glance
 they are 

eYtremely delicate to address by the receiving state
 let alone to detect� 1arton speaLs 

of the ʠpotential for interferenceʡ of in appearance normal interactions��� 0bviously
 it 

has become difficult to draw a line between legitimate interaction and illegitimate 

interference���

ɹɹ*n general
 interference describes an undue intrusion in the sovereign affairs of 

one state� " foreign activity will be characterised as foreign interference by the 

addressee if it is perceived as an attempt to undermine its integrity� 8hether a 

specific foreign conduct deserves the ʠinterferenceʡ treatment is partly a subKective 
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Kudgement� )ence
 what is considered illegal interference under municipal law is not 

always illegal under international law� 'or reasons inherent to the necessity of 

maintaining international stability
 international law does not necessarily reflect the 

tolerance threshold of states� *ndeed
 only the most blatant forms of foreign 

interferences
 what ;iolLowsLi calls ʠmassive influenceʡ�� may breach international 

law� This is a relatively high threshold compared to what may be criminali[ed in 

domestic legal systems� #e that as it may
 in international law and in municipal law
 an 

illegal foreign interference is always associated with the act of disrupting current or 

impeding democratic processes
 or the act of obstructing a state in the effective 

eYercise of its sovereign functions
 ʢits prerogatives de puissance publiqueʣ� The problem 

is that disinformation campaigns are protracted efforts� "s such
 they do not always 

constitute clear�cut interferences in the sovereign affairs of the target� *n reaction
 

some states have introduced the concept of ʠmalign influenceʡ
 which appears to 

eYtend beyond what is usually considered an interference
 and even further beyond 

than what might constitute an illegal intervention under international law� "ustralia
 

for instance
 understands ʠmalign influenceʡ as foreign efforts that remain below the 

threshold of obvious illegality
 and that are deniable
 integrated and incremental��� "s 

such
 malign influences usually fall short of clear�cut interferences but are still 

ʠinconsistent with r or carry risL to r a democracy`s values or interests�ʡ�� The new 

64 'oreign .align *nfluence 3esponse $enter adopts an even broader definition
 

referring to malign influence as any state�sponsored effort aimed at negatively 

influencing ʠthe political
 military
 economic
 or other policies or activities of the 6nited 

4tates (overnment or 4tate or local governments
 including any election within the 

6nited 4tates; or ʢ#ʣ the public opinion within the 6nited 4tates�ʡ��

ɹɹ*n many regards
 the introduction of the concept of ʠmalign influenceʡ shaLes up 

the traditional schemes; influence pure and simple may still require moderation and 

may even in some circumstances warrant new legal solutions� 0f course
 not all 

activities contained in a strategy of destabilisation require punitive measures
 far from 

it� *n the case of some online disinformation campaigns sponsored or condoned by a 

foreign state
 however
 the question is worth asLing� 8hat says international law  
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II. Online disinformation as an unlawful instrument of statecraft    

ɹɹ'irst of all
 the concepts of ʠmalign influenceʡ and ʠdestabilisation strategiesʡ are 

not per see contemplated by international law� These are relatively recent concepts in 

security studies that
 for reasons inherent to their very abstract nature
 as well as a 

significant risL of instrumentali[ation
 cannot be regulated� Things are more 

complicated with disinformation� #y engaging in disinformation activities
 malicious 

actors eYploit the so�called ʠgrey [onesʡ of international law� 'or this reason
 state 

sponsored disinformation is often called a ʠgrey�[one activityʡ� The broad category of 

grey [one activities encompasses a variety of unfriendly acts
 most of which are often 

used in conKunction in the conteYt of a destabilisation strategy� "lthough grey�[one 

conduct may constitute a crime on municipal legal systems
 it is notoriously difficult to 

address through legal means��� This is either due to the fact that relevant legal 

frameworLs are too unclear to apply in a convincing manner
 because the rules are yet 

to emerge
 or because practical hurdles render condemnations pointless� These are 

recuring problems that are also encountered when it comes to address the legality of 

online disinformation in international law� *t should be noted that it is not one unique 

operation that is scrutini[ed here
 but an ensemble of operations forming a campaign� 

*nternational law provides for the possibility to consider a composite act
 composed of 

a series of actions or omission
 as a breach of international law��� This applies to 

disinformation campaigns
 which should systematically be considered as a whole
 

taLing into account all the operations it contains that are clearly following the same 

reprehensible purpose�

ɹɹThe same way as the aforementioned concepts
 ʠdisinformationʡ
 as such
 is an 

unLnown term in international law��� That is not to say
 however
 that disinformation 

activities go completely unregulated� 4ome eYisting principles of international law 

simply apply to disinformation by incidence
 when a disinformation campaign displays 

the characteristics required to fall under a rule`s scope of application� This is for 

eYample the case of war propaganda
 which may involve disinformation methods���

4imilarly
 specific treaty provisions might relate to disinformation
 not because 

disinformation or the politically�motivated dissemination of lies and�or misleading 

information to cause harm is eYplicitly outlawed by the parties
 but because the treaty 
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prohibits certain practices that share similar features with modern disinformation 

activities� This is the case for eYample
 with the now�eYtinct Treaty of 1aris signed 

between 'rance and 3ussia in ������� 0ne of the Treaty`s requirements was that the 

parties abstain from propagating principles contrary to the constitution of the 

receiving state and to foment internal troubles in the territory of the other state� 

"nother more recent treaty
 the ���� *nternational $onvention concerning the 6se of 

#roadcasting in the $ause of 1eace ʢhereinafter the #roadcasting $onventionʣ applies 

to incorrect statements ʠliLely to harm good international understandingʡ
 which could 

also be interpreted as encompassing disinformation��� 4till
 there is no unique 

comprehensive legal tool to address online disinformation in current international law� 

*n fact
 as far as the negative obligations of states are concerned
 the legal frameworL 

for assessing online disinformation activities is eYtremely compleY� 'urthermore
 the 

most intuitive approaches to the problem have proven challenging for a number of 

reasons� 'or the purpose of this analysis
 the relevant legal rules are divided in two 

groups� the rules protecting the collective interests of states ʢor duties of statesʣ and 

human rights law� %ue to length constraints
 only the most relevant rules are analysed 

below�

A） Disinformation campaigns as a violation of states’ rights

ɹɹ#y virtue of the principle of sovereignty
 states bear rights and duties
 some of 

which have been listed by The *nternational -aw $ommission a tentative codification 

of the 3ights and %uties of 4tates in ����� "s noted earlier
 there is no such rule in 

customary international law that eYplicitly prohibits the waging of disinformation 

campaigns against a state during peacetime� )owever
 there are rules and principles 

that relate to the conduct at hand
 and therefore
 could provide locus standi to a victim 

state�

ɹɹ'rom state sovereignty stem two negative obligations; the fundamental duty not 

to violate a state`s territorial integrity
 ʢor territorial inviolabilityʣ
 and the 

fundamental duty not to coercively intervene�� against a state`s political integrity
 ʢor 

independenceʣ��� 7iolations of one or the two aspects will simultaneously constitute a 

violation of state sovereignty� )ence
 online disinformation may engage the 
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international responsibility of a state if the said conduct is attributable to the said 

state
 and if it is harmful to the target state`s right to political independence
 and�or 

territorial integrity�

1) The prohibition of uses or threat to use force

ɹɹThe prohibition of uses or threat to use force enshrined in the 6/ $harter "rticle 

�ː�
 protects a state from the most daring conduct
 �those that involve force� 

Traditionally the non�use of force principle applies to military or armed force� .uch 

liLe other grey�[one conduct used in destabilisation strategies
 disinformation 

campaigns are non�destructive and non�deadly by nature� )ence
 the dissemination of 

false and�or misleading news or reports in the territory of a state by another
 be it 

motivated by harmful intentions
 does not
 in principle, constitute an unlawful use of 

force� 0n this point
 the eYperts of the Tallinn .anual ��� specified in their definition of 

uses of force
 that non�destructive cyber psychological operations intended solely to 

undermine confidence in a government or economy do not qualify as uses of force���

ɹɹ#e that as it may
 it is now well established that some activities that do not 

involve conventional weapons may still breach the prohibition if they lead to 

consequences aLin to what could have been done through military force��� *n other 

words
 the prohibition is breached when ʠthere is some element of armed force 

involved
 or at least actions resulting in physical inKury or damage�ʡ�� Therefore
 state�

sponsored disinformation campaigns could still breach the non�use of force principle if 

it is found that the disinformation has contributed in a maKor way to significant 

disruptions equalling the severity of a conventional use of force in the territory of the 

target state
 and that it was clear that such result was eYpected by the disinformant���

The degree of harm resulting from non�deadly and non�forcible conduct would have to 

be established on a case�by�case basis
 taLing into account the conteYt of the spread
 

the characteristics of the communications and the nature of the instigator��� )owever
 

as the point of destabilisation strategies is to remain under the radar for a sufficiently 

long time period
 the materiali[ation of eventual damages is always delayed� That is to 

say
 that in the eventuality that disinformation has contributed to damage
 it is liLely 

to be one contributing factor among many others� *n response
 some commentators 

have argued that non�violent conduct per se could still breach the prohibition if ʠthe 
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foreseeable effects of the cyber operation would rise to the level of a use of force�ʡ��

%eath and destruction would be foreseeable in the conteYt of disinformation 

campaigns targeting a state that is battling a pandemic
 as it happened during the 

coronavirus pandemic
 or a natural disaster
 during which the access to reliable 

information is sometimes a matter of life and death� 0ther authors have also hinted at 

the possibility of treating some international communications as use of force
 ʠif the 

danger created by the propaganda in question had reached the point at which a 

condition of ʞclear and present danger` could be shown to eYist�ʡ�� " similar argument 

was made by 8hitton and -arson
 who claimed that retaliations aLin to what is 

traditionally reserved to uses of force should be admitted if ʠthe interference taLes the 

form of psychological warfare threatening the very eYistence of the government and 

perhaps the state itself�ʡ��

ɹɹ*n normal circumstances
 however
 the use of force thresholds may never 

realistically be crossed by a disinformation campaign� %estabilisation strategies are far 

more reliant on corrupted forms of soft power ʢor sharp powerʣ than on hard power 

tools
 and it is unliLely that a state goes as far as to condemn a disinformation 

campaign as an illegal use of force
 be it a particularly debilitating one��� "s a 

commentator recently noted
 ʠThe worry of counting $%0s ʦndlr: cyber disinformation 

operations］ as ʞuse of force
` other than it is counter�intuitive to the plain language
 is 

that the effect of $%0s might be disproportionate to that of belligerent military 

actions ʢthe traditional understanding of ʞuse of force`ʣ�ʡ��

ɹɹ*mmaterial activities that do not involve undue trespassing of borders
 that do not 

or are not liLely to cause physical damages
 death or inKury in the territory of the 

target state
 will not constitute a violation of territorial integrity� They may still violate 

its political independence if they contain threats to use force��� This would be the case 

when lies and misleading information are used in the conteYt of a scare tactic intended 

to intimidate
 or to obtain some concessions from the bullied state��� This might also 

apply to situations where disinformation is used as a bait tactic� These are however 

highly hypothetical eYamples�

2) The non-intervention principle

ɹɹ"nother rule that safeguards the territorial integrity and political independence of 
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states is the non�intervention principle� "s it sets less demanding thresholds than 

article �ː�
 the non�intervention principle seems a more appropriate frameworL in the 

present case� The principle of non�intervention is ubiquitous in international law� *t is 

enshrined in a variety of legal instruments
 from bilateral treaties such as the ���� 

1anchsheel Treaty signed between $hina and *ndia
 to the founding treaties of 

regional communities such as the $harter of the 0rganisation of "merican 4tates
 to 

(eneral "ssembly 3esolutions such as the %eclaration on the *nadmissibility of 

*ntervention in the %omestic "ffairs of 4tates and The 1rotection of their 

*ndependence and 4overeignty from ����
 the 'riendly relation %eclaration from ����
 

and the %eclaration on the *nadmissibility of *ntervention and *nterference in the 

*nternal "ffairs of 4tates from �����

ɹɹ"lthough non�intervention`s ubiquitous presence in past and current international 

law could signal that states are on the same page when it comes to interpreting non�

intervention
 the principle has been the subKect of an immense amount of discussion 

ever since the first codification attempts� %ebates about the prohibitive power of the 

principle and
 by eYtension
 its meaning
 are particularly common among states and 

international lawyers� /on�intervention tends to be interpreted in vastly different ways 

depending on the state and the nature of the instrument in which it is proclaimed��� To 

add to the confusion
 the principle proved a powerful rhetorical device� "s such
 it has 

been abusively invoLed by states to ʠcritici[e a measure that plainly does not infringe 

itʡ; ʠto Kustify inaction or passivityʡ or to ʠKustify an action that it does not necessarily 

prescribe�ʡ��

ɹɹ&ventually
 the principle made its way into the international Kurisprudence� *n its 

oft�cited /icaragua case
 the *nternational $ourt of +ustice held that coercion formed 

ʠthe very essenceʡ of a prohibited intervention
 and that coercion was prohibited 

when it bears on ʠmatters in which each 4tate is permitted
 by the principle of 4tate 

sovereignty
 to decide freely� ʦʜʧʡ�� "s it did not specify what Lind of conduct could 

constitute a prohibited intervention without simultaneously breaching the use of force 

prohibition
 the cautious leading statement of the 8orld $ourt did little to clarify the 

content of the principle� This left international lawyers wandering about the legal 

value of the principle��� *n spite of this
 the general understanding is that the scopes of 

the prohibition of the uses of force and the principle of non�intervention
 although 
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concentrical
 do not eYactly eYtend to the same activities� 1articularly invasive yet 

non�forceful foreign conduct such as the financing of political factions abroad
 trade 

embargos
 or subversive activities may thus fall under the broader scope of the non�

intervention rule without qualifying as uses or threats to use force���

ɹɹ"t this point
 a lot has been written about the principle of non�intervention and its 

ability ʢor inabilityʣ to provide legal protection against non�forceful activities such as 

foreign disinformation campaigns��� " recurring problem is the difficulty to define 

interstate coercion� "s regard to disinformation activities
 questions were raised as to 

whether disinformation was not closer to persuasion than coercion
 whether the 

intensity and the methods of a disinformation campaign could maLe up for the 

impossibility to infer a coercive intent
 or whether disinformation activities were only 

contributing to the coerciveness of subsequent
 more bra[en undertaLings� 4ome 

authors eventually reKected the argument that disinformation campaigns are coercive���

-ahmann
 for eYample
 argues that
 because ʠthe term implies compulsion with some 

degree of forcible conduct in the broader sense
 deceptive manipulation by way of a 

disinformation campaign cannot be conceived as coercion�ʡ��

ɹɹ'oreseeably
 legal assessments relying on the principle have differed dramatically 

in their methodologies� "ttempts to reconcile the insidious phenomenon of 

disinformation with coercion are often too convoluted to maLe a persuasive argument 

susceptible of being used by a state as a legal defence
 when there are not outrightly 

reinventing coercion��� *n spite of this
 recent submissions indicate an emerging 
convictio juris, that among all hypothesis
 disinformation campaigns directed at 

democratic processes should fall under the scope of the non�intervention principle���

.ore generally
 there seems to be a potential for consensus around the necessity to 

move on from coercion
 and to focus on more concrete criteria such as the conteYt or 

the means used by the influencer and the inferable intent��� /ot only is such a 

development intuitively appealing
 but it is highly reminiscent of past discussions 

about unlawful interferences
 notably those that led to the adoption of the above�cited 

6/ resolutions by the (eneral "ssembly
 which were not restricted to condemning 

coercive interferences��� "nd even though the legal value of these resolutions is 

disputed
 one should note that some interventions were deemed unlawful
 not because 

they involved the use of coercive methods
 but because they impaired
 or were taLen 
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with the clear intention to impair the sovereign prerogatives of the target state� *t 

results that the focus on coercion in the conteYt of insidious threats such as 

disinformation is misplaced� 1ast debates about non�intervention have shown that 

Lnowing what falls under its scope does not eYclusively hinges on the coerciveness of 

a conduct� Thus
 in the conteYt of non�coercive destabilisation strategies
 and 

disinformation activities in particular
 observers should always inquire whether the 

influencer intended negatively affect the right of the target� *n other words
 the 

litigious conduct must be interventionist in nature to be capable of breaching the 

norm��� The interventionist intent will be obvious when specific protected prerogatives 

are clearly targeted by the influencing state� 'or eYample
 in the case of the 3ussian 

meddling into the ���� 64 elections
 the impaired prerogative was the capacity of the 

population to freely choose the way it is governed� *t might be difficult to draw a line 

between internationally illegal activities and protected interactions that may still go 

against the interests of the recipient� 'or that reason
 other factors should be 

considered
 such as the conteYt
 the means used by the influencer
 the truth�value of 

the content
 the duration of the act and its degree of invasiveness�

ɹɹ*n the conteYt of destabilisation strategies
 there will often be situations where the 

inferable intent is too ambiguous to maLe the point of a prohibited intervention
 even if 

malicious motives have been imputed to the influencer� 'or eYample
 and unless the 

litigious communications taLe the form of eYplicit encouragements for sedition
 it is 

unclear whether disinformation activities broadly aimed at causing internal 

disturbances and tensions are impairing a sovereign right� 0n this point
 perhaps past 

discussions on subversive propaganda are worth revisiting
 but it is very unliLely that 

the non�intervention principle applies to disinformation activities that merely 

ʠcorrodeʡ democracy�

B) Disinformation campaigns as a violation of human rights

ɹɹ%isinformation activities can also be looLed at through the lenses of international 

human rights law� "s individuals are the first victims in the disinformation conteYt
 

human rights law seems a more logical approach� +ones
 for instance
 argues that 

individuals possess a right not to be subKected to deceptive or manipulative practices
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which includes disinformation� TaLen together
 ʠthe right to hold opinions without 

interference
ʡ and the ʠfreedom to seeL
 receive and impart information and ideas of 

all Linds
ʡ as enshrined in ���� *nternational $ovenant on $ivil and 1olitical 3ights 

ʢ*$$13ʣ and the &uropean $onvention on )uman 3ights ʢ&$)3ʣ
 protect the mental 

autonomy of individuals� %oing so
 they establish a correlative duty not to subKect 

someone to manipulative or deceptive tactics� "ccordingly
 a state that is using 

manipulative methods against selected audiences at scale
 could be liable
 for the sole 

reason that it engaged in disinformation� The relevancy of this argument will only 

grow stronger with the development of virtual�reality spaces such as the .etaverse
 

which will enhance the manipulative value of disinformation activities� The problem is 

that the obligation to secure the freedom of thought
 opinion and eYpression does not 

eYtend beyond the territories of the signatories of the aforementioned treaties
 and 

does not apply at all to non�signatories� "lso
 the freedom of thought and opinion 

perspective has not yet been considered as an approach to sanctioning disinformation 

activities��� This argument is however worth considering
 notably because freedom of 

thought and opinion are indispensable to the full enKoyment of almost every other 

human rights�

ɹɹ0nline disinformation could also violate customary human rights that are binding 

upon all states
 regardless of Kurisdictional constraints��� These are the right to self�

determination
 the right to life
 and the non�discrimination principle� The first confers 

on all peoples the ability to freely determine their political status and freely pursue 

their economic
 social and cultural development��� "rguably
 the right to self�

determination is what disinformants are infringing upon when they target foreign 

voters during election processes or referenda��� This proposition is premised on the 

internal aspect of the right to internal self�determination
 which empowers individuals 

to participate in the public affairs of their country� 0n this point
 0hlin argues 

ʠ0utsiders are free to eYpress their opinions but covertly representing themselves as 

insiders constitutes a violation of these political norms
 ʦthe membership rules for 

political decision-makingʧ which are constitutive of the notion of self�determination
 Kust 

as much as covertly funnelling foreign money to one candidate�ʡ�� "ccordingly
 the 

impersonation of nationals by foreign agents via the use of faLe accounts in order to 

influence foreign public opinions in times of elections is an usurpation of the right to 

P085-William.indd   97 2022/12/09   11:00:52



ɹྗɹ࿦ɹूɹɹୈڠɹࡍɹࠃ �� ��ר

self�determination of the audience� *t may also simultaneously violate the principle of 

non�intervention��� )owever
 because self�determination has been brandished only in 

the conteYt of decoloni[ation
 states and individuals may be reluctant to use the 

argument to condemn electoral disinformation� "lso
 as disinformation is a protracted 

effort
 care should be taLen not to overstretch the scope of the principle of self�

determination beyond the periods of open political participation�

ɹɹ"nother human right of interest is the right to life
 and its correlative right to 

health� The right to life is enshrined in the *$$13
 article � and in the &6 $harter of 

'undamental 3ights
 article �� *t has been observed that online disinformation could 

lead to violations of the rights to life and health if there is a sufficient causal linL 

between a disinformation campaign and the materiali[ation of harm or casualties���

"lthough the critical issue of causation in the disinformation conteYt may incapacitate 

legal assessments
�� 4chmitt and .ilanovic have argued that purposefully creating the 

conditions for the loss of life through the dissemination of false or misleading 

information suffices in establishing a causal neYus��� 3egardless of the effective 

materiali[ation of harm
 the conscious promotion of unreliable
 false and misleading 

information during critical events when the lives of individuals are at staLe could thus 

engage the international responsibility of the influencer� This would particularly 

concern the communication of unreliable information during natural disasters
 or the 

spread of disinformation that has for intended effect to cripple the management of 

national health crisis abroad
 as it allegedly happened during the $07*%��� pandemic���

*t bears noting that foreign�led disinformation campaigns that caused substantial 

damages to life abroad also engage the international responsibility of the influencing 

state on the basis of the above�cited "rticle �ː��

ɹɹ" last human right of interest is the principle of non�discrimination
 which is 

enshrined in a number of international instruments such as the *$$13 and the 

*nternational $onvention on the &limination of "ll 'orms of 3acial %iscrimination� 

/on�discrimination means
 inter alia, that states are under the obligation to ʠdeclare 

illegal and prohibit organi[ations
 and also organi[ed and all other propaganda 

activities
 which promote and incite racial discrimination ʦʜʧʡ�� This especially applies 

to incitation to genocide
 war propaganda and hate speech in general
 both of which 

are often at the same time constitutive of disinformation campaigns� "n eYample is the 
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online disinformation campaign conducted and supported by "rmenia that "[erbaiKan 

recently brought before the *$+��� *n its request for provisional measures
 "[erbaiKan 

denounced ʠcyber disinformation operations to incite and stir ethnic hatred and 

violence against "[erbaiKanisʡ��

III. Remaining uncertainties and future developments

ɹɹ4o
 is state�sponsored disinformation legal  /ot always� The previous section has 

shown that there is no unique rule that governs the waging of online disinformation 

campaigns by a state
 but a constellation of interrelated laws that may or may not 

apply
 and sometimes overlap
 depending on the specificities of each campaign� *t bears 

noting that while the truth�value of the litigious communications may be an 

aggravating factor in an international offence
 it is never the determining factors in the 

choice of a legal frameworL� 7arious elements will factor differently in the 

assessments
 depending on the selected frameworL� The duration and the scale of an 

operation are very important factors to taLe into account
 whatever the rule relied 

upon
 but it is unclear whether duration and invasiveness alone could maLe up for the 

difficulty of inferring a specific
 reprehensible intent from an insidious conduct� 

4ometimes
 it will not seem much of a stretch to consider some disinformation 

activities as falling under the scope of traditional principles if the analogy does not 

contradict with the obKect and purpose of the principle in question� This holds 

particularly true for non�intervention
 whose very purpose is to protect states from 

eYternal subKugation� " purposive interpretation of non�intervention should better 

align international law with the eYpectations of states vis à vis disinformation targeting 

democratic processes�

ɹɹThen
 when assessing a high�scale disinformation campaign
 international lawyers 

should always inquire whether� 

�ɹThe disinformation campaign is clearly aimed at corrupting democratic 

processes abroad

�ɹThe disinformation campaign has directly or indirectly caused quantifiable 

harm

�ɹThe disinformation campaign contributes to a situation of clear danger
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ɹɹ"t the same time
 destabilisation strategies are long�term oriented� .align 

influence specifically designates conduct to which the effects might be felt during 

periods of political participation
 but the threat that it poses eYtends far beyond 

elections or referenda� *n other words
 although malign influence intensifies during 

these periods
 foreign�led efforts at manipulating the minds of an audience do not start 

during elections
 nor do they stop after a candidate is elected� *n fact
 as the 64 

homeland security $ouncil eYplains; ʠ'oreign influence and disinformation should be 

seen as a continuous
 ongoing assault on the 6nited 4tates
 rather than a series of 

discrete
 targeted
 event�specific campaigns�ʡ�� .ost eYisting traditional legal concepts 

do not clearly accommodate the long�term perspective that should be adopted while 

approaching disinformation activities
 let alone their persistent nature� *n spite of this
 

creating new laws might not be the right solution� &Ypressly outlawing online 

disinformation in general is practically impossible without relying on obscure 

requirements� 'or eYample
 confining the question of illegality to the truth�value of the 

communications misses the marL
 because disinformation is more about ʠblending 

misleading rhetoric with accurate and inaccurate content as well as inaccurate 

sourcing informationsʡ rather than about spreading easily�debunLable lies���

ɹɹ4imilarly
 relying on loose concepts such as the manipulative value of a 

communication
 the corrosive nature of a conduct
 or the potential for harm
 would at 

best render the law pointless
 at worse
 would maLe the law susceptible to political 

eYploitation
 as states will undoubtedly disagree on the matter� $aution should thus be 

taLen not too cast wide nets that would outlaw most inter�state interactions
 

undermine human rights
 and foster escalatory trends amongst states� "lso
 it should 

be Lept in mind that human rights considerations will systematically stand in the path 

of heavy�handed regulation� Therefore
 although minimal efforts could be deployed to 

readKust the relevant rules so that they fit a broader category of malicious foreign 

state�sponsored conduct aimed at periods of open political participation abroad
 

disinformation campaigns
 and destabilisation strategies in general can hardly be 

outlawed on the sole basis that they are aimed at broadly weaLening the target state� 

Then
 disinformation campaigns that do not fit in one or more of the three 

aforementioned hypotheses will constitute inadmissible yet internationally legal 

conduct
 against which developing critical thinLing and improving media information 
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literacy of users
 as recommended by the 'rench #ronner $ommission in its ���� 

report on disinformation��
 is the best defensive measures�

ɹɹ#ut perhaps an even greater issue when addressing disinformation in particular
 

and grey�[one conduct in general
 is the fact that they are rarely eYecuted by the 

sponsoring state itself� 0ften
 the conduct is outsourced to private entities
 or proYies 

that will carry out the conduct for the sponsor� $onsequently
 attribution processes are 

never straight�forward� This holds true
 as said above
 for the technical process leading 

up to the discovery of the territory of origin
 as well as for the legal process leading up 

to the indictment of the state that ordered the campaign
 if any� The main hurdle is 

encountered in the second process
 because the conditions set forth by the law in 

order to attribute the conduct of private entities to a sponsor state are very difficult to 

satisfy� *n addition
 disinformation activities are often eYecuted remotely� The target 

state is thus often unable to proceed with criminal indictments because the 

perpetrator is not placed under its Kurisdiction� "ccountability relies entirely on the 

host state
 who may be unwilling to cooperate in matters of eYtradition���

ɹɹ" potential remedy to the attribution problem is to be found in various treaties 

regulating international communications and subversive activities��� The ���� 

#roadcasting $onvention from ����
 for eYample
 sets a general obligation to prevent 

and cease harmful communications from emanating from their respective territories���

*ts article � notably provides that ʠThe )igh $ontracting 1arties mutually undertaLe 

to prohibit and
 if occasion arises
 to stop without delay within their respective 

territories any transmission liLely to harm good international understanding by 

statements the incorrectness of which is or ought to be Lnown to the persons 

responsible for the broadcast�ʡ &Ypanding upon this model
 and considering the well�

documented threat that disinformation represents today
 it is reasonable to eYpect that 

states are taLing appropriate steps to prevent and cease harmful communications from 

emanating from their respective territories
 and from spreading in their own 

territories� *n addition
 states should demonstrate due diligence in implementing this 

no�harm principle in their respective territories� This means
 above all
 that any steps 

taLen to prevent harmful disinformation operations should be proportionate to the 

harm caused
 or liLely to be caused�

ɹɹ#ut if the recognition of a no�harm principle in the conteYt of online disinformation 
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could release the victim state from the burden of establishing direct legal attributions 

in order to engage the international responsibility of an enabling state
�� a remaining 

issue lies in the difficulty to quantify the harm caused or liLely to be caused by 

disinformation� 0n this point
 and drawing upon the observations made earlier
 the 

harm should be measured on a case�by�case basis
 taLing into account the relevant 

factors that weighted in all the above�presented assessments� These are
 inter alia, the 

volume of the audience reached by the disinformation
 the degree of coordination with 

which the transmitters are acting
 the scale and the duration of the spread
 the conteYt 

in which the messages are transmitted
 the degree of openness of the online 

information space of the target state or the average education level of the target 

audience�

ɹɹThe harm can be interpreted eYclusively in terms of the harm to human rights 

without neglecting other aspects of the question� *n fact
 this article has shown that 

there is a significant overlap between situations where the rights of states are abused
 

and situation where substantial damage is inflicted to human rights� #asically
 

disinformation campaigns that corrupt domestic or foreign political processes are 

harming the right to internal self�determination of the voters
 and may simultaneously 

breach the non�intervention principle� 4imilarly
 disinformation campaigns that cause 

harm or contribute to a clear situation of danger are harming the right to life or the 

non�discrimination principle
 and may simultaneously breach the prohibition of the use 

or threat of force� " human�centric approach to harm thus seems a better approach� *t 

also allows observers to address domestic disinformation� TaLe the situation where an 

authoritarian regime maLes systematic use of censorship methods and other 
astroturfing tactics to stifle domestic criticism
 or when the ruling regime consents to 

foreign disinformation campaigns against its own population�

ɹɹTo conclude
 there is no denying that disinformation is a new security threat that 

should not be taLen lightly� #ut as it might prove difficult for states not to succumb to 

over�securiti[ation in a world where influence rimes with interference
 one will have to 

tread carefully in the troubled waters of the international law applicable to 

disinformation activities� This article has shown that international law already provides 

the tools to regulate the most dangerous disinformation campaigns� *t has also shown 

that minimal developments could improve legal certainty in the disinformation conteYt 
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while maintaining a reasonable approach to the problem� *n order to ensure the 

resilience of democracies in face of ever�more insidious threats
 it seems more 

promising to focus on consolidating human rights
 which better covers the aspects of 

disinformation
 rather than state�centric rules� 'uture developments should also focus 

on elaborating mechanisms that taLe full advantage of the recent inroads made by due 

diligence in legal debates�
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