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Efficient Protection Mechanism for CPU Cache Flush Instruction
Based Attacks

Shuhei ENOMOTO†a), Nonmember, Hiroki KUZUNO††b), and Hiroshi YAMADA†c), Members

SUMMARY CPU flush instruction-based cache side-channel attacks
(cache instruction attacks) target a wide range of machines. For instance,
Meltdown / Spectre combined with FLUSH+RELOAD gain read access to
arbitrary data in operating system kernel and user processes, which work on
cloud virtual machines, laptops, desktops, and mobile devices. Addition-
ally, fault injection attacks use a CPU cache. For instance, Rowhammer, is
a cache instruction attack that attempts to obtain write access to arbitrary
data in physical memory, and affects machines that have DDR3. To pro-
tect against existing cache instruction attacks, various existing mechanisms
have been proposed to modify hardware and software aspects; however,
when latest cache instruction attacks are disclosed, these mechanisms can-
not prevent these. Moreover, additional countermeasure requires long time
for the designing and developing process. This paper proposes a novel
mechanism termed FlushBlocker to protect against all types of cache in-
struction attacks and mitigate against cache instruction attacks employ lat-
est side-channel vulnerability until the releasing of additional countermea-
sures. FlushBlocker employs an approach that restricts the issuing of cache
flush instructions and the attacks that lead to failure by limiting control
of the CPU cache. To demonstrate the effectiveness of this study, Flush-
Blocker was implemented in the latest Linux kernel, and its security and
performance were evaluated. Results show that FlushBlocker successfully
prevents existing cache instruction attacks (e.g., Meltdown, Spectre, and
Rowhammer), the performance overhead was zero, and it was transparent
in real-world applications.
key words: side-channel attack, operating system, security

1. Introduction

Several side-channel attacks related to CPU cache and cache
flush instructions (cache instruction attacks) have been re-
ported over the past decade [1]–[6]. These attacks are a se-
rious problem as they affect a wide range of machines. For
example, FLUSH+RELOAD [1], [2] is a cache instruction
attack that leaks credentials from the victim’s user process
to an adversary’s user process in a page sharing environ-
ment. Researchers have reported that FLUSH+RELOAD
works on Intel x86 and ARM CPUs. In x86 based
FLUSH+RELOAD, the attack attempts to store and extract
credentials with last-level cache (LLC) by misemploying
cache flush instructions such as clflush.

Meltdown [4] and Spectre [5] have gained attention as
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serious side-channel attacks in x86 CPUs. These attacks
fall under the category of cache instruction attacks as they
combine FLUSH+RELOAD in the attack phase. Meltdown
and Spectre attempt to obtain read access to arbitrary data
in physical memory; they can escape memory protection
by operating system (OS) kernels and leak credentials from
kernel and user processes (e.g., kernel pointer).

Moreover, fault injection attacks also include cache in-
struction attacks, for example, Rowhammer [7]. Rowham-
mer tries to flip bits by gaining write to access to the target
memory row of DRAM with a high frequency. Therefore,
Rowhammer needs to flush the CPU cache with specific in-
structions such as clflush in x86. With Rowhammer, an ad-
versary can write arbitrary data in physical memory, which
leads to actual attacks (e.g., privilege escalation) [6].

To prevent cache instruction attacks, several security
mechanisms have been proposed involving hardware and
software modifications; an example of this is the intro-
duction of a fixed CPU, by Intel (e.g., Cascade Lake mi-
croarchitecture [8]) to prevent Meltdown. To protect against
Rowhammer, the introduction of DDR4 memory has a miti-
gation effect. In software based protection, kernel page table
isolation (KPTI) [9] is effective for protecting against Melt-
down and Retpoline [10] has a mitigation outcome for Spec-
tre. Although these security mechanisms have good effect
for mitigating to existing cache based side-channels such as
Meltdown, Spectre and Rowhammer, these may not be able
to prevent cache instruction attacks when the latest side-
channel vulnerability is disclosed. To cover the latest side-
channel vulnerability, researchers and developers need to
design and implement an additional countermeasure mecha-
nism that requires long time deployment process. For exam-
ple, Cascade Lake was needed 454 days from announcement
Meltdown to releasing the architecture, and KAISER [11]
that is the original design of KPTI was required 46 days un-
til merging to mainline Linux kernel [12], [13].

This study proposes a novel software based approach
named FlushBlocker that provides prevention of all types of
cache instruction attacks, and mitigation of these with lat-
est side-channel vulnerability while additional countermea-
sure is developed. FlushBlocker achieves low overhead and
high deployability, by primarily restricting the cache flush
instructions. The implementation of FlushBlocker employs
at the start of the user process. It scans the executable pages
and registers the instructions into the hardware debug reg-
isters; and in case of trapped instructions, it skips them.
Therefore, FlushBlocker only requires an additional minor

Copyright c© 2022 The Institute of Electronics, Information and Communication Engineers



ENOMOTO et al.: EFFICIENT PROTECTION MECHANISM FOR CPU CACHE FLUSH INSTRUCTION BASED ATTACKS
1891

cost for creating a user process phase, and an administra-
tor can easily install FlushBlocker in various environments
such as cloud virtual machines, desktops, and laptops.

FlushBlocker must address two challenges to fulfill its
purpose. First, it must prevent attacks that bypass the secu-
rity mechanism that it has established. To protect against by-
passing attacks, this paper introduces four defeating meth-
ods by an attacker and designs countermeasures. Flush-
Blocker scans the pages while creating a new executable
memory map (e.g., mmap syscall) or changing the existing
memory map (e.g., mprotect syscall). As memory mapping
operations related to executable locations occur only dur-
ing the initializing phase of the user process, performance
overhead by installing FlushBlocker is still low for non-
malicious user processes. Second, it needs to minimize the
impact on the semantics of non-malicious applications. To
minimize the impact of semantics, FlushBlocker provides
two policies to determine whether to skip instructions based
on two policies. The administrator (e.g., the root user) can
configure these policies for reduction of performance over-
head and adjusting the effect of malicious and non-malicious
applications.

In short, the contributions of this paper are as follows:

1. The proposed mechanism called FlushBlocker, which
is a novel software based mitigation mechanism, for
the existing and undisclosed cache instruction attacks
works with low overhead and can be deployed to ma-
chines in various environments. Additionally, Flush-
Blocker is designed as an in-kernel component and is
implemented in the latest Linux kernel. To prevent the
cache instruction attacks, it scans executable pages in
every user process to transparently restrict cache flush
instructions.

2. To prevent against defeating of FlushBlocker’s mech-
anism by an attacker, FlushBlocker resists bypassing
scanning and trapping. Additionally, FlushBlocker
provides two user-configurable policies to minimize
the impact on semantics of programs.

3. To demonstrate, FlushBlocker when evaluated in se-
curity and performance experiments, the security eval-
uation showed that FlushBlocker successfully pre-
vented the Meltdown, Spectre, and Rowhammer Proof-
of-Concept (PoC). The performance evaluation indi-
cated 31.73% overhead on UnixBench and no overhead
on SPEC CPU 2017 benchmark suite and real-world
server applications.

Finally, this study is an extension of the previous study
with further details and evaluations [14]. The differences are
identified and listed below. First, this latest study inves-
tigates the limitations of FlushBlocker through design and
implementation and in comparison to previous works. Sec-
ond, the consideration of the feasibility evaluation was car-
ried out using benchmark software. Additionally, this study
elucidates the background and establishes a threat model for
FlushBlocker. Hence, the results reinforce FlushBlocker as
a viable countermeasure against cache flush instruction at-

tacks.

2. Background

2.1 FLUSH+RELOAD Attack

FLUSH+RELOAD [1], [2] is a side-channel attack that
tracks the execution of a victim from an adversary. The at-
tack works on an environment in which pages are shared
between the adversary’s user process and victim’s user pro-
cesses in a single OS, or the adversary’s virtual machine and
the victim’s virtual machine in a single hypervisor.

Figure 1 (A) shows the attack of FLUSH+RELOAD.
With this assumption, an adversary and a victim contain the
same code contents that are shared by a page-sharing mech-
anism such as kernel same page merging [15]. First, the ad-
versary evicts the code contents from all levels of the CPU
cache by issuing cache flush instructions (e.g., clflush and
clflushopt). Next, they wait for a certain duration to assess
the time required to access the code contents. Meanwhile,
they can determine if the cached code contents are executed
by the victim in the waiting time. Therefore, they are avail-
able to track the victim’s execution by repeating this opera-
tion. Yarom et al. showed that FLUSH+RELOAD extracts
the RSA private key from GnuPG [16], and tracking the vic-
tim’s execution leads to leakage of secret data.

2.2 Meltdown/Spectre Attack

Meltdown [4] and Spectre [5] are vulnerabilities in the mi-
croarchitectures of Intel x86 and ARM, where an adversary
can leak arbitrary data from physical memory with side-
channel attacks that use these vulnerabilities. For example,
a kernel pointer that leads to a break in KASLR [17], [18],

Fig. 1 FLUSH+RELOAD, Meltdown/Spectre and Rowhammer
overview
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and a cryptographic key, in the user process, are targeted by
the attacks. In the side-channels, the attacks need to store
data, leaked to the LLC, inside transient execution. There-
fore, the attacks employ cache based side-channel attacks
such as FLUSH+RELOAD [1], [2].

Figure 1 (B) shows the attack of the transient execution
vulnerability combined with FLUSH+RELOAD for leaking
one byte of secret data. First, an adversary starts a malicious
user process that contains the code of the side-channels.
Next, the user process creates an array of one byte from ar-
ray[0*PAGE SIZE] to array[255*PAGE SIZE]. After creat-
ing the array, adversary issues cache flush instructions (e.g.,
clflush and clflushopt) to clear all the cached elements from
all levels of the CPU cache. Second, the user process ob-
tains the confidential data by transient execution vulnerabil-
ity and accesses to array[secret*PAGE SIZE] inside the ex-
ecution. Finally, the user process measures the access time
from array[0*PAGE SIZE] to the array[255*PAGE SIZE].
In this measurement, array[secret*PAGE SIZE] is the short-
est access time because only that element has been cached.
Therefore, they can store the confidential data after transient
execution.

Although, the transient execution vulnerable side-
channels can combine with other cache based attacks (e.g.,
EVICT+RELOAD and PRIME+PROBE [19]) to obtain se-
cret data at low noise, many of the real-world malware that
contain side-channel code use FLUSH+RELOAD. In fact,
10 out of the total 12 wild Meltdown/Spectre based mal-
ware [20]† contained the behavior of FLUSH+RELOAD.

2.3 Rowhammer Attack

Rowhammer [7] is a fault injection attack that targets
DRAM. This attack attempts to flip bits stored in the tar-
geted memory row by accessing memory rows around the
targeted memory row with a high frequency. The flipping
action gains write access to the OS kernel data structure,
which leads to more serious attacks such as privilege esca-
lation [6].

Figure 1 (C) shows the attack on Rowhammer. First,
an adversary starts a malicious user process that contains
the Rowhammer code. The user process determines the vir-
tual address that stores the target data and identifies a target
memory row (MemoryRowN) translated from the virtual ad-
dress. At that time, the user process also identifies the virtual
addresses related to memory rows around MemoryRowN

(MemoryRowN−1, MemoryRowN+1). Next, the user pro-
cess accesses the virtual addresses of MemoryRowN−1 and
MemoryRowN+1.

To access physical memory at a high frequency,
Rowhammer must flush the CPU cache. Therefore, several
existing Rowhammer PoC code issue CPU cache flush in-
structions. For example, in the samples of Rowhammer’s
code disclosed as open-sourced projects, seven of the total

†This analysis targeted downloadable samples of malware
from hybrid-analysis.com (accessed on January 1st, 2022).

ten samples contained a behavior that flushed the CPU cache
with a clflush instruction††.

3. Threat Model

The cache instruction attack perceives the environment of
the threat model of FlushBlocker that postulates the capa-
bility of the adversary and its side-channel attack methods
during an attack scenario.

Permission: An adversary assumes normal user privi-
leges and executes the shell command with the PoC code in
the environment. An adversary can access the file system,
networking, and control processes as a non-root user. How-
ever, they cannot insert malicious kernel modules into the
OS kernel.

Attack Method: This is a known attack method of an
adversary. The adversary attacks a system with cache in-
struction attacks, such as FLUSH+RELOAD based Melt-
down / Spectre, clflush based Rowhammer and undisclosed
cache side-channels using clflush. Such attacks are adver-
sary attempts to obtain read and write access to arbitrary
data.

3.1 Attack Scenario

The attack scenario is an approach used to induce informa-
tion leakage. First, the adversary executes the PoC code as
the user process starts the cache instruction attack. Subse-
quently, the adversary’s user process can access any cache
data of the CPU or memory data. Therefore, the adversary’s
user process receives a cache flush instruction attack to by-
pass the privilege restrictions of the OS kernel and CPU.
Finally, the adversary’s user process takes kernel data from
the OS kernel or privilege escalation from the attack envi-
ronment.

4. Proposed Approach

4.1 Requirements of FlushBlocker

This study proposes FlushBlocker with a low overhead for
kernel processing to meet the following requirements of mit-
igating cache instruction attacks:

1. Prevent cache instruction attacks while retaining a low
overhead.

2. Support a wide range of architectures and kernel de-
signs.

To satisfy the first requirement, FlushBlocker targets
the kernel component design to reduce the negative effects
of mitigating the processes for kernel processing. It then en-
sures that user applications incur running costs in the native
environment.

To satisfy the second requirement, FlushBlocker does

††This survey targeted public repositories in github.com (ac-
cessed on January 1st, 2022).
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not rely on hardware features to cover multiple architectures
and kernel designs for easy porting of the mitigation pro-
cess.

4.2 Approach of FlushBlocker

FlushBlocker restricts specific cache flush instructions dur-
ing the attacking phase to prevent instruction cache attacks.
When using FlushBlocker, the malicious user process can-
not obtain secret data from the CPU cache, as it is difficult
to identify the byte of data that matches the CPU cache dur-
ing the cache access calculation. The malicious user process
cannot repeatedly access the memory row using cache flush
instructions. Therefore, an adversary cannot easily lead to
the cache instruction attacks.

5. Design

5.1 Monitoring of User Process

FlushBlocker uses hardware breakpoint of debug registers
from the CPU architecture to trap specific instructions of the
user process. Additionally, FlushBlocker scans the program
of the user process and then stores the position of the tar-
geted instructions into the debug registers for dynamic trap-
ping.

Figure 2 illustrates the handling flow process of Flush-
Blocker, which is detailed as follows.

1. The adversary executes a malicious user program that
initiates a side-channel attack.

2. The kernel loads the malicious user process to memory
through the program execution sequence.

3. FlushBlocker scans all pages of the malicious program
code during the system call invocation. The scan at-
tempts to detect the cache flush instructions on each
page.

4. FlushBlocker marks the virtual addresses of the cache
flush instructions if the pages contain such cache flush
instructions, and subsequently, identifies the malicious
user process as a monitoring target.

Fig. 2 FlushBlocker design overview

5. The malicious user process initiates a cache instruction
attack.

6. FlushBlocker traps the execution of the cache flush in-
structions at the kernel and then determines whether
the cache flush instructions belong to the target user
process. If the target user process executes the targeted
cache flush instructions, then FlushBlocker increments
the program counter of the target user process.

7. The malicious user process continues to execute the
program following the cache flush instructions.

FlushBlocker scans pages of the user process, making
them transparent to prevent cache flush instructions for each
user process.

5.2 Defeating Methods of FlushBlocker

Several defeating methods can attempt to avoid the miti-
gation approach of FlushBlocker by forcibly issuing cache
flush instructions from malicious user processes within an
existing kernel.

Defeating Method 1 (DM1): A malicious user pro-
cess creates a user process or thread that issues cache flush
instructions.

Defeating Method 2 (DM2): While running, a mali-
cious user process creates an additional page that contains
cache flush instructions and then issues these instructions.

Defeating Method 3 (DM3): A malicious user process
creates an additional page containing cache flush instruc-
tions without an execution flag. It then enables the execution
flag of the page through an mprotect system call.

Defeating Method 4 (DM4): A malicious user process
contains more cache flush instructions than the number of
hardware debug registers in a CPU’s architecture.

5.3 Countermeasures for the Defeating Methods

FlushBlocker provides countermeasures for DMs (Fig. 3)
are detailed below:

Countermeasure for DM1: DM1 uses an existing ker-
nel implementation that does not set a debug register for the
child user process or thread from the debug register setting
of the parent user process. DM1 can issue cache instructions
in the child user process or thread to avoid FlushBlocker
tracking. FlushBlocker copies the debug register informa-
tion to the child user process or thread from the parent user
process.

Countermeasure for DM2: DM2 attempts to create
an additional page with an execution flag and the cache flush
instruction. It avoids FlushBlocker’s page-scanning phase
during the exec system call timing. FlushBlocker adopts
the following countermeasures to trap the cache flush in-
structions of an additional page:

1. A malicious user process creates an additional page
with an execution flag through the memory allocation
sequence.
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Fig. 3 Countermeasures against defeating FlushBlocker

2. FlushBlocker stores the starting and ending virtual ad-
dresses of a page during the memory allocation se-
quence.

3. A malicious user process copies the program code pay-
load containing the cache flush instruction.

4. FlushBlocker triggers page writing and demands pag-
ing of page faults at the kernel to determine whether
the virtual address of a page fault matches the targeted
page for dropping the execution flag.

5. A malicious user process executes cache flush instruc-
tions on the additional page.

6. FlushBlocker catches a page fault with an execution
flag exception, and determines the virtual address of
the page fault contained in the target pages. Flush-
Blocker identifies previously targeted pages and en-
ables the execution flag.

Countermeasure for DM3: DM3 adopts the execu-
tion flag to avoid FlushBlocker’s page scan during the ex-
ecution and additional page allocation. First, the malicious
user process creates an additional page without an execution
flag. Subsequently, it writes cache flush instructions to the
additional page; finally, it enables the execution flag.

FlushBlocker’s countermeasure against DM3 is to
hook the internal process of the execution flag control to
identify the cache flush instruction of the target page scan-
ning before executing the flag available on the kernel.

Countermeasure for DM4: DM4 uses the drawback
of the limitation of the hardware debug register feature. The
malicious user process contains more cache flush instruc-
tions than the CPU hardware debug register. FlushBlocker
cannot register all the cache flush instructions to the hard-
ware debug register; therefore, the malicious user process
issues the cache flush instruction without being trapped by
FlushBlocker.

FlushBlocker counters this limitation by controlling the

execution flag of those pages. Moreover, it only enables the
execution flag of the page containing cache flush instruc-
tions stored in one of the hardware debug registers. Af-
ter trapping the cache flush instruction, FlushBlocker ex-
changes the virtual address on the hardware debug register
from the trapped cache flush instruction with other flush in-
structions. In addition, FlushBlocker enables the execution
flag of pages that only store virtual addresses on the hard-
ware debug registers.

5.4 Setting for Trusted Users

FlushBlocker’s objective is to restrict the issue of cache
flush instructions by a malicious user process of an adver-
sary. Based on this, FlushBlocker provides a mechanism
to allow the issue of the instructions by non-malicious user
processes of trusted users (e.g., the root user). In this mech-
anism, the root user can set the UID of a trusted user for
FlushBlocker. When the UID of a user process matches that
of a trusted user, FlushBlocker does not scan the code pages
of this user process.

5.5 Setting for Tolerance of Cache Flush

FlushBlocker skips cache flush instructions in the default
setting when the instructions are trapped. However, skip-
ping the instructions may compromise the semantics of the
program. To minimize the impact on the semantics, Flush-
Blocker provides a policy for the treatment of the trapped
instructions to the root user. In the current design, the root
user can set a limit of tolerance of cache flush instructions
per one second of one process. Based on this setting, Flush-
Blocker determines whether or not to skip the instructions.

6. Implementation

FlushBlocker was implemented on a Linux kernel with an
x86 64 architecture.

6.1 Page Scanning

Page scanning of the user process is performed at the exec
system call invocation. FlushBlocker reads every code page
of the user process and searches for binary patterns of the
cache flush instructions. In the x86 64 architecture, the user
process can only issue clflush and clflushopt for cache flush
of non-privileged instructions. Therefore, the prototype tar-
gets these two instructions.

6.2 Debug Register

FlushBlocker stores the virtual addresses of the cache flush
instructions to debug registers. FlushBlocker requires the
monitoring flag enable_dr variable for the task_struct
structure and enables the monitoring flag when the user pro-
cess is the monitoring target. The x86 64 architecture has
eight debug registers (i.e., DR0–DR7) that require privileged
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instructions to enable control. Four debug registers (i.e.,
DR0–DR3) are available for trapping of the virtual addresses.
FlushBlocker ensures that the user process with normal priv-
ilege cannot misuse the debug registers and the ptrace sys-
tem call that requires root privilege.

6.3 Countermeasures for the DMs

FlushBlocker adopts the countermeasures for DMs for
Linux kernel implementation with the x86 64 architecture.

Countermeasure for DM1: To handle the continuous
monitoring of malicious user process trees, FlushBlocker
duplicates the debug register information to the child pro-
cess from the parent process in the clone system call.

Countermeasure for DM2: To trap the cache flush in-
structions on an additional page while the user process runs,
FlushBlocker forcibly disables the execution privilege of the
VM_EXEC flag for user processes when the additional page
requires the PROT_EXEC flag during the mmap system call
invocation. Therefore, FlushBlocker traps the cache flush
instructions of an additional page using page fault mech-
anisms. If an additional page contains cache flush instruc-
tions, then FlushBlocker sets the debug register of the virtual
address and enables VM_EXEC.

Countermeasure for DM3: To handle the PROT_EXEC
flag enabling a non-executable page that contains a pro-
gram payload with the cache flush instruction, Flush-
Blocker hooks the mprotect system call invocation with
PROT_EXEC to scan the page and check if it contains cache
flush instructions. Next, it registers the additional cache
flush instructions to handle trapping with the hardware de-
bug register.

Countermeasure for DM4: FlushBlocker manages
hardware debug registers to track more than five cache flush
instructions on the x86 64 architecture. (e.g., x86 64 has
four debug registers for trapping). FlushBlocker forcibly
sets a non-executable (NX) bit for the remaining pages that
are not registered to the hardware debug registers (i.e., DR0–
DR3). Additionally, FlushBlocker sorts the debug register
entries using the least recently used algorithm when a page
fault occurs and exchanges addresses on the hardware debug
registers with NX bit handling.

6.4 Scanning and Trapping Policies

FlushBlocker provides configurable policies called scanning
policy and trapping policy to handle behavior when the
cache flush instructions are scanned, and trapped.

Scanning Policy: an administrator of the OS can set
the UID (e.g., 0 in root user) to the policy. When a user
matched to the UID creates a process, FlushBlocker avoids
scanning pages of the process. With the policy, user pro-
cesses created by trusted users can avoid scanning and issue
cache flush instructions.

Trapping Policy: an administrator can set a number
for the tolerance of cache flush instructions to the policy.
When hardware debug interruptions occur, FlushBlocker

identifies if the user process is being monitored through a
monitoring flag variable. Based on the trapping policy, with
the case of exceeding tolerance, FlushBlocker skips the in-
structions to increase the IP register for the malicious user
process.

In the current implementation, FlushBlocker uses the
procfs interface to obtain the setting. To avoid access to the
setting by a malicious user, only the root user has read and
write access to the file.

7. Evaluation

7.1 Security Capability Experiment

The validation of the security capability of FlushBlocker by
the prevention of cache instruction attacks, as follows:

1. Prevention of cache instruction attacks: The eval-
uation of the security capability of FlushBlocker was
based on whether the FlushBlocker kernel can prevent
the Meltdown, Spectre, and Rowhammer PoC code ex-
ecution.

2. Prevention of FlushBlocker DMs: The evaluation of
the FlushBlocker kernel on whether it can prevent DM1
through DM4 that attempt to issue and execute clflush
instructions.

7.1.1 Prevention of Cache Instruction Attacks

The evaluation of practical security capability is based on
the prevention of cache instruction attacks from Meltdown,
Spectre, and Rowhammer PoC codes [21]–[23]. The com-
parison is between the vanilla kernel without KPTI [9], [11]
and Retpoline [10] and a kernel with FlushBlocker. Addi-
tionally, in the experiment of Rowhammer, the PoC code is
attempted on double-sided Rowhammer for 10 hours.

Table 1 lists the security capability results. The kernel
with FlushBlocker successfully prevented leaks using Melt-
down and Spectre. Additionally, FlushBlocker had no bit
flips, whereas the vanilla kernel had 2-bit flips.

7.1.2 Prevention of FlushBlocker DMs

FlushBlocker was evaluated both with and without counter-
measures for the four DMs. The DMs attempted to execute
the clflush instruction on the kernel using FlushBlocker.

Table 2 shows that FlushBlocker without countermea-
sures (w/o CM) could not prevent cache flush instruction
execution from DMs. Conversely, FlushBlocker with coun-
termeasures (w/ CM) detected and stopped all the DMs from

Table 1 Prevention result of FlushBlocker for cache instruction attacks
(� Success; − Failure)

Attack Description Vanilla kernel FlushBlocker
Meltdown PoC [21] w/o KPTI − �
Spectre PoC [22] w/o Retpoline − �
Rowhammer PoC [23] − �
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Table 2 Prevention result of FlushBlocker for defeating methods (�
clflush not available; − clflush available)

Attack Description w/o CM w/ CM
DM1 clflush through child user process − �
DM2 clflush on the mmap’s new page − �
DM3 clflush through the mprotect − �
DM4 five clflush instructions − �

issuing clflush instructions.

7.2 Measurement of Performance and Effect of Flush-
Blocker

The objectives of evaluating FlushBlocker performance
were to measure the overhead cost with benchmark software
and analyze benign applications for their effect on the Flush-
Blocker kernel, as follows:

1. Performance measurements: Measuring the perfor-
mance of FlushBlocker implementation, in order to
determine the performance overhead for the kernel
processing time using the benchmark software on the
FlushBlocker kernel.

2. Analysis of benign applications: Analyzing the bi-
nary files of benign applications that contain cache
flush instructions in order to determine whether re-
stricting cache flush instructions have any impact.

7.2.1 Performance Measurements

For the measurement of the performance, a comparison be-
tween a vanilla kernel and the FlushBlocker kernel was con-
ducted. These kernels are compiled with default configura-
tion enabled security features such as KPTI.

The benchmark programs, UnixBench [24], SPEC
CPU 2017 benchmark suite [25] and real-world server ap-
plications, were used to determine the average perfor-
mance overhead. The real-world server application’s per-
formance was evaluated using Apache httpd 2.4.46 [26]
with ApacheBench 2.3 [27] and Redis 6.2.3 [28] with Redis-
benchmark 6.2.3 [29]. Both benchmarks create 10,000 re-
quests with different client threads to calculate the requests
per second in a network speed of 1 Gbps.

UnixBench: Fig. 4 shows the result of UnixBench. In
UnixBench, the overall performance score (System Bench-
marks Index Score) of FlushBlocker was approximately
31.73% less than vanilla kernel’s score. When viewed as
each benchmark result, the decrease of performance was
more in Execl Throughput (557.21%), Process Creation
(25.96%), Shell Scripts 1 concurrent (87.38%) and Shell
Scripts 8 concurrent (69.10%).

SPEC CPU 2017: Fig. 5 presents that the result of the
SPEC CPU 2017 benchmark suite that is executed in in-
trate mode. In the SPEC CPU benchmark programs, Flush-
Blocker does not induce performance overhead as compared
to the execution of the vanilla kernel.

Server Applications: Fig. 6 and Fig. 7 show the results

Fig. 4 Performance score of the UnixBench

Fig. 5 Execution time of SPEC CPU 2017 benchmark (intrate mode)

Fig. 6 Requests per second of httpd with ApacheBench

Fig. 7 Requests per second of Redis with Redis-benchmark

of the server application’s performance. The results for each
request per second with different client threads employ the
median of five times measurements which is equal to five
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Table 3 Number of clflush instructions’ benign applications

Environment Total apps clflush apps clflushopt apps
Ubuntu Linux 20.04.1 LTS 1,484 1 0
Debian GNU/Linux 10 1,462 1 0
CentOS Linux release 7.9.2009 1,003 0 0
Linux Mint 19.3 2,182 0 0

times of the original. In addition, in the case of the server ap-
plications, a performance difference between FlushBlocker
and the vanilla kernel was not seen.

7.2.2 Analysis of Benign Applications

The statical analysis of benign applications was conducted
to determine whether clflush and clflushopt instructions are
included in the ELF binary applications. It unveils the ef-
fects of FlushBlocker on the default installation setting of
major Linux distributions.

Table 3 presents the results of the statical analysis,
which indicate that one ELF binary gnome-control-center
contains one clflush instruction pattern on Ubuntu Linux
20.04.1 LTS and Debian GNU/Linux 10. However, the
gnome-control-center does not call clflush as the instruction
pattern is found in the data section.

7.3 Evaluation Environment

FlushBlocker was evaluated using Linux kernel 5.7.15. The
evaluation environment was executed on a physical machine
1, which was equipped with an Intel (R) Core (TM) i9-
10900T (1.90 GHz, x86 64) processor with 32 GB memory,
and physical machine 2, which was equipped with an Intel
(R) Core (TM) i7-4800MQ (2.70 GHz, x86 64) processor
with 16 GB memory for the client. The Linux distribution
used was Ubuntu 20.04.1 LTS, which required 5 source files
and 868 lines for the Linux kernel 5.7.15.

8. Discussion

8.1 Evaluation Consideration

FlushBlocker can successfully intercept the execution of
cache flush instructions for the user process, it can prevent
actual attacks from Meltdown, Spectre, and Rowhammer
PoC codes that try to issue cache flush instructions. In addi-
tion, FlushBlocker counters DM1 through DM4, which at-
tempts to subvert the scanning and monitoring of cache flush
instructions, therefore, it can protect the kernel from cache
instruction attacks.

The performance evaluation results indicate that Flush-
Blocker implementation requires an additional kernel pro-
cessing time. The reason is that FlushBlocker needs page
scanning during new code page creation time such as pro-
cess creation. For that reason, in the performance mea-
surement of UnixBench, benchmarks related to the create
new user process had high overheads. Therefore, the work-
loads that require to repeat creating user processes that have

a property of short-lived (e.g., Fuzzing) may be affected in
performance. To evade this, FlushBlocker provides a policy
for avoiding page scanning of user processes created by a
trusted user. On the other hand, long-lived applications such
as SPEC CPU 2017 benchmark suite and server applications
were zero overhead.

8.2 Limitation

8.2.1 Design Limitation

The primary design limitation of FlushBlocker is the filter-
ing of cache flush instructions from the user process. Al-
though it potentially affects benign application behavior,
FlushBlocker only causes the performance overhead due to
cache hit-miss because cache flush instructions do not di-
rectly occur in data modification and control flow.

Additionally, it is necessary to prevent a FLUSH+
RELOAD attack by establishing a complex cache control
without cache flush instructions, which can support the fil-
tering instructions pattern at the scanning of pages during
the user process execution, when this attack is published as
a PoC code.

8.2.2 Implementation Limitation

The implementation limitations of FlushBlocker must be
considered. Trapping relies on the number of hardware de-
bug registers (e.g., five debug registers on the x86 architec-
ture) at the registration of virtual addresses for cache flush
instructions. The FlushBlocker implementation drops the
execution privilege of pages to trap cache flush instructions
across multiple pages.

FlushBlocker handles a page fault, when the user pro-
cess attempts to execute the cache flush instruction on the
non-executable page. Then, FlushBlocker registers the vir-
tual address of the page fault into the hardware debug regis-
ter to avoid hardware limitation.

However, the worst case of user process stores more
than five cache flush instructions per page. This is a sus-
picious behavior for a usual application because benign ap-
plications do not contain cache flush instructions from the
evaluation result (Sect. 7.2.2).

8.3 Portability Consideration

The implementation of FlushBlocker applicability proceeds
to the kernel of another OS kernels by adopting a page man-
agement mechanism on the x86 64 architecture.

In this study, FlushBlocker portability was carefully
examined in other OS kernels, with a trapping capability of
the user process. The Windows kernel provides the trapping
function for user process creation at the kernel-mode driver
API†, and the referring and setting functions†† handle the

†PsSetCreateProcessNotifyRoutine
††PsGetContextThread and PsSetContextThread
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debug register of the user application thread.

9. Related Work

Side-Channel Attacks: Meltdown adopts a FLUSH+
RELOAD attack [1], which targets the CPU L3 caches to
access the secret data of the user processes and kernels.
The FLUSH+RELOAD attack calculates the access time
of the information after flushing the entire cache. A short
access time indicates that the information has leaked from
the cache. The FLUSH+FLUSH [3] attack is another flush
based side-channel method that guesses secret data by ob-
serving the execution time difference of clflush after caching
a target element.

Side-Channel Attack Countermeasures: KPTI [9]
adopts a page table isolation method that prevents side-
channel attacks from the user mode to the kernel mode.
KPTI incurs a page table switching cost to update the CR3
register. EPTI [30] reduces the overhead of the KPTI by
separating the page table isolation mechanism with an In-
tel extended page table (EPT) for a guest OS that does not
require KPTI. ConTExT [31] is a mechanism for mitigat-
ing Spectre-style attacks. In ConTExT, a page storing secret
data is marked as a “non-transient page”, and it is tracked
by hardware taint tracing for registers containing the secret
data for transient execution instructions.

9.1 Comparison with Existing Protection Mechanisms

The objective is to determine which characteristics ful-
fills the side-channel countermeasures requirements. Ta-
ble 4 shows a comparison of features supported by Flush-
Blocker with those of existing protection mechanisms [8]–
[11], [30]–[32]. Although existing hardware and software
based protection mechanisms can prevent existing cache
side-channel attacks, FlushBlocker cannot prevent all of
those attacks. On the other hand, FlushBlocker can miti-
gate the effect of cache instruction attacks that employ lat-
est side-channels vulnerability in the future, existing mech-
anisms cannot mitigate the attacks.

When a latest side-channel attack is disclosed, re-
searchers and developers also have to design and develop
an additional countermeasure for the attack. Since develop-
ing a countermeasure takes time, FlushBlocker can mitigate
an attack until releasing the countermeasure and merging it
to OS kernels, compilers and hardware.

Table 4 Comparison of side-channel countermeasures features (� is
supported; � is partially supported).

Feature
Existing

Hardware
Protections

Existing
Software

Protections

Flush-
Blocker

Existing Cache Attacks � � �
Immediately Mitigation �
Undisclosed Cache Attacks �

10. Conclusion

The latest OS kernel must be able to prevent cache instruc-
tion attacks (e.g., Meltdown, Spectre, and Rowhammer).
Software based countermeasures that adopt KPTI, Retpo-
line, and previous research approaches require performance
overhead. Other countermeasures with CPU virtualization
require hardware support. These restrict deployment in
many environments (e.g., cloud, embedded or mobile en-
vironment).

In this paper, a novel security design that prevents
cache instruction attacks at the kernel layer, FlushBlocker
is proposed. To prevent cache instruction attacks, Flush-
Blocker traps and monitors the cache flush instructions of
the user process from being executed. The design of Flush-
Blocker transparently prohibits the cache flush instructions
at the kernel component to reduce the performance over-
head. Although, the adversaries attempt to execute cache
instruction attacks, secret data from CPU caches cannot be
easily captured as the CPU cache instructions fail.

The evaluation result of the Linux kernel with Flush-
Blocker deals with preventing the PoC codes of Meltdown,
Spectre, and Rowhammer from being executed. Flush-
Blocker counters the four DMs and achieves no overhead for
real-world applications. Additionally, the static analytic re-
sult of benign applications, in which an application contains
the data of cache flush instruction, shows no side effects.
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