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Abstract: An adversary’s user process can compromise the security of the operating system (OS) kernel, and sub-
sequent invocation of the vulnerable kernel code can cause kernel memory corruption. The vulnerable kernel code
could overwrite the kernel data containing the privilege information of user processes or the kernel data related to
security features (i.e., mandatory access control). As a means of kernel protection, OS researchers have proposed the
multiple kernel address space approach that partitions the kernel address space to protect the kernel memory from
memory corruption (e.g., process-local memory and system call isolation). However, in the previous approach, the
vulnerable kernel code and the kernel data targeted for attack still reside in the same kernel memory. Consequently,
to compromise the kernel, adversaries simply focus on calling the latest vulnerable kernel code, which relies on the
starting points of the kernel attack process. With the aim of preventing such subversion attacks, this paper proposes
the kernel page restriction mechanism (KPRM), which employs an alternative design and method to obviate kernel
memory corruption. The objective of the KPRM is to prohibit vulnerable kernel code execution and prevent writing
to the kernel data from an adversary’s user process. KPRM ensures the unmapping of vulnerable kernel code or ker-
nel data to prevent the exploitation of the kernel due to kernel vulnerability. Therefore, an adversary’s user process
is obstructed from executing vulnerable kernel code and overwriting kernel data on the running kernel. Evaluation
results indicate that actual proof-of-concept attacks on vulnerable kernel code resulting in kernel memory corruption
can successfully be prevented by KPRM. Moreover, the implementations of KPRM indicate that the maximum latency
for system calls is 0.703 us, while the overhead for 100,000 Hypertext Transfer Protocol (HTTP) downloads via a web
client program ranged from 1.188% to 4.093% of the access overhead. In addition, KPRM implementations achieved

acceptable overheads of 2.459% and 2.193% for the kernel compile time.

Keywords: memory corruption, kernel vulnerability, system security, operating system

1. Introduction

Kernel vulnerability attacks aim to invoke malicious kernel
code that can cause corruption of the kernel memory (vulnera-
ble kernel code). They can leverage the security features of the
kernel and modify the privilege information of the running ker-
nel [1]. The vulnerable kernel code relies on the user processes
that share the kernel address space in the kernel mode. Conse-
quently, an adversary’s user process can execute vulnerable ker-
nel code to overwrite existing kernel features [2].

To prevent kernel memory corruption, researchers have pro-
posed that the kernel protection mechanism should provide secu-
rity features for each attack method. Kernel control flow integrity
(CFI) supports kernel behavior verification [3]. Kernel address
randomization (KASLR) provides the identification hardening of
kernel code and kernel data[4]. Moreover, process-local mem-
ory (Proclocal) allocates a specific kernel address space to a user
process [5]. System call isolation (SCI) creates a dedicated ker-
nel address space for the processing system call’s routines [6]. In

addition, a CPU privilege mechanism provides supervisor mode
access prevention (SMAP) and supervisor mode execution pre-
vention (SMEP) to forcibly deny access and execution permission
between the user mode and the kernel mode [7].

These countermeasures can effectively obviate and mitigate
the kernel memory corruption, but leave two problems unsolved.
First, the running kernel still requires the full kernel page map-
ping of the kernel code and kernel data. Second, Proclocal can
protect the kernel data of only specific kernel components and
SCI creates a statically duplicated kernel address space for each
user process owing to stable behavior for kernel processing.

However, these mechanisms place potentially vulnerable ker-
nel code and kernel data targeted for attacks in the same kernel ad-
dress space. Thus, invoking the vulnerable kernel code and over-
writing the kernel data at the kernel layer remains an unaddressed
threat. Moreover, two internet articles (grsecurity and database
exploit) have already shown that the latest kernel attack ideas and
methods can invoke the vulnerable kernel code to escalate privi-
leges and bypass security features (i.e., mandatory access control
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(MACQ)) of SELinux [9]) for the running kernel [10], [11].

This paper describes the features of a novel security design
known as the kernel page restriction mechanism (KPRM). KPRM
is a security capability enhancement that mitigates kernel mem-
ory corruption due to kernel vulnerabilities. It has a restriction
mechanism that can extend invocation control of vulnerable ker-
nel code as well as access to kernel data by an adversary’s user
process on the running kernel. KPRM uses two types of kernel
pages, namely, normal and restricted kernel pages, to run the ker-
nel and user processes. It first assigns vulnerable kernel code and
protected kernel data (e.g., user identifiers) to a restricted kernel
page; then, it stores the remaining kernel code and kernel data in
normal kernel pages.

KPRM achieves two objectives. First, to prevent memory cor-
ruption, it provides data security during kernel page handling by
ensuring that the adversary’s user process cannot access restricted
kernel page references in its own kernel address space to prevent
memory corruption. Second, it dynamically unmaps restricted
kernel page references to prevent the invocation of vulnerable
kernel code for the adversary’s user process during the system
call processing.

KPRM performs its procedures on all user processes that have
not been identified as benign but are manually registered in the
running kernel’s benign user process list. It ensures that the ker-
nel can dynamically reduce its attack surface where the kernel
address space is shared by both vulnerable kernel code and attack
targeted kernel data. KPRM assumes that the common vulner-
abilities and exposures (CVE) list that provides kernel vulnera-
bilities. KPRM manually extracts target kernel code from kernel
vulnerabilities for the restriction target of vulnerable kernel code.

The implementation of KPRM provides two prototypes on the
latest Linux kernel. This is equivalent to the user of KPRM ad-
justing the protection of kernel code and kernel data owing to
the cost of processing the kernel address space for the running
kernel. The first implementation provides an additional kernel
address space to improve security. It reserves the vulnerable ker-
nel code and protected kernel data for restricted kernel pages so
that the invocation of vulnerable kernel code and access of kernel
data by the adversary’s user process are prevented. The additional
kernel address page is managed as a dedicated kernel page table.
KPRM prepares process-context identifiers (PCIDs) of the trans-

lation lookaside buffer (TLB) for each page table. It reduces the

cost of flushing the TLB when the kernel performs the switch-

ing of kernel address spaces. The second implementation aims
to reduce the overhead. It is possible to reserve protected ker-
nel data for restricted kernel pages because user processes share
kernel address space. KPRM only handles the kernel page refer-
ences of kernel code related to the adversary’s user process and
the protected kernel data for reducing kernel misuse during the
interruption processing.

In summary, the primary contributions of this study are sum-
marized as follows:

(1) KPRM, a novel approach for mitigating kernel memory cor-
ruption, is proposed. The key objectives of KPRM are re-
striction of the execution of vulnerable kernel code and ac-
cess to kernel data in KPRM implementations. This paper
also discusses the threat model, security features, limita-
tions, software portability, and hardware considerations of
KPRM.

(2) The effectiveness of the KPRM implementations is based
on the efficacy with which they prevent both the invoca-
tion of vulnerable kernel code and the illegal modifica-
tion of the kernel data using actual proof-of-concept (PoC)
code. Performance measurement of KPRM requires soft-
ware benchmarks and applications such as the Apache web
server and compiler. Its performance evaluation results show
that the maximum round time overhead for a system call is
0.703 us. The overhead for 100,000 Hypertext Transfer Pro-
tocol (HTTP) downloads via a web application range from
1.188% to 4.093% of the access overhead. Moreover, the im-
plementations of KPRM achieved acceptable performance
scores indicating overheads of 2.459% and 2.193% for the
Linux kernel compile time.

2. Background

2.1 Address Space and Page Table

Modern kernels and hardware support the page table structure
to provide virtual memory that is larger than the physical mem-
ory. Figure 1 shows the page table structure that creates virtual
address spaces. Moreover, the page table structure (e.g., 4 /5 level
paging on the x86_64 CPU architecture (x86_64)) maintains page
and page table entries, which shows the relationships between
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Fig. 1 Page table management of virtual address [12] and physical address with attack regions.
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the virtual and physical addresses. Additionally, the CR3 register
stores the physical address of the page table on the x86_64 [13].

Linux allocates the virtual address space, which is separated
into two regions for user and kernel modes [12]. Linux maps a
virtual address (48 bits on the x86_64) to a physical address on
the page table. The smallest set is a page (4 kB on the x86_64).
The Linux kernel page stores the kernel code and kernel data in
the specific virtual address space of the kernel page for the kernel
mode.

2.2 Memory Corruption Vulnerability

The ten types of kernel vulnerabilities are types of improper
implementations that lead to kernel attacks[1]. The CVE list
contains 2,708 Linux kernel vulnerabilities [14]. A typical kernel
vulnerability discovered is memory corruption, which has been
presented in 140 reports [14]. The illustration of the memory cor-
ruption mechanism demonstrates that a vulnerable kernel code
directly modifies the kernel data in the kernel address space to
take the root privilege capability (e.g., administrator account) [1].
Figure 1 shows the attack regions of the memory corruption that
performs a privilege escalation attack or security features subvert-
ing. An adversary’s user process requires the overwriting of the
kernel data that contains the UID variable of the user identifier in
the kernel address space.

The latest Linux kernel uses the MAC of the Linux secu-
rity module (LSM) to restrict the privilege capability of the ad-
ministrator. To bypass the MAC restriction, the adversary’s
user process utilizes the memory corruption vulnerability to re-
place the LSM’s kernel code of security_hook_list (e.g.,
function pointer) with the non-checking access control kernel
code [10], [11].

3. Threat Model

3.1 Attack Environment

The attack environment of the threat model for KPRM requires
preparation to counter the adversary’s intentions during an attack
scenario. The attack environment available to the adversary and
the kernel capabilities are as follows:

e Adversary: An adversary takes normal user privileges and
controls the shell command with the PoC code that exploits
kernel vulnerability to perform the kernel memory corrup-
tion.

e Kernel: A kernel provides the sharing of the kernel address
space for every user process. The kernel address space con-
tains the vulnerable kernel code and the kernel data targeted
by the attack.

e Kernel vulnerability: This is a registered kernel vulnerabil-
ity [14]. A vulnerable kernel code is identified as a known
piece of kernel vulnerability. The adversary’s shell executes
the PoC code as a user process that invokes the vulnerable
kernel code. It modifies any kernel data that is present in the
kernel address space to lead the kernel memory corruption.

e Attack target: This contains the security feature of the ker-
nel data of the kernel code (i.e., an access control policy or
a function pointer of MAC) and kernel data privilege infor-
mation (i.e., user identifier). These are the key points of the

© 2022 Information Processing Society of Japan

administrator’s privilege restrictions on the kernel.

3.2 Attack Scenario

The adversary’s attack scenario is the approach used to induce
the privilege escalation. First, the PoC code of the adversary’s
user process must be accessed and executed to call the vulnerable
code at the attack’s starting point. Subsequently, the adversary’s
user process can access any kernel virtual address from the vul-
nerable kernel code in the same kernel address space. Therefore,
the adversary’s user process modifies the security features of the
kernel code to bypass the administrator privilege restriction. Then
it forcibly invokes the kernel code that modifies the privilege in-
formation of the kernel data for privilege escalation. Finally, the
adversary’s user process now has administrator privileges, hence
they can control the compromised kernel in the attack environ-
ment.

3.3 Preparation

KPRM’s resilience preparation requires the two building pro-
cesses to protect the security features and the privilege informa-
tion from the attack scenario in the attack environment.

In the first building process, KPRM requires the manual prepa-
ration of the restricted kernel code list (e.g., virtual address ranges
and kernel function names) and the protected kernel data list for
the additional information that is accessed. In the second building
process, KPRM has registered kernel code and kernel data to re-
strict kernel pages during its kernel booting. To cover the kernel
attack from any user process, it restricts all user processes on the
running kernel. KPRM also supports the benign user process list
that reduces the performance overhead for non-malicious appli-
cations. The administrator can manually register the benign flag
to avoid KPRM after the execution of the user process.

Additionally, the use case of KPRM assumes that both build-
ing processes are performed on the testing environment before
the user deploys KPRM to the production environment.

4. Design of KPRM

4.1 Design Concept
In this study, KPRM was designed to achieve the primary re-
quirements for the reduction of the kernel attack surface. More
specifically, it is the ability of the kernel protection mechanism to
prevent the invocation of vulnerable kernel code and the illegal
modification of kernel data.
o Security requirement of restriction for kernel page refer-
ences
All the kernel code and kernel data are shared in the kernel
address space as the kernel page table for every user process.
In the kernel address space, kernel features are used and priv-
ilege information is stored, simultaneously (e.g., MAC and
user identifiers). The design of the mechanism has the aim
of preventing the invocation of vulnerable kernel code and
prohibiting illegal kernel data modification. This ensures
that the adversary’s user process on the running kernel is
prevented from exhibiting malicious behavior by exploiting
kernel vulnerabilities.
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Fig. 2 Overview of the kernel page restriction mechanism (KPRM).

4.2 Kernel Security Capability Challenge
Improving the kernel security capability is the objective of
KPRM. The following design rules for the restriction must be
fulfilled:
e Dynamic kernel page reference management
The design for KPRM introduces normal and restricted ker-
nel pages to control the kernel address space. Specifically,
restricted kernel pages support the assignment of vulnerable
kernel code and the kernel data (e.g., function pointer and
privilege information). To prevent the execution of vulner-
able kernel code, KPRM forcibly unmaps the references of
restricted kernel pages for the adversary’s user process. This
mechanism ensures that normal pages and restricted pages
are not in the same kernel address space. This aids in main-
taining kernel resilience and prevents the adversary’s user
process from causing memory corruption using KPRM.
Figure 2 provides an overview of how KPRM implements re-
striction by allocating vulnerable kernel code and kernel data to
restricted kernel pages.

4.3 Restriction Design

KPRM assigns vulnerable kernel code and kernel data to the re-
stricted kernel pages for the adversary’s user process. Figure 2 de-
picts the adversary’s user process X on the KPRM kernel. KPRM
uses unmapping management from the kernel address space to
handle the kernel page references to control the execution and
data access privileges on the restricted kernel page.

The adversary’s user process is prevented from invoking the
vulnerable kernel code and accessing the kernel data on restricted
pages.

4.3.1 Kernel Page Types
KPRM provides two types of kernel page structures:
o Normal kernel page: This is shared by every user process
and kernel task. A normal page contains the kernel code and
kernel data.

© 2022 Information Processing Society of Japan

e Restricted kernel page: This is assigned to an adversary’s
user process. During kernel execution, KPRM forcibly un-
maps restricted kernel page references for an adversary’s
user process.

KPRM also creates a restricted kernel page list and a benign
user process list for the kernel. To generate a restricted kernel
page list, it can automatically compute a valid page frame num-
ber from the virtual address of the kernel code and kernel data.
The virtual address of the kernel code is derived from a kernel
vulnerability and target kernel data are statically implemented in
the kernel. KPRM sets restricted kernel pages when all the vul-
nerable kernel code and kernel data are identified at the time of
kernel booting. Additionally, KPRM manages the restricted ker-
nel page list that stores and deletes a restricted kernel page. The
user process also has the benign identifier flag for management
by the benign user process list to avoid the restricted kernel page
management in the running kernel.

4.3.2 Restricted Kernel Page Object

The restricted kernel page is responsible for assigning the ker-
nel code and kernel data to ensure security capability. The defini-
tions of these two restricted kernel page objects are as follows:

o Kernel code: This is a kernel feature component.

o Kernel data: This is a function pointer of kernel code and a

privilege information variable.

Specifically, KPRM assumes that kernel code is an already
known kernel vulnerability that is discovered or reported [14],
and that kernel data contains the credential variables of the run-
ning user processes.

4.3.3 Timing of Restricted Kernel Page Management

KPRM requires the handling of accessible kernel pages for
both the user process and kernel. The design of the handling
timing of KPRM in the kernel layer is based on the assump-
tion that KPRM interrupts the user process behavior to unmap
restricted kernel pages prior to the system call invocation. More-
over, KPRM maintains all the page table entries of the page table
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Fig.3 Implementation 1 of KPRM.

to check whether a kernel page reference matches the restricted
kernel page.

4.4 Attack Situations

KPRM manages vulnerable kernel code for the protection of
the kernel from memory corruption in the following attack situa-
tions.

o Situation 1: KPRM does not maintain a restricted kernel
page. The vulnerable kernel code and attack targeted ker-
nel data reside on a normal kernel page. The adversary’s
user process can execute the vulnerable kernel code that can
overwrite any kernel data on the normal kernel page.

e Situation 2: KPRM assigns the vulnerable kernel code to
a restricted kernel page, which the adversary’s user process
cannot access. When it attempts to execute the vulnerable
kernel code, the kernel issues a page fault; KPRM prevents
the execution of the vulnerable kernel code by the adver-
sary’s user process, which is killed after completion of the
page fault handler process.

o Situation 3: KPRM registers the attack targeted kernel data
on a restricted kernel page. The vulnerable kernel code,
however, is on a normal kernel page. If the adversary’s user
process executes the vulnerable kernel code that tries to over-
ride the targeted kernel data, the kernel issues a page fault;
KPRM intercepts this page fault, and then kills the adver-
sary’s user process to prevent access to the restricted kernel

page.
5. Implementation

5.1 Restriction Implementation

The implementations of KPRM on a Linux kernel with the
x86_64 are described in this section. KPRM manages the kernel
page table that controls the visible kernel pages for an adversary’s
user process.

Table 1 compares the characteristics, stability, and perfor-
mance of the KPRM implementations. Stability means the qual-

© 2022 Information Processing Society of Japan

Table 1 Implementations of KPRM (o is covered; e is non-covered).

Item Implementation 1  Implementation 2
Kernel data protection o o
Kernel code restriction o °
Stability Low High
Performance High Low

ity of kernel behavior without crashes or errors. Figure 3 shows
that KPRM implementation 1 can prevent the invocation of vul-
nerable kernel code and protect kernel data. It controls the refer-
ences of restricted kernel pages on the additional kernel address
space of the kernel page table for the adversary’s user process.
Figure 4 shows that KPRM implementation 2 can prevent kernel
data memory corruption. This requires complex reference han-
dling of restricted kernel pages on the shared kernel address space
of one kernel page table.
5.1.1 Restricted Kernel Page Management

Both KPRM implementations on Linux handle the benign
identification benign flag based on the struct task_struct
The KPRM enables the benign flag to
refer to the application binary’s absolute path within the

to user process.

benign_user_process_list. This list is manually created in
the kernel source code. Additionally, the administrator handles
the benign flag management via /proc/pid/kprm. KPRM also
manages the restricted kernel page list restricted_page_list
that stores the restricted kernel page information. It includes the
list of kernel data and virtual addresses, and the list of kernel code
with the virtual addresses and function names from kernel vulner-
ability.
5.1.2 Implementation 1

KPRM implementation 1 adopts an additional kernel page ta-
ble with the Linux kernel page table structure. Figure 3 shows
that KPRM implementation 1 creates the kernel address space of
the page table for the kernel and it is restricted to system calls for
the user process. The additional kernel page table is the variable
kprm of mm_strct on the struct task_struct.

The additional kernel page table duplicates the initial value
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pgd of init_mm to kprm for the user process creation. The
KPRM kernel prepares the PCID of TLB and then writes kprm
in current to the CR3 register for system call invocation dur-
ing the running of the kernel. KPRM also applies the timing of
restricted kernel page handling.

The Linux kernel executes a task under the kernel address
space constructed from the variable pgd of current when the
kernel receives an asynchronous interruption. To overcome the
interruption issue, KPRM implementation 1 switches to the ker-
nel address space from the additional kernel address space kprm
of current. This requires the writing of the CR3 register with
the kernel page tables as the variable pgd of current with PCID
of TLB.

5.1.3 Implementation 2

KPRM implementation 2 uses the directory management of the
original kernel page table (Fig.4). The KPRM kernel uses the
variable pgd of current at the system call invocation for the
timing of restricted kernel page handling.

The KPRM kernel directory modifies the original kernel page
table, which can lead to unstable kernel behavior during interrup-
tion processing. For handling an interruption, KPRM implemen-
tation 2 affixes the restricted kernel page references to the original
kernel page table for kernel tasks execution.

The restriction of implementation 2 cannot prevent the invoca-
tion of kernel code because implementation 2 only unmaps the
page of kernel data from the original kernel page table.

5.1.4 Page Fault

During the execution of user processes on the Linux kernel
with both implementations of KPRM, Linux kernels intercept the
page fault with the do_page_fault or the do_double_fault
function. These functions indicate the virtual address of the ori-
gin of the page fault. Then, the KPRM kernel inspects the de-
tails of the page fault to determine whether the virtual address
is available to the user process. It further determines the access
decision and maps the restricted kernel page to the current ker-
nel page table when the user process is valid. Otherwise, it uses

© 2022 Information Processing Society of Japan

force_sig_info to send a SIGKILL to force termination of the

user process.

5.1.5 Restricted Kernel Page Handling

The restricted kernel page handling process is common to
both implementations of KPRM. The KPRM kernel automati-
cally adopts the handling for the adversary’s user process. The
handling timing is hard-coded into the KPRM kernel that uses
the handling steps before the system call invocation in the
entry_SYSCALL_64 function.

The handling mechanism identifies the page number from the
virtual address and subsequently unmaps the reference of the re-
stricted kernel page from the target kernel page table with the
remove_pagetable function. The restricted kernel page is also
unmapped from the direct mapping region. Additionally, the
KPRM kernel manages the page fault and trap handling related
to a restricted kernel page.

Figure 5 shows the handling mechanism for an adversary’s
user process. The restricted kernel page handling process is as
follows.

(1) The preparation of KPRM that kernel creates the restricted
kernel page list and the benign user process list at the time
of kernel booting.

(a) The KPRM kernel registers the virtual address of ker-
nel codes and kernel data into the restricted kernel page
list from the list of restricted kernel code and the list of
protected kernel data.

(2) An adversary’s user process starts the system call execution,
following which the KPRM kernel traps the system call rout-
ing and moves to KPRM kernel processing.

(3) The KPRM kernel determines the adversary’s user process
identity with the benign flag set to off, and then the KPRM
kernel restores the restricted kernel pages from the restricted
kernel page list and subsequently unmaps all the references
of the kernel pages in the kernel page table.

(4) The system call is invoked along with access to the kernel
code of the system call routine, following which the kernel
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issues the page fault, which the KPRM kernel traps.

(5) The KPRM kernel identifies the virtual address of the page
fault that indicates the virtual address of the kernel code on
the restricted kernel page.

(a) In the case of invalid access to the restricted kernel
page, the KPRM kernel denies access to the user pro-
cess.

(b) If the access is valid, the KPRM kernel maps the refer-
ence of restricted kernel page of the kernel code to the
kernel page table for the user process to continue.

(6) The system call routine’s kernel code accesses kernel data;
then, the kernel also issues the page fault, and the KPRM
kernel traps the page fault.

(7) The KPRM kernel identifies the virtual address of the page
fault that indicates the virtual address of kernel data on the
restricted kernel page.

(a) In the case of invalid access to kernel data on the re-
stricted kernel page, the KPRM kernel denies access to
the user process.

(b) If the access is valid, KPRM kernel maps the restricted
kernel page of kernel data to the kernel page table for
the user process to continue.

(8) If the KPRM kernel identifies an adversary’s process, access
is not allowed on the restricted kernel page, and KPRM ker-
nel sends a signal to the user process.

5.2 Case Study
5.2.1 Vulnerable Kernel Code Invocation and Memory Cor-
ruption

For a case study of kernel memory corruption exploiting ker-
nel vulnerability, Fig. 6 shows the adversary’s user process em-
ploying the CVE-2017-16995 [15] PoC code to invoke the vul-
nerable kernel code during the extended Berkeley Packet Fil-
ter (eBPF) system call.
map_update_elem function of kernel /bpf/syscall.c. The

The vulnerable kernel code is the
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adversary’s user process tries to invoke the vulnerable kernel code
to modify the virtual address of the privilege information of ker-
nel data on the kernel address space. After successfully induc-
ing privilege escalation, the adversary’s user process executes the
shell with administrator privileges.

To prevent such attacks, KPRM implementation 1 assigns the
map_update_elm function as vulnerable kernel code to the re-
stricted kernel page. Then, the adversary’s user process cannot
invoke the vulnerable kernel code. Additionally, both KPRM im-
plementations assign kernel data (e.g., privilege information) to
the restricted kernel page. The adversary’s user process utilizing
the PoC code cannot modify the restricted kernel page. Next, a
page fault of the restricted kernel pages occurs. Both KPRM im-
plementations can intercept this page fault to determine whether
to send the SIGKILL signal to the attack process in the page fault
handler.

To summarize, Fig. 6 shows how the KPRM implementations
prevent the adversary’s user process as follows:

(1) The KPRM kernel starts the construction process of a re-
stricted kernel list.

(a) The KPRM kernel prepares a restricted kernel list contain-
ing restricted kernel pages with vulnerable kernel code and
kernel data before adversary process execution.

(2) The adversary executes CVE-2017-16995 PoC code as a
user process on the KPRM kernel.

(a) The KPRM kernel removes the references of the restricted
kernel page on the kernel address space. This step is also
inserted into steps (3-a) and (4-a) by the KPRM kernel.

(b) The kernel starts the fork system call and invokes the fork
function.

(c) The kernel creates user, kernel, and restricted virtual mem-
ory for the user process and finishes the fork system call.

(3) The user process invokes the first eBPF system call with the
eBPF map creation and managing option.

(b) The kernel starts the eBPF system call that creates the ker-
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Fig. 6 Handling of restricted kernel page reference for the actual kernel vulnerability.

nel data of the eBPF map.

(c) The kernel sets the kernel data of the eBPF map using the
managing option and finishes the first eBPF system call.

(4) The user process invokes the second eBPF system call that
causes privilege escalation.

(b) The kernel initiates the eBPF system call that tries to exe-
cute the eBPF map update contained map_update_elem ker-
nel code. It is vulnerable kernel code that is unmapped by
the KPRM kernel at step (3-a). Then, a page fault is hap-
pen. KPRM implementation 1 restricts the adversary’s user
process that invokes the vulnerable kernel code.

(c) The kernel invokes the eBPF map update that overrides
privilege information, however, privilege information is un-
mapped by the KPRM kernel at step (3-a), then the page
fault is happen. Both KPRM implementations restrict the
adversary’s user process trying to accesse kernel data with
privilege information.

(5) The user process attempts to launch a shell program with
root privilege if the privileges escalation succeeds. How-
ever, the adversary’s user process does not reach this point
with either KPRM implementations owing to the page fault
is happen at step (4-b) in KPRM implementation 1 or at step
(4-c) in KPRM implementations 1 and 2. The KPRM kernel
kills the adversary’s user process at step (6).

(6) The KPRM kernel catches the page fault, then denies the re-
quested kernel page access from the adversary’s user process
to abort the user process.

6. Evaluation

6.1 Security Capability
The security capability assessment of KPRM is validated by
the prevention of kernel memory corruptions.
(1) Prevention of vulnerable kernel code access and kernel
memory corruption: The evaluation of the security capa-
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bility of KPRM was based on whether the KPRM kernel
can prevent the execution of vulnerable kernel code and pro-
tect kernel data of privilege information when an adversary’s
user process tries to exploit an actual kernel vulnerability
when invoking the system call.

6.2 Performance Measurement
The objectives of the performance evaluation were to measure
the overhead cost for the user process, a vanilla kernel, and the

KPRM kernel.

(1) Measurement of the system calls invocations overhead:
To measure the implementation effect for determining the
feasibility of the KPRM kernel, LMbench was used to cal-
culate the overhead of system call invocation latency.

The perfor-
mance overhead for the application was measured using
ApacheBench.

(3) Measurement of kernel processing overhead: The pro-

(2) Measurement of application overhead:

cessing performance overhead of the KPRM kernel was
measured using the Linux kernel compile time.

6.3 Evaluation Environment
6.3.1 Implementation

KPR was implemented for the Linux x86_64 kernel. To eval-
uate the practical security capability of KPRM, an actual ker-
nel vulnerability was customized to allow memory corruption of
Linux kernel 4.4.114 with CVE-2017-16995[15]. The perfor-
mance measurement requires stable behavior for the entire Linux
kernel 5.0.0. There is no difference in performance overhead be-
tween Linux kernel 4.4.114 and 5.0.0. The Linux distribution
used was Debian 10.0; the CVE-2017-16995 PoC code was mod-
ified to handle any kernel address space. The KPRM implemen-
tations required 40 source files and 1,832 lines for Linux kernels
4.4.114 and 5.0.0.
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/I PoC code running, process id is 1642
1. www-data$ ./cve-2017-16995

2. [*] creating bpf map

3. Killed

/I Kernel log message

4. [ 91.425545] target system call, pid : 1642

5. [ 91.425884] sysnum: 0000000000000141

/I fffffff81131e00 is the virtual address of map_update_elem
6. [ 91.426586] remove_exclusive_pages|() : ffifffff81131e00
/I page fault is happen

7. [ 91.426925] error_handling() pid: 1642,

8. [ 91.426966] killing target pid: 1642

| Red text is the protection and prevention point of kernel memory corruption

Fig.7 Attack prevention case of vulnerable kernel code invocation.

6.3.2 Equipment

The evaluation environment for the system performance and a
web server was executed on a physical machine equipped with
an Intel (R) Core (TM) i7-7700HQ (2.80 GHz, x86_64) processor
with 16 GB memory. The web client machine was equipped with
an Intel (R) Core (TM) i5-4200U (1.6 GHz, x86_64) processor
with 8 GB memory, running Windows 10. The network environ-
ment for the application benchmark was a 1 Gbps hub supporting
different ports for the server and client machines.

6.4 Security Capability Experiment
6.4.1 Prevention of Vulnerable Kernel Code Access and
Kernel Memory Corruption

The evaluation of practical security capability is based on
whether the invocation of vulnerable kernel code is prevented
and the privilege kernel data are protected in KPRM implemen-
tations from the eBPF kernel attack with CVE-2017-16995 [15].
The modified PoC code can overwrite any kernel virtual address.
The PoC code invokes the sys_bpf system call that calls the
map_update_elem kernel code to execute the malicious code;
then, it tries to modify the cred variable of the privilege ker-
nel data of the running user process. KPRM Implementation 1
uses the modified PoC code that executes the restricted kernel
page containing the vulnerable kernel code map_update_elem.
KPRM Implementation 2 uses the same PoC code that accesses
targeted privilege kernel data of the cred variable.

Figure 7 shows that the adversary’s user process attempts to
invoke the map_update_elem function during the sys_bpf sys-
tem call processing at line 5. KPRM proceeds with the restricted
kernel page handling at line 6, after which it can intercept the
page fault that contains the virtual address of the vulnerable ker-
nel code. In this situation, the KPRM kernel determines the run-
ning process that requests invalid access to the restricted kernel
page and then sends SIGKILL to terminate the adversary’s user
process.

Figure 8 shows the prevention success case of memory corrup-
tion. The user www-data with user id 33 also executes the PoC
code at line 1. The adversary’s user process tries to modify the
cred struct of the privilege kernel data to the root with user id
0 in lines 9 to 11. The KPRM kernel automatically restricts the
access of the adversary’s user process to the privilege kernel data
on the restricted kernel page. Finally, the adversary’s user process
runs the shell program without administrator privileges in line 14.

From the results, KPRM implementations can prevent vulner-
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1. www-data$ ./cve-2017-16995
2. [*] creating bpf map
3. [] sneaking evil bpf past the verifier
4. [*] creating socketpair()
5. [*] attaching bpf backdoor to socket
6. [*] skbuff => ffff88001d3c8b00
7. [*] Leaking sock struct from ffff88001d1b6f00
8. [*] Sock->sk_rcvtimeo at offset 472
9. [*] Cred structure at ffff88001c46df00
10. [*] UID from cred structure: -33686019,
matches the current: -33686019
11. [*] hammering cred structure at ffff88001c46df00
12. [*] credentials patched, launching shell...
13.$id
14. uid=4261281277 gid=4261281277 groups=4261281277,
15. 33(www-data)

| Red text is the protection and prevention point of kernel memory corruption

Fig. 8 Attack prevention case of kernel data access.

Table 2 One time system call invocation overhead of KPRM kernel (us).

System call ~ Vanillakernel — Implementation 1 ~ Implementation 2
open / close 0.532 1.187 (123.12%) 1.119 (110.34%)
read 0.276 0.896 (224.64%) 0.838 (203.63%)
write 0.238 0.856 (259.66%) 0.796 (234.45%)
stat 0.547 1.251 (128.70%) 1.173 (114.44%)
fstat 0.291 0.938 (222.34%) 0.873 (200.00%)

Table 3 ApacheBench overhead of KPRM kernel (us).
File size (kB) Vanilla kernel

Implementation I ~ Implementation 2
1 599.143  623.667 (4.093%)  617.167 (3.008%)
10 764.250 784250 (2.617%)  773.333 (1.188%)

100 2,443.714 2,509.167 (2.678%) 2502.667 (2.412%)

able kernel code invocation and protect the privilege kernel data
to prevent memory corruption from the eBPF kernel attack with
CVE-2017-16995 with stable behavior when running the kernel
and user process.

6.5 Measurement of Performance Overhead
6.5.1 Measurement of System Calls Overhead

For the measurement of the performance overhead, a compar-
ison between a vanilla kernel and the KPRM kernel was con-
ducted. The benchmark software LMbench was executed 10
times to determine the average system call overhead. The result
obtained was that the overhead time of the KPRM kernel incurs a
kernel page handling cost for each system call invocation.

LMbench invokes the various system call counts (i.e., open /
close is invoked two times and the remaining system calls are in-
voked only once). Table 2 shows that the stat system call has the
highest overhead for KPRM implementations 1 and 2 (0.703 us
and 0.626 us), whereas the write system call has the lowest over-
head (0.617 us and 0.557 us).
6.5.2 Measurement of Application Overhead

Measurement of the web application process overhead for the
vanilla kernel and KPRM kernel was conducted. The web appli-
cation process used was an Apache 2.4.25 web server. The bench-
mark software was ApacheBench 2.4 for the web client. The
network environment was 1 Gbps. ApacheBench 2.4 calculated
the HTTP download request average for HTTP accesses. The
benchmark configuration of ApacheBench sent 100,000 HTTP
accesses, then the downloaded file for one connection. The
benchmark adopted files sizes of 1 kB, 10kB, and 100kB. The
list in Table 3 shows that KPRM implementation 1 has an aver-
age overhead of 2.617% to 4.093% and KPRM implementation 2
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Table 4 Kernel building overhead of KPRM kernel (s).

Vanilla kernel
5926.644 (s)

Implementation 1
6072.413 (2.459%)

Implementation 2
6056.629 (2.193%)

has an average overhead of 1.188% to 3.008% for each file down-
load access.
6.5.3 Measurement of Kernel Processing Overhead

To evaluate kernel processing overhead, the kernel compile
times of the vanilla kernel and the KPRM kernels were compared.
The kernel compile overhead measures the processing time of
specific applications (i.e., compiler and linker) in a general ap-
plication execution environment. The compile target was Linux
kernel 5.0.0 source code with Debian 10.0 kernel configuration
(e.g., default .config file). The kernel compilations were exe-
cuted five times to determine the average kernel processing time.
The performance scores are presented in Table 4. KPRM imple-
mentations 1 and 2 had kernel compile overheads of 2.459% and
2.193%, respectively.

7. Discussion

7.1 Kernel Resilience

The KPRM kernel successfully registered the vulnerable ker-
nel code and kernel data to the restricted kernel page. Then, the
KPRM kernel prevented the PoC of the eBPF kernel vulnerability
attack that tried to invoke the vulnerable kernel code and modify
the credential information. The page fault indicated the access vi-
olation from the access and execution request of the user process
at the kernel layer. It is known that the KPRM kernel intercepts
the page fault before the malicious program can exploit the ker-
nel vulnerability to modify the kernel data. Therefore, the KPRM
kernel can protect the kernel data and disable invocation of the
vulnerable kernel code by the malicious program.

Additionally, KPRM deals with the threat of already known
kernel vulnerabilities by maintaining kernel memory integrity be-
fore memory corruption occurs owing to kernel subverting.

7.2 Performance Evaluation

The benchmark measurement results indicate that the KPRM
implementations increase the performance cost by requiring ad-
ditional processing time from the running kernel. To measure
these results, LMbench, ApacheBench, and a kernel compile that
correctly calculate the cost of the overhead of the two KPRM im-
plementations were used.

The different overhead costs of the two KPRM implemen-
tations show that KPRM implementation 1 requires page table
switching, CR3 register update, and TLB flush cost. KPRM im-
plementation 2 does not require page table switching. Although
KPRM implementation 1 adopts the PCID of TLB for the over-
head reduction, it retains the CPU cycles for the CR3 update with-
out a TLB flush. The common overhead cost of the KPRM im-
plementations arises from the requirement of searching for the
restricted kernel pages of the kernel page table during page table
walk. In addition, the KPRM implementations forcibly unmap
restricted kernel pages, which leads to additional processing time
at the kernel layer.

The inspection of KPRM implementations helped to achieve
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Table 5 Portability consideration of KPRM for OSs (v is supported; e is
available on the x86_64).

0S Page table structure = KPRM
Linux v v
FreeBSD v °
XNU kernel v .

better performance. Although the kernel page table size is not
reduced at the kernel, the improvement of implementations re-
moves restricted kernel pages from the kernel page table at the
time of process creation. It avoids the page table walk at the time
of the system call invocation timing. Additional improvements
will need to consider suppressing the number of restricted kernel
pages and types of system calls to achieve a reduction in over-
head.

7.3 Limitation
7.3.1 Design Limitation

The design limitations of KPRM must be considered. The pri-
mary limitation is that the registration of the vulnerable kernel
code and protected kernel data are statically managed at kernel
boot time.

To ensure quick response for the kernel vulnerability, dynamic
registration of vulnerable kernel code and the control of the be-
nign user process is required in the design.

7.3.2 Security Limitation

The security limitations must also be considered. KPRM is as-
sumed that kernel vulnerabilities should be registered in the CVE
list to restrict vulnerable kernel code. The adversary’s user pro-
cess can still invoke unknown vulnerable kernel code and mod-
ify the kernel data on the normal kernel page. KPRM does not
directly protect the original kernel address space from attack. In-
stead, it relies on the restricted kernel page to achieve the preven-
tion of kernel memory corruption. Therefore, KPRM assumes
that the vulnerable kernel codes and attack targeted kernel data
are suitably registered on the restricted kernel page.

7.4 Portability
74.1 OS Kernel

The Linux implementations of KPRM with the x86_64 are a
reference at the kernel layer. The applicability of KPRM in com-
parison with other OS kernels is limited by the condition that the
OS kernel must satisfy the page table structure to manage virtual
memory (Table 5). Modern OS kernels manage the page table
entries and page table combination by handling the user and ker-
nel virtual memory region. FreeBSD has a virtual memory sys-
tem [16] and XNU kernel has kernel memory management [17].

In this study, the portability of KPRM was carefully exam-
ined in relation to other OS kernels. FreeBSD has implemented
virtual address space (e.g., vimspace), comprising vm_map and
vm_map_entry which constructs the page table, then vm_page
is the page object at the kernel layer [18] The XNU kernel also
has similar page table structure implementation for user and ker-
nel modes [17]. Therefore, the restricted kernel page approach is
available and provides support for both OS kernels.
7.4.2 Architecture

The consideration of other CPU architectures can be used to
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Table 6 Portability consideration of KPRM for architectures (v' is sup-
ported; e is available).

Arch Page table register Paging KPRM
x86-64 CR3 4/ 5 level paging v

ARM TTBRs TTBRn_ELm .
RISC-V satp Sv32/Sv39/Sv48 .

validate the use of page table structure for the virtual memory
(Table 6).

The x86_64 shows that certain hardware specifications (e.g., 4
/ 5 level paging) support the restricted kernel page of KPRM im-
plementations. ARM has translation table base registers (TTBRO
/ TTBR1) and the exception levels (ELO / 1 /2 / 3) that provide
page table structure for each privilege level [19]. Additionally,
RISC-V has supervisor address translation and protection (satp)
register that specifies the virtual address length and translation
modes (Sv32 / Sv39 / Sv48) for page table structure [20]. There-
fore, KPRM can be realized in both CPU architectures that are
available with two types of kernel page structures (e.g., normal
and restricted kernel pages).

8. Related Work

Kernel security research has yielded multiple memory isolation
and memory protection mechanisms against potential threats and
practical attack techniques. Figure 9 gives an overview of the
kernel memory security research taxonomy, summarizing previ-
ous security mechanisms.

8.1 Memory Isolation

Kernel memory isolation is a runtime memory separation tech-
nique that uses hardware or software against directory attack
threats from the kernel or user layers.

Isolation at Hardware: The hardware features support a
memory isolation mechanism. A trusted execution environment
(TEE) executes the kernel in the secure memory region to miti-
gate kernel attacks from a non-secure memory region [21], [22].
Additionally, the hardware includes the core code integrity mea-
surement architecture Sprobes that adopts CPU security features
and a TEE that ensures kernel integrity [23]. IskiOS uses a CPU
memory protection feature that restricts a specific memory region
related to the kernel virtual memory [24].

The approach with hardware virtualization is available for the
separation of the kernel virtual memory to achieve low over-
head [25]. KHide restricts the granularity of software diversity
techniques for kernel code and kernel data with hardware virtu-
alization [26]. Moreover, XMP provides switching of the visible
virtual memory region between the user and the kernel modes for
the guest OS with the hypervisor [27].

Isolation at Software: The software approach also supports
the memory isolation in the kernel layer. Kernel page table iso-
lation (KPTI) that provides dedicated page tables for the user
and kernel modes to mitigate meltdown side-channel attacks [28].
Moreover, Proclocal allocates dedicated pages to preserve the
kernel data for each user process[5]. A third software feature
is SCI, which creates an isolated page table to execute the kernel
codes of system calls during kernel processing [6].

Fault Tolerance: The fault tolerance mechanism separates
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Fig. 9 Overview of the kernel memory security mechanism taxonomy.
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the execution of the device drivers (e.g., user space driver) from
main kernel processing [29], [30]. iKernel adopts the virtual ma-
chine monitor feature that separates buggy devices on virtual ma-
chines [31]. SIDE creates a dedicated page table for each driver
with an interaction mechanism between kernel and drivers. These
methods focus on the stability of kernel behavior to protect the
main kernel feature from malicious or buggy device drivers [32].

8.2 Memory Protection

Flow Integrity: Memory protection of the kernel requires the
flow integrity to ensure prevention of memory corruption. The
CFI prevents malicious behavior behind benign program flow [3].
KCoFI corresponds with CFI for the kernel processing that re-
quires the asynchronous behavior to handle the interruption and
context switch [33]. Additionally, the data flow integrity verifies
the benign data flow to prevent memory corruption [34].

Runtime Kernel: To mitigate memory corruption, random-
ization and granular privilege handling is implemented to achieve
kernel resilience and enforce the runtime kernel protection. Ran-
domization of the kernel page table position protects the structure
from malicious activity in the kernel layer [35]. XPFO manages
the attribute separation of the page between the user and kernel
modes to protect direct mapping region attacks [2]. Additionally,
kR"X controls the exclusive mechanism along with the access and
the execution privilege of the kernel code and kernel data [36].

Attack Surface Reduction: Reducing the kernel attack sur-
face restricts the visible virtual memory region for user processes.
PerspicuOS demonstrates privilege minimization to isolate the
kernel mechanism for hardware management [37]. kRazor man-
ages the list of kernel codes visible for user processes [38]. Ker-
nel attack surface reducing (KASR) handles and controls the ker-
nel page table to reduce the set of kernel codes and kernel data
for each user program execution [39]. Additionally, Multik cus-
tomizes the kernel image to create the profile that contains the
necessary kernel code for each application [40].

8.3 Comparison

With the aim of determining which mechanism fulfills the max-
imum kernel protection requirements, Table 7 compares the se-
curity features of KPRM and types of target vulnerability with
those of other kernel memory protection mechanisms [5], [6],
[26], [27], [36], [37]. KPRM satisfies most of the security re-
quirements for kernel code and kernel data, by providing the page
reference management to prevent the actual attack from the user
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Table 7 Comparison of kernel memory protection features (v is supported; A is partially supported) and
types of target vulnerability (C: code execution, M: memory corruption, B: bypass feature, I:
gain information, P: gain privileges) [14] (Table A-1 lists the types of target vulnerability).

Feature PerspicuOS [37] KHide[26] KkR"X[36] xMP[27] Proclocal[5] SCI[6] KPRM
Kernel data protection A A v v v v
Kernel code restriction A v v v v
Page reference management A v A v
Access restriction for user process v v A v v
Types of target vulnerability B C C, 1 M, B, P 1 C C,M,B,P

process for the running kernel.

PerspicuOS implements a nested kernel components model of
privilege deduction mechanisms that ensures isolation between
trusted and untrusted kernel components[37]. KHide adopts
hardware virtualization features to enforce the granularity of di-
versification for kernel code and kernel data for the kernel deploy-
ment on the guest OS environment with hypervisor [26]. More-
over, kR"X supports the design of exclusive privilege manage-
ment that directly controls the separation of readable and exe-
cutable privileges for the kernel code and kernel data in the kernel
memory [36]. These approaches provide static customized kernel
page tables. To dynamically prevent illegal memory corruption,
KPRM manages the kernel page references to isolate the vulnera-
ble kernel code and the targeted kernel data from the adversary’s
user processes in the running kernel.

In another approach, xMP provides dynamic switching of the
customized visible memory region between the user mode and the
kernel mode for the guest OS with a hypervisor [27]. KPRM re-
stricts the adversary’s user processes that refer to a limited region
of kernel memory at the kernel layer without hypervisor.

Proclocal provides a dedicated kernel page to allocate the re-
served kernel memory region for the user process[5] and SCI
prepares temporary page tables to execute the kernel code during
system call processing [6]. Although a combination of Proclo-
cal and SCI offers security capabilities similar to that of KPRM,
the protection provided by Proclocal is limited to the kernel data
of specific kernel components and the memory isolation feature
of SCI requires full kernel page mapping. The combination of
Proclocal and SCI cannot, however, prevent the vulnerable kernel
code invocation when the user process is able to begin the attack
at the kernel layer.

In contrast, the design and architecture of KPRM is such that
it supports finer granularity for the control of the kernel memory.
KPRM completely isolates vulnerable kernel code from attack
targeted kernel data. It relies on the unmapping of the kernel page
of vulnerable kernel code at the beginning of the kernel attacking
flow to ensure that no access is allowed to the adversary’s user
process. However, KPRM requires the manual identification pro-
cess of vulnerable kernel code from kernel vulnerabilities using a
CVE list.

In addition, Table 7 lists KPRM mitigation capabilities for
most types of target vulnerability. However, KPRM cannot mit-
igate the gain information that forcibly accesses kernel memory.
Therefore, the combination of other kernel memory protection
mechanisms is necessary to mitigate other types of target vulner-
ability.

© 2022 Information Processing Society of Japan

9. Conclusion

Kernel memory corruption leads to privilege escalation and the
bypass of security features, and thus necessitates the design of
kernel protection mechanisms. These protection mechanisms fo-
cus on mitigating and preventing the actual threat to the running
kernel. Stack monitoring, CFI, KASLR, and KPTTI are kernel at-
tack prevention countermeasures. Two other important protection
mechanisms are Proclocal and SCI. However, although they re-
duce the kernel attack surface available to the adversary’s user
process, vulnerable kernel code and kernel data still share the
same kernel address space, which can lead to security being com-
promised.

In this paper, the proposed KPRM novel security mechanism
provides dynamic restriction of kernel code and kernel data for
the adversary’s user process. KPRM provides the feature of re-
stricted kernel pages to manage vulnerable kernel code and at-
tack targeted kernel data. It dynamically unmaps restricted kernel
pages from the kernel page table for the adversary’s user process.
Subsequently, vulnerable kernel code and the code or kernel data
are isolated in the kernel address space to reduce the kernel at-
tack surface. Therefore, the adversary’s user process cannot in-
voke vulnerable kernel code and access restricted kernel data on
the running kernel. Consequently, kernel memory corruption is
completely prevented. The evaluation result of the KPRM kernel
demonstrated that it can prevent vulnerable kernel code invoca-
tion, and finally protect privilege data from kernel memory cor-
ruption. In addition, the performance overhead of the maximum
system call invocations was 0.703 us. The overhead of a web
client program averages between 1.188% to 4.093% for HTTP
download access of 100,000 HTTP sessions. The implementa-
tions of KPRM recorded kernel compile time overheads of only
2.459% and 2.193%.
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Appendix

A.1 Types of Target Vulnerability

Table A-1 The descriptions of types of target vulnerability [14].

Types

Description

Code execution
Memory corruption
Bypass feature
Gain Information
Gain Privileges

Adversary inserts a malicious program code to the kernel, then executes it.
Adversary overrides kernel data on the kernel virtual memory.

Adversary circumvents kernel security restrictions.

Adversary accesses kernel secret information (i.e., side-channel attacks).
Adversary takes the administrator privilege on the running kernel.

Editor’s Recommendation

This authors of this paper propose the kernel page restriction
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mechanism (KPRM), which is a novel security design that pro-
hibits vulnerable kernel code execution and prevents writing to
the kernel data from an adversary’s user process. The proposal
will be useful for other researches. The paper gives insights to
readers in this research field and thus is selected as a recom-
mended paper.
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