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2023 GRADUATION THESIS
T 7 —IERYUILE 7R U DS HE R RN = O FI I ATHEE

Possibility of Fully Homomorphic Encryption
without Using Bootstrap Technique

Kobe University Secondary School
th
Hibiki Ikeda

Abstract

Secure computation technology using FHE (Fully Homomorphic Encryption) has not yet been widely used in
society because of its calculation speed. Bootstrap, the calculation normalization process, is the main cause of the
problem. Therefore, this research focuses on the case to avoid using bootstrap and allow an error to occur. I imple-
mented GSW-style FHE in Python and investigated the number of computable times and related properties.

As a result, the modulus and lattice were found to affect the number of calculations. Therefore, assuming the
case with the least number of calculations, the following equation was obtained. In the case of the n x m lattice,
the modulo g and element o of the private key, it can be calculated less than ;L times in addition process and
log 41y g2 times in multiplication process. From all results, by limiting the use of FHE to the small scale analysis,
which is calculation of averages and standard deviations for small numbers of people, it hypothesized that high

speed FHE without using Bootstrap technique is at a level where it can be implemented in society.

Keywords: GSW-style FHE, Secure Computation, Bootstrap, Post-Quantum Cryptography
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704 2.1 Uniform-distribution

1 def uniform_distribution(q,n):

2 return np.random.randint (0,q,size=n)

ERDH

704 5L 2 Normal-distribution

1 def normal_distribution(mn):
2 a=np.random.normal (0,sigma,size=n)

3 return np.round(a).astype(int)

BEMICAW:-O—F

704714 3 GSW-style FHE Key Generation

1 def GSWgenerate(n,m,q,sig):

2 sigma= sig/math.sqrt(2*math.pi)
3 LWE_A=np.matrix (uniform_distribution(q,(n,m)))
4 LWE_s=np.matrix (uniform_distribution(q,(1,n)))
5 LWE_e=np.matrix(normal_distribution (m))
6 LWE_b=(LWE_s*LWE_A+LWE_e)%q
7 A=np.concatenate ([LWE_A ,LWE_b])
8 s=np.c_[-LWE_s,1]
9 return A,s
BESicAVWEI—F

704 5L 4 GSW-style FHE Encryption

1 def GSWenc(n,m,q,A,main_message):

2 1=1len(bin(q))-3

3 g=np.zeros ((n+1)*1)

4 G=np.zeros (((n+1),(n+1)*1),int)

5 for i in range(1l):

6 g[il=2%x% (1)

7 for k in range(n+1):

8 G[k]l=np.roll(g,1l%*k)

9 R=np.matrix(uniform_distribution(2,(m,(n+1)*1)))
10 Secret_message=(main_message*G-A*R)%q

11 return Secret_message’q
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704 5L 5 GSW-style FHE Decryption

1 def GSWdec(n,q,s,Secret_message):
1=1len(bin(q)) -3
Dec_0O1=(s*Secret_message)q

4 #F Vv PR MUY T RDEG

5 Dec_02=np.zeros ((n+1))

6 for h in range(n+1):

7 ans=0

8 for p in range(l):

9 k=((h+1)*1-p)-1

10 t=Dec_01[0,k]

11 ss_O0=t-ans*(2*x(1-(p+1)))
12 ss=ss_0%q

13 if (q/4)<ss and ss<(3xq/4):
14 sss=1

15 else:

16 sss=0

17 ans+=(sss*(2%*p))

8 #A N T — 5D M@

19 Dec_02[h]=ans

20 return Dec_02[n]

AP xzy b MU Yo XDEREEK

704 5L 6 GSW-style FHE Inverse Function

1 def G_inv(C,q,n):

2 l1=len(bin(q))-3

3 n=n+1

4 for i in range(n):

5 G_s =np.zeros ((1,n*1))

6 for m in range(n*1):

7 G_ss=[]

8 nishin=bin(C[i,m]) [2:]

9 nishin_len=len(nishin)
10 nishin_list=[int(x) for x in 1list(str(nishin))]
11 zero_ad=l-nishin_1len

12 for p in range(zero_ad):
13 G_ss.append (0)

14 G_ss=G_ss+nishin_list

15 G_ss.reverse ()

16 G_sst=np.array(G_ss).T
17 G_sl[:,m]=G_sst

18 if i==

19 G=G_s

20 else:

21 G=np.vstack ((G,G_s))
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return G
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