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An Analog Side-Channel Attack on a High-Speed Asynchronous
SAR ADC Using Dual Neural Network Technique

Ryozo TAKAHASHI'™, Student Member, Takuji MIKI', Member, and Makoto NAGATA', Senior Member

SUMMARY  This brief presents a side-channel attack (SCA) technique
on a high-speed asynchronous successive approximation register (SAR)
analog-to-digital converter (ADC). The proposed dual neural network
based on multiple noise waveforms separately discloses sign and abso-
lute value information of input signals which are hidden by the differential
structure and high-speed asynchronous operation. The target SAR ADC
and on-chip noise monitors are designed on a single prototype chip for
SCA demonstration. Fabricated in 40 nm, the experimental results show
the proposed attack on the asynchronous SAR ADC successfully restores
the input data with a competitive accuracy within 300 mV rms error.

key words: SAR ADC, side-channel attack, neural network, hardware se-
curity

1. Introduction

Sensor edge devices handle confidential and privacy infor-
mation in various IoT systems such as medical, healthcare
and industrial applications. Modern edge devices often con-
tain dedicated cryptographic engines running unbreakable
public-key encryption algorithms [1] to protect such sensi-
tive information acquired and digitized by sensor frontend
circuits. However, an analog signal before digitization is
not yet protected by encryption, which introduces a secu-
rity hole through which malicious attackers can steal in-
formation acquired by the sensors. Thus, analysis of side-
channel information such as power supply and ground noise
caused by analog circuit activity would allow an estimation
of analog signal based on the well-known side-channel at-
tack (SCA) techniques on digital cryptographic circuits [2]—
[6].

Among the analog circuit blocks handling unencrypted
signals, ADCs are indispensable circuit elements for sensor
systems. Successive approximation register (SAR) ADCs
are widely used for analog frontend of distributed sensor
nodes to benefit from their potential characteristics of small
size and low power consumption. The first SCA attempts
on ADCs were demonstrated in [7]. It discloses an analog
input voltage estimation utilizing reference noise caused by
the charge redistribution operation of capacitive digital-to-
analog converter (CDAC) in the single-ended SAR ADCs.
The reference noise waveforms clearly show the correlation
to the input voltages, and the simple template attack [8], [9]
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reveals them in the work. However, this attack is only effec-
tive if the noise waveforms correspond one-to-one with the
input voltage, therefore, it cannot be applied to the differ-
ential structure that behaves completely opposite ways de-
pending on the sign of the input voltage. Analog SCAs on
differential SAR ADC configurations are also reported in
[10] and [11]. These attacks exploit neural networks (NNs)
to achieve highly accurate estimation of analog input infor-
mation. However, these works only focus on low-speed syn-
chronous SAR ADCs, and not for high-speed asynchronous
SAR ADC architectures. Unlike the synchronous type in
which the comparison timing is fixed, the asynchronous type
SAR ADC has different timings of internal conversion pro-
cess, which would make it difficult to classify with normal
NN approach. Considering the increase in processing speed
and expansion of signal bandwidth in future IoT applica-
tions, it is necessary to explore the possibility of security
attacks on high-speed asynchronous SAR ADCs and to con-
sider countermeasure techniques against such attacks in ad-
vance.

This brief presents a SCA technique targeting on an
asynchronous SAR ADC with a newly proposed NN-based
power and ground noise analysis. The proposed dual NN
(Dual-NN) efficiently discloses sign information of input
data hidden by the symmetrical operations of differential cir-
cuit structure, enabling highly accurate estimation of the in-
put voltage. The target 11-bit 48-MS/s asynchronous SAR
ADC and on-chip monitors for noise observation on power
supply and ground nodes were fabricated as a prototype chip
in 40 nm process. The measurement results prove that the
proposed Dual-NN efficiently exposes the input signal of
asynchronous SAR ADC while achieving 8§9.3 % in sign and
96.7 % in absolute value estimations.

The paper is organized as follows. Section 2 introduces
the attacking scheme to asynchronous SAR ADCs. Sec-
tion 3 presents the proposed Dual-NN to estimate the input
data. The measurement results of the proposed SCA will be
shown in Sect. 4. Finally, Sect. 5 gives the conclusion.

2. Strategy of Security Attack on Asynchronous SAR
ADCs

A block diagram of a sensor system used in general IoT
application is shown as Fig. 1. An analog signal acquired
by the sensor device is quantized by an ADC after ampli-
fication and then encrypted by digital circuit to ensure net-
work security. These processes are executed in a single SoC
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chip, which makes direct probing on the ADC output be-
fore encryption physically impossible. In addition, since
the raw sensor signal is relatively sensitive and small am-
plitude, direct probing on the input signal may affect the
original signal, thus the attackers cannot observe the signal
path directly. A SCA on a digital circuit disclosing a cryp-
tographic key via a power supply node without degradation
of signal integrity, is widely known as a critical threat to
break security, however, many countermeasures such as ran-
dom masking techniques have been reported [12]-[15]. On
the other hand, analog circuits have almost no security mea-
sures, which introduces a leakage risk of an internal circuit
activity correlated with the input signal. Therefore, side-
channel information such as power supply noise of analog
circuits, especially ADCs, can be a security holes for ex-
tracting sensor analog information.

SAR ADCs are widely used in sensor frontends thanks
to their low power and small capability. Furthermore, an
asynchronous type is popular architecture to meet the recent
demands for a high-speed operation. Figure 2 shows the cir-
cuit schematic of an asynchronous SAR ADC with their se-
curity aspects. It consists of binary-weighted CDACs, sam-
pling switches, a comparator and SAR logic with differen-
tial structure. The comparator clock is generated based on
the principle of self-oscillation after triggering by the sam-
pling clock. Since the response time of a comparator out-
put depends on the pair of input voltages, the timing of the
binary search operation with comparison and charge redis-
tribution varies with the input signal. Moreover, this com-
parator clock oscillates in a high frequency with N-bit times
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Fig.1  Security hole of Sensor SoC for IoT edge devices.
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Fig.2  Side-channel attack on asynchronous SAR ADC.
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the sampling clock. These make it difficult to estimate the
input-dependent SAR activity via power supply noise from
outside, compared to normal synchronous type SAR archi-
tecture which accepts easy template attacks because of the
fixed timing of comparison and charge redistribution with
relatively long recovery time. In addition, the differential
structure cancels the current through Vggpp and Vggpy dur-
ing charge redistribution, resulting in similar noise wave-
forms at the same absolute values of Vggrp— Vrery as shown
in the Fig.2. It disables the estimation from the input de-
pendent charge flow on Vgzgr nodes. To solve them, the
proposed attacking scheme exploits the noise waveforms of
power supply Vpp, ground Vg and substrate Pgyp caused by
asynchronous SAR operations. These waveforms contain
not only differential circuit noise but also single-end circuit
noise such as data latch operations with serial-parallel inter-
face. The attack extracts the profile information included in
this single-end motions and performs sign determination to
improve the attacking accuracy.

3. Proposed Dual Neural Network Based SCA
3.1 Noise Sources for Learning Data

Figure 3 compares the SCA methods of the conventional
template/NN based attacks and the proposed Dual-NN
based attack. The conventional methods reported in [7] and
[10] acquire noise waveforms of Vpp or Vggr which indi-
cate the input-dependent activities of the CDAC and com-
parator inside the ADC, and then construct the template or
NN as shown in Fig.3 (a). The template attacks are only
effective on single-ended SAR ADC configuration. The
conventional NN attack also becomes difficult to identify
sign information when the processing speed is increased by
the asynchronous structure. To achieve a successful attack
even against high-speed asynchronous SAR ADCs, the pro-
posed attack method adds ground noise and substrate noise
as training data to extract single-end activities, and builds a
dedicated NN to find sign information of input data. The
absolute value, excluding the sign data, is also estimated by
constructing another dedicated NN by exploiting all noise
data. Ground and substrate nodes have different delay char-
acteristics and frequency responses than power and refer-
ence nodes, therefore, it is considered that NNs can extract
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Fig.3 (a) Conventional and (b) proposed side-channel attack methods.
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Fig.4  Flow of proposed SCA method.

more side-channel information when their noise waveforms
are added to the input data. This Dual-NN configuration
distinguishes the sign and absolute value of the input volt-
age separately, which improves the accuracy of estimation
even in high-speed asynchronous SAR ADCs.

3.2 Dual Neural Network

The sign information of the input data is mainly contained
in the noise from the single-ended part of the SAR logic,
while the information of the absolute value is largely in-
cluded in the noise from the comparator and the differen-
tial part of the SAR logic. To efficiently extract informa-
tion which has such different characteristics from the noise
waveforms, it is considered to be effective to use two sepa-
rate neural networks. Figure 4 shows the flow of the Dual-
NN side-channel attack. The first step of the Dual-NN SCA
is the training step to learn the correlation between the input
voltage of the ADC and the noise waveforms. Many pairs
of the input voltages and the waveforms are required for
the input voltage prediction with neural network. Acquired
waveforms are converted into spectrograms by short-time
Fourier transform (STFT), which enhances the frequency-
domain recognition ability of neural networks, with the win-
dow length of 64 samples and then the learning operations
of two neural networks are executed. The second step is the
attacking phase where the input voltage is predicted using
two neural networks from the noise waveforms. The acqui-
sition of the noise waveforms and the STFT is performed
in the same way as the learning step except that the actual
input voltage is unknown. Two neural networks predict the
sign and the absolute value of the SAR ADC’s input voltage
respectively from the spectrograms.

4. Chip Implementation and Measurement Results
The 11-bit asynchronous SAR ADC with differential struc-

ture is designed as a target ADC of the proposed Dual-NN
based SCA. The ADC operates at 48 MS/s with the power
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Fig.5 Block diagram of the test chip.
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consumption of 465 uW. To analyze noise waveforms accu-
rately, on-chip noise monitors composed of input buffers and
ADC:s are also implemented on the same chip as shown in
Fig. 5. The monitor circuit acquires the noise waveforms of
VDD, Vss, VREFP’ VREFN and PSUB nodes with a wide band-
width of 1 GHz at 2 MS/s with an equivalent sampling tech-
nique. Just one substrate contact placed close to the ADC
is required to acquire Psyp waveforms. The asynchronous
SAR ADC and on-chip noise monitors are fabricated in
40nm process as shown in the die photo of Fig.6. The
active area of asynchronous SAR ADC is approximately
1.2 x 1072 mm?2, and the area of the on-chip noise monitor
for monitoring one node is approximately 6.3 X 1073 mm?.

The experimental results of SCA on the SAR ADCs
are shown in Fig. 7. These plots show the predicted voltages
by SCA with respect to the actual input voltages. The in-
put signal used in the experiment is DC signal with equally
spaced step and random voltages. When the conventional
NN is applied only to Vggrp and Vpp as in [10], there are
large discrepancies between the actual input voltages and
the predicted voltages with around 400 mV rms errors. The
accuracy rates of sign estimation are 73.9 % and 75.6 %,
respectively, as shown in Fig.7(a) and Fig.7(b). On the
other hand, the proposed Dual-NN with both of Vggrp and
Vpp achieves sign estimation with higher accuracy rate of
79.8 %, and discloses the absolute value of the input volt-
age with 29.96 mV rms error as shown in Fig. 7 (c). More-
over, Dual-NN with all waveforms including Vss, Vrern,
and Pgyp achieves even more accurate precision as shown
in Fig. 7 (d). The sign estimation accuracy rate is sufficiently
improved to 89.3 % and the rms error of absolute value pre-
diction is also reduced to 29.35 mV. Table 1 shows the com-
parison to the state-of-the-art analog SCA techniques. This
work demonstrates the first successful attack on high-speed
asynchronous SAR ADCs to steal data with high accuracy
that threatens information security.
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Table1 SCA performance comparison.
This work Jeong Miki
SSCS 2021 TCASII 2020
SCA Method Dual-NN attack NN attack Template attack
Technology 40 nm 65 nm 180 nm
Target Speed 48 MS/s 1.25 MS/s 1 MS/s
Architecture | pifferential Yes Yes No
Asynchronous Yes No No
. 312.1 mVgys (Async. Diff.) | 62.91 mV, 74.22mV
Attacking Accuracy 26.35 Vs (Async. Singie) | (Sync. Diff) | (Syne. Single)

5. Conclusion

In this brief, the security attack on high-speed asynchronous
SAR ADCs was described. To break the symmetry charac-
teristics of supply noise generated by the differential circuit
operations, the Dual-NN technique is proposed to construct
the dedicated NNs for sign and absolute value estimation
respectively. Silicon prototype demonstrates the proposed
dual NN-based SCA successfully discloses the input data
of asynchronous SAR ADC through multiple power sup-
ply and ground nodes with attacking accuracy of 312.05 mV.
The discovery of SAR ADC vulnerabilities in this work will
promote the development of countermeasures against the
SCA in the future. Future work can consider the applica-
tion of the Dual-NN technique to an ADC integrated to a
micro-controller, which generates substrate noise that may
affect the performance of the SCA.
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