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A B S T R A C T

To deal with the increasing number of cyber-attacks, intrusion detection system (IDS) plays an important role in
monitoring and ensuring the security of the computer network. With the power of machine learning and deep
learning, intelligent IDS systems have gained increasing attention due to their efficiency and high classification
accuracy. However, the premise of machine learning/deep learning is that the data must be in one central
entity (e.g., server) to train the model. This causes additional concerns, such as data transmission costs and
privacy leakage. Federated learning complements this shortcoming with a privacy-preserving decentralized
learning technique. In federated learning, the data are not shared with the server, local model training is
performed where the data reside and only the model parameters are exchanged with the server. This work
investigates the federated learning-based IDS approach in the context of IoT data to study the main challenges
imposed by federated learning. Two main issues, such as data heterogeneity and poisoning attacks launched by
malicious clients, are the main focus of this study. As real-world IoT datasets are heterogeneous, we propose
a personalized federated learning-based IDS approach to handle imbalanced data distributions. Moreover,
a curious yet malicious client can poison the local data or model to corrupt the global intrusion detection
model due to the distributed nature of federated learning, where the central server has no control over the
client’s local training process. This study demonstrates that the existence of a malicious client can degrade
the performance of the federated learning-based IDS model. Accordingly, we propose a robust approach called
pFL-IDS to combat poisoning attacks against the federated learning-enabled IDS on heterogeneous IoT data.
Our approach introduces mini-batch logit adjustment loss to local model training to obtain a personalized
model tailored to each local data distribution. Moreover, we design a detection mechanism at the server to
identify malicious agents by considering the cosine similarity of local models from the non-poisoned client’s
centroid. The non-poisoned centroid is determined from the similarity between the pre-computed global model
and the local models. If the poisoning attack is successful, poisoned clients will be closer to the pre-computed
global model; any models further from the pre-computed model are taken as the non-poisoned clients. With
this two-phase client similarity alignment, we identify poisoned clients and restrict their aggregation on the
global intrusion detection model. In comparison with the baseline methods, we demonstrate that our pFL-IDS
can detect poisoning attacks without compromising performance.
1. Introduction

With the rapid development of the Internet, the world has be-
come more connected, and the deployment of the Internet of Things
(IoT) devices has increased. It is reported that IoT devices will reach
55.7 billion by 2025 [1]. The massive amount of data generated
by these devices, combined with their vulnerable nature, open more
attack interfaces and opportunities for malicious parties to conduct
cyber-attacks [2]. In 2016, the infamous Mirai botnet attack triggered
Internet security breaches by compromising massive IoT devices [3].
This further signifies the need to strengthen the security of the IoT
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network ecosystem to protect the network from cyber-attacks. There-
fore, an in-depth network traffic analysis is necessary; the intrusion
detection system plays a vital role in detecting and mitigating unwanted
attacks.

To date, different techniques have been utilized in network intru-
sion detection systems to detect network anomalies, which are either
signature-based or behavior-based approaches or a combination of
both [4]. Combined with its efficiency and effectiveness, the ma-
chine learning/deep learning-based IDS was proven as a perfect candi-
date with high detection accuracy. However, the traditional machine
vailable online 24 October 2023
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learning-based method requires the data to be in one central place
to analyze the data gathered from all user devices. This increases the
data transmission costs and the risk of privacy leakage as the data
from user devices contain sensitive or confidential information. To
resolve these issues, McMahan et al. proposed a privacy-preserving
and distributed federated learning paradigm for on-device learning [5].
Federated learning is a client–server architecture that comprises multi-
ple clients tied to a central server. It enables clients/devices to train
a shared model collaboratively without the actual data exchange to
guarantee user privacy, reduce data transmission costs, and improve
the overall model accuracy. In the context of IoT networks, research
on federated learning-based IDS has been emerging recently [4]. In
this system, the clients train the global intrusion detection model on
their local dataset to compute local model updates and upload them
to the server. The server combines local models to generate the global
intrusion detection model, which is sent back to the clients for further
training. This process is repeated until the global model converges.

Despite its benefit, federated learning still has some limitations,
such as difficulty in handling the heterogeneity in the data distribu-
tion of the client and the poisoning attacks executed by malicious
clients [4,6,7]. In realistic scenarios, the client data are confirmed non-
independent and identically distributed (non-IID) in contrast to the
ideally assumed IID scenarios in many research methodologies. In fed-
erated learning-based IDS, some clients (devices) may only have attack
traffic while others may have normal traffic or consist of different kinds
of attack traffic. Moreover, as demonstrated in recent studies [8,9],
federated learning-based IDS is prone to data poisoning and model
poisoning attacks as the server has no control over the behavior of the
client. Poisoning on data can be done either by modifying the ground
truth labels of the client dataset (label-flipping attack) or injecting false
training data (clean label attack). In model poisoning, malicious clients
can manipulate local model parameters to align the global model’s
objective closer to the attacker’s objective. Both poisonings can cause
misjudgment in the IDS, for instance, recognizing benign traffic as
attack traffic or vice versa. There has been extensive research on min-
imizing the influence of the malicious client using robust aggregation
techniques in the server [10,11] or detecting and removing poisoned
clients [12–14] before the global model aggregation.

In this study, we propose the federated learning-based IDS that can
effectively detect network anomalies of IoT data. Our proposal explores
two topics: the effect of data heterogeneity and the behavior of the
federated learning-based IDS when poisoning attacks occur. We model
two poisoning attacks, such as label-flipping [15] and model update
poisoning [16], to understand the behavior of the poisoned clients
against the federated learning-based IDS. First, we analyze the conse-
quence of these poisoning attacks and evaluate how well the existing
robust server aggregators [10,11] can defend against these poisoning
attacks. We find that the existing robust aggregators cannot effectively
mitigate the influence of the poisoned clients as the heterogeneity of
the client’s data distribution increases, thus degrading the performance
of federated learning-based IDS. The imbalanced data distribution can
negatively impact the federated learning model even if poisoned clients
do not exist. As the main objective of federated learning is to improve
a single global model from all clients, client data distribution drift
(i.e., heterogeneous data) can result in poor convergence on the global
model. Fig. 1 compares the FedAvg aggregation technique applied to
IID and non-IID data scenarios. It has two clients, each performing two
local updates. Client 1 updates the initial global model, denoted as 𝑤,
o its optimal solution, 𝑤∗

1. Similarly, client 2 updates 𝑤 to its optimal
olution, 𝑤∗

2. In Fig. 1(b), it can be observed that the two client models
ove in different directions during the update process, primarily due

o the non-identical distribution of data. Consequently, when averaging
he two client models to obtain the final global model, the global model
oes not converge to its optimal position 𝑤∗, making it difficult to
183

btain the optimal global model.
Fig. 1. Illustration of client drift in FedAvg algorithm for two clients with 2 local
update steps. (a) IID data. The averaged global optimum 𝑤∗ is located equally from
both clients’ local optima 𝑤∗

1 and 𝑤∗
2 . (b) non-IID data. The averaged global optimum 𝑤∗

is not equidistant from both local optima due to client drift caused by client imbalanced
data distribution. As a result, the global optimum 𝑤∗ is deviated from the true global
optimum, and the global model cannot converge.

Various techniques have been introduced to compensate for the
problem of the non-IID data, such as multi-task learning, model clus-
tering, model parameter decoupling, and knowledge distillation [17].
Our approach deals with the non-IID data through model decoupling
strategy. Decoupling means that the neural network model is decoupled
into two parts: feature extractor (body) and classifier (head). Then, we
introduce the mini-batch logit adjustment loss to the head classifier in
addition to the cross-entropy loss, which is explained in Section 3.2, to
make up for the non-IID data. With these two losses, each client opti-
mizes its local model based on the importance of the underlying class
distribution, making the global model more resilient to the non-IID
distribution.

We design the poisoned client detector on the server that can
distinguish the poisoned clients from the non-poisoned clients and
restrict their participation from the global model aggregation to achieve
our objective of reducing the impact of poisoned clients on the global
intrusion detection model. The concept of detecting poisoned clients
has been explored in various studies [12–14]. However, existing ap-
proaches assume that the ratio of poisoned clients is small or need a
clean dataset at the server to compare the client model with the server
model or did not tailor for the non-IID data. Our detection approach
can identify poisoned clients without drastically degrading the perfor-
mance, and it does not require an additional clean dataset at the server.
In this paper, we analyze the behavior of label-flipping attacks and
model update poisoning attacks against the federated learning-based
IDS for IoT data under non-IID scenarios. The main contributions of
our study are summarized as follows.

1. We propose personalized federated learning for intrusion de-
tection system (pFL-IDS), a robust federated learning-based IDS
approach with a poisoned client detector, to handle IoT data
heterogeneity and poisoning attacks.

2. With the logit adjustment loss, we model the personalized fed-
erated learning that is customized to the data distribution of the
client. We demonstrate that personalized logit adjustment is suit-
able if the data distribution between clients varies considerably,
which is common in IoT data.

3. To mitigate the influence of the poisoned clients from the global
intrusion detection model, we design a poisoned client detec-
tor at the server. Our detector can identify poisoned clients
and limit their participation in the global intrusion detection
model aggregation. The detector first analyzes the last layer
of all client models to determine the model updates that are
poisoned. Our approach is based on two-step client similarity
alignment, followed by re-weighting. In the first step, we take

the pre-computed global model by averaging all local models.
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Table 1
A summary of existing works on FL-based IDS.

Reference Personalized FL Defense methods for
poisoning attacks

Neural network Main contributions

Val et al. [8] – Coordinate-wise median
and trimmed mean

MLP, Autoencoder Evaluate the resilience of FL models
against malicious clients

Popoola et al. [19] – – DNN Detection of zero-day IoT botnet attack

Fan et al. [20] ✓ – CNN Learn customized IDS model using
federated transfer learning

Mothukuri et al. [21] – – GRUs with a Random
Forest ensembler

Combine the output of different GRUs
layers with random forest ensembler

Attota et al. [22] – – ANN Utilize various data views of IoT traffic
to maximize the detection accuracy

Ferrang et al. [6] – – DNN, CNN, and RNN Comprehensive survey and experimental
analysis of FL for cyber security

Ours (pFL-IDS) ✓ Poisoned client detector CNN Personalized FL-based IDS for non-IID
data with a poisoned client detector
As all poisoned clients have the same objective, the poisoned
model should be closer to the pre-computed global model if the
poisoning attempt is successful. Considering this, we can identify
a potential non-poisoned client. In the second step, we compute
the angular deviation between local model updates from the
dimensionality-reduced centroid of the non-poisoned client. The
non-poisoned client will have a smaller angular deviation from
the centroid compared to the poisoned client. With that angular
similarity, we re-weight each model and take the average of the
potentially clean models as a global model for the next round.

4. pFL-IDS is evaluated using the N-BaIoT dataset to study the
effectiveness of our approach [18]. We sample different data
distribution scenarios from the dataset to simulate the imbal-
anced data and experiment with different poisoning attacks.
We also compare our poison detector with other state-of-the-
art methods [10,11,13]. In addition, we demonstrate that our
pFL-IDS achieves better performance in the detection of IoT
network traffic anomaly. Even if some clients are poisoned in the
federated training process, pFL-IDS can reduce the attack success
rate, effectively mitigating the negative impact of poisoning
attacks from the global intrusion detection model.

The rest of the paper is organized as follows. The background of
federated learning, intrusion detection system, and poisoning attacks
against the federated learning-based IDS are provided in Section 2.
Section 3 presents our proposed method, consisting of the personalized
local model and server-side poisoned client detector. The detailed
experiment settings and results and the impact of the poison attacks
are provided in Section 4. Finally, Section 5 presents the conclusions
and future works.

2. Preliminaries

This section provides the background related to federated learning,
intrusion detection, existing studies on the federated learning-based
IDS, and poisoning attacks and defenses against the federated learning
paradigm.

2.1. Federated learning

In federated learning, each client trains the local model using local
data and shares the trained model parameters (not data) with the rest
of the clients through a central server in a peer-to-peer manner. The
central server combines all local models to create a unique global
server model that is shared back with the client for further training.
After several communication rounds, the global model that contains
the knowledge of multiple clients is obtained. As federated learning is
184
iteratively trained, the learning model can be improved in each round,
improving the accuracy. In summary, the federated learning process
includes local training, model parameters exchange between clients and
the server, and global model aggregation. FedAvg [5] is the mainstream
server aggregation algorithm to update the global model by taking a
weighted average of the model parameters from clients.

Depending on the type of data available and the model exchange
method, federated learning can be categorized into horizontal federated
learning, vertical federated learning, and federated transfer learning.
If each client has a different dataset with the same feature spaces,
horizontal federated learning is applicable. On the other hand, vertical
federated learning is suitable if each client has common entities with
different feature spaces. Federated transfer learning is useful if each
client has different domains or related tasks (e.g., the task of transfer-
ring a pre-trained image classification model to video classification).
The horizontal federated learning scenario is compatible with the in-
trusion detection system since each client has different network traffic
samples with the same feature spaces.

2.2. Intrusion detection system (IDS)

IDS plays an important role in protecting the network by identifying
potential malicious attacks through network monitoring and analysis.
IDS can be generally divided into signature-based and anomaly-based
approaches [4]. The former compares the attacks with the predefined
signature database to identify known attacks with a high recognition
rate, but it cannot recognize new type of attacks consequently. The
anomaly-based approach overcomes the previous shortcoming using
artificial intelligence that learns specific feature patterns of the traffic
such that the deviation from the observed behavior is regarded as
an anomaly. However, the traditional machine learning-based method
requires the data to be in one place to analyze the data gathered from
all user devices. This increases data transmission costs and the risk of
privacy leakage since the data from user devices may contain sensitive
or confidential information.

Privacy-preserving federated learning has been extensively applied
in the context of network intrusion detection systems due to its rep-
utation of no need to exchange private data. Val et al. [8] proposed
federated learning-based IoT network anomaly detection based on both
supervised deep learning and unsupervised autoencoder. Moreover,
they consider the presence of adversarial poisoning attacks and eval-
uate how well the existing robust aggregators [10,11] can mitigate the
impact of the poisoning attacks. Popoola et al. [19] proposed zero-day
botnet attack detection for IoT edge devices and demonstrated that fed-
erated learning-based DNN outperformed the conventional DNN model
in terms of attack detection accuracy, low communication overhead,
and data privacy. Fan et al. [20] proposed IoTDefender, a transfer
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Fig. 2. The architecture of our pFL-IDS system.
learning-based IDS for 5G IoT. IoTDefender combined data using fed-
erated learning and learned personalized attack detection models by
transfer learning while ensuring privacy. Monthukuri et al. [21] pro-
posed federated learning-based anomaly detection for IoT networks
based on GRUs. They improved the classification accuracy by com-
bining the predictions from different layers of GRUs models with
an ensemble of the random forest of models, demonstrating the im-
provement of the attack detection compared to centralized machine
learning. Attota et al. [22] proposed MV-FLID, an ensemble multi-view
federated learning for IoT intrusion detection. MV-FLID learns three
separate ANN models for three views of network traffic (i.e., uniflow,
bi-flow, and packet). The predictions of these models are combined
through random forest to improve the attack detection accuracy. Ferrag
et al. [6] provided a comprehensive survey on federated learning
for IoT intrusion detection systems. They demonstrated that federated
learning outperformed centralized learning by evaluating three IoT traf-
fic datasets with different deep learning models. The aforementioned
studies, as summarized in Table 1, demonstrated the effectiveness of
federated learning for the intrusion detection; however, most of them
did not consider data heterogeneity and how to combat the possible
poisoning attacks launched by malicious clients. Therefore, we consider
both issues to improve federated learning-based IDS.

2.3. Poisoning attacks against federated learning-based IDS

In this section, we discuss the behavior of the poisoning attacks
against the federated learning-based IDS. Considering this, we assume
that the federated server is not compromised and only consider the
poisoning attacks that can occur at the client. The number of attackers
is assumed to be less than 50% of the total client. We define the
attacker’s goals and capabilities as follows.

Attacker’s goals: The attacker aims to corrupt the global intrusion de-
tection model either by label-flipping or model poisoning such that the
global model outputs wrong predictions on the IoT network traffic. For
instance, the global intrusion detection model will misjudge malicious
IoT traffic as benign or vice versa and reduce the performance of the
model.

Attackers’ capability: The attacker can modify the labels of the local
dataset or the trained model parameters to achieve the desired goals,
but it cannot modify the data.

This study investigates two kinds of poisoning attacks, such as
label-flipping and model update poisoning attacks, to understand the
behavior of poisoning attacks on federated learning-based IDS.
185
2.3.1. Label-flipping attack
In the label-flipping attack, the attackers manipulate the label of

the local dataset to inject falsified local model updates into the server
aggregator. The attacker flips the selected source class of the training
data to the target class without modifying the features. In the federated
learning-based IDS system for anomaly detection, depending on the
attacker’s goal, the label-flipping can be done in three ways as follows.

1. Flip benign as the attack label: The goal is to always predict the
traffic as an attack such that the model will have a high false
positive rate (FPR) (i.e., false alarms)

2. Flip attack as the benign label: As the goal is to always predict the
traffic as benign, the model will not correctly detect the attack
traffic making the true negative rate (TNR) close to zero.

3. Flip both labels to each other : The goal is to make the model’s
accuracy close to zero.

2.3.2. Model poisoning attack
The model poisoning attacks studied in this paper modify the pa-

rameters of the local model to corrupt the global model. Two types
of poisoning are observed, the model update scaling and same global
model attacks.

1. Model update scaling attack: Malicious clients poison the model
by multiplying the local model parameters with the negative
scaling factor to corrupt the local model such that the gradient
of the poisoned model will be in the opposite direction as that
of the benign model. This attack is easy to perform and does not
require prior knowledge of client data.

2. Same global model attack: Similar to the previous attack, this
attack does not train the local model at all but replaces the global
model parameters with the same number for all poisoned clients.

2.4. Defense

A variety of robust server aggregation algorithms have been pro-
posed, including coordinate-wise median [10], coordinate-wise trimmed
mean [10], and multi-Krum [11], to defend against the poisoning
attacks in federated learning. These are deployed on the server in the
place of FedAvg and are meant to reduce the negative impact of the
poisoning attacks. In addition to these robust aggregators, there is also
a method of detecting the poisoned clients before starting the global
model aggregation process. The intuition behind this is that as the
objective of the poisoned clients is different from the non-poisoned
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client, their gradients should be close to each other, but far away from
the rest of non-poisoned clients. Both techniques provide protection
against poisoning attacks to some extent. In this study, we compare
the following defense methods against our pFL-IDS.

Coordinate-wise median: It sorts the ith parameters of n local models and
takes the median of the ith parameters, which is 𝑤𝑖 =
𝑚𝑒𝑑𝑖𝑎𝑛

{

𝑤𝑖
𝑛 ∶ 𝑛𝜖𝑁

}

. When n is an even number, the mean of the two
middle values is the median value. When n is odd, the median is the
middle parameter.

Coordinate-wise trimmed mean: Similar to the coordinate-wise median, it
sorts the ith parameters of n local models and removes the smallest and
largest parameters 𝛽 before the computation of the mean of the rest of
parameters 𝑛 − 2𝛽.

Multi-Krum: It is a variant of Krum [11], which computes the Eu-
clidean distance between model parameters and averages the top 𝑘 =
𝑛(𝑡𝑜𝑡𝑎𝑙𝑐𝑙𝑖𝑒𝑛𝑡𝑠) − 𝑓 (𝑝𝑜𝑖𝑠𝑜𝑛𝑒𝑑𝑐𝑙𝑖𝑒𝑛𝑡) − 2 nearest neighbors to obtain the
lobal model. If 𝑘 = 1, multi-Krum becomes Krum. If 𝑘 = 𝑛, it becomes
he same as FedAvg. The multi-Krum poorly performs on non-IID data
ince it is designed to work with IID data.

oisoned Client Detector : The goal is to detect the poisoned clients and
imit their participation in the global model aggregation such that the
ttacker’s goals cannot be achieved. The previous work by Jebreel
t al. [13] detects the poisoned client by calculating the cosine simi-
arity of the dimensional-reduced last-layer gradients of local models
rom the non-poisoned centroid. They assumed that the number of
oisoned clients is not larger than 20% so that the normal centroid
s always located in the range of the non-poisoned clients, and hence,
he poisoned clients can be efficiently identified and removed. As a
esult, the model performance may be degraded if the poisoned client
s larger than the assumed 20%. Moreover, even though the authors
ave experimented with non-IID data distribution, their proposal did
ot investigate how to deal with the non-IID data without compromis-
ng performance. Compared to [13], our pFL-IDS can defend against
oisoned clients up to 30% with a low attack success rate. Moreover,
ur model is designed to handle performance degradation caused by
on-IID clients. The detail of our server-side poisoned client detector is
resented in Section 3.3.

. Proposal

In this section, we provide a detailed explanation of the proposed
FL-IDS, which is a novel personalized federated learning approach for
he intrusion detection system that is designed to work with non-IID
oT data. Considering the vulnerabilities of federated learning against
oisoning attacks, we propose a poisoned client detector on the server
efore proceeding wtih the usual global model aggregation step of
ederated learning. Fig. 2 shows the architecture of our pFL-IDS. The
ederated learning process is as follows.

1. Global model initialization: At the start of the communication
round, a global intrusion model is initialized at the server and is
sent to the clients.

2. Local training : Each client trains the global model with private
data to produce the local model.

3. Server Aggregation: The clients upload their local models to the
server, which updates the global model parameters with the
aggregation of the client model parameters. The aggregator
FedAvg [5] is a simple weighted average of the client’s model
parameters as defined by 𝑤𝑡+1 ←

∑𝐾
𝑘=1

𝑛𝑘
𝑛 𝑤𝑡

𝑘. Our pFL-IDS has
an additional step before the global model aggregation to miti-
gate the negative impact of the poisoning attacks on federated
learning. We identify the possible poisoned clients and prohibit
them from joining the global aggregation process. We proceed
with the global model aggregation only after the detection and
removal of the poisoned client.
186
4. Model transmission: The updated global model is sent back to the
clients for further training.

Steps 2 to 4 is repeated for multiple communication rounds until a
superior global intrusion detection model is achieved.

3.1. Convolutional neural network

The remarkable performance and strong feature extraction ability of
the two-dimensional CNN have been demonstrated in image classifica-
tion and computer vision areas. Meanwhile, the one-dimensional neural
network (1D-CNN) is designed to work with sequential data, such as
audio signals, text, or time-series data. We use 1D-CNN for the client’s
intrusion detection model training due to its good performance on time
series data. Fig. 2 shows our 1D-CNN architecture. It consists of three
convolution layers with kernel size 1 and stride 1, followed by the ReLU
activation layer. The input of the first convolution layer is 115, which
is the total number of features of the N-BaIoT dataset. The convolution
layers have 256, 128, and 64 kernel filters respectively. A dropout layer
with 𝑝 = 0.2 is added to prevent overfitting. After the convolution layers
map the input to the feature embedding, two fully connected layers are
stacked on top to output the correct predictions for the client intrusion
detection model.

3.2. Local training: A personalized local model

As the federated learning process involves aggregating multiple
local models to produce a single global model, if the imbalanced
data distribution is observed among clients, performance degradation
happens in FedAvg aggregation. Since the global model is the weighted
average of the client’s local models, the aggregated global model moves
toward the average of the clients’ optima. When the clients have IID
data, the global model 𝑤𝑡+1 is closer to the true global optimum 𝑤∗

as it is the average of the client optimum 𝑤∗
1 and 𝑤∗

2. Therefore,
the global optimum 𝑤∗ is located equally from the local optima, and
the client drift did not happen. However, if the clients have non-IID
data, the global model 𝑤𝑡+1 cannot be equally located from both local
models since imbalanced data causes client drift when local models
are updated (the green line in Fig. 1 indicates the degree of the
client drift). Therefore, the resulting global optimum 𝑤∗ is shifted from
the true global optimum, which causes global model divergence and
performance degradation. For example, in Fig. 1(b), 𝑤∗ is closer to
client1 optimum 𝑤∗

1 instead of locating at the true global optimum.
Fig. 1 illustrates the global optimum drifting phenomenon in FedAvg
for IID and non-IID data.

The common approaches for learning class-imbalanced data in cen-
tralized machine learning include re-weighting [23–25], which re-
weights each class by applying a factor calculated from the number of
samples belonging to each class to make a customized loss function,
and re-sampling [26,27], which resamples the samples in a mini-
batch stochastic gradient descent. In this study, according to the idea
proposed by [24], we apply the logit adjustment loss function in a
mini-batch to balance the client data distribution during local model
training. Logit adjustment loss is a modified version of cross-entropy
loss that manipulates the predicted logits to calibrate the unbalanced
data quantity of different classes in the logit space. In federated learn-
ing, non-IID clients can degrade the performance of the global model
and logit adjustment loss applied in this work is meant to alleviate those
adverse effects by making all clients to learn every class accurately.
This results in more consistent local models among clients, and the
generated global model is more robust to the model divergence and
performance degradation. We regard this process as a local model
personalization in federated learning.

Personalized federated learning has been introduced recently to
learn a personalized model tailored to each client’s data. Extensive
efforts have been made to realize a personalize approach for non-

IID data in federated learning, including techniques such as multi-task
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learning, model clustering, model parameter decoupling, and knowl-
edge distillation [17,28]. [29–32] used the model decoupling approach
to learn the personalized model. In addition, our approach deploys
a similar local model decoupling strategy for personalized federated
learning. Decoupling means the neural network model is decoupled
into two modules: feature extractor (body) and classifier (head). Our
decoupling model includes one feature extractor and two classifiers,
which are optimized with two different loss functions. This type of
model decoupling [32] is proven to be effective for both IID and non-
IID data since it can optimize both objectives with two different loss
functions.

In FedAvg [5], the entire network is optimized by the cross-entropy
loss function given by

𝓁𝐶𝐸 (𝑦, 𝑓 (𝑥)) = −𝑙𝑜𝑔
𝑒𝑥𝑝(𝑓𝑦 (𝑥))

∑

𝑦′𝜖C 𝑒𝑥𝑝(𝑓𝑦′ (𝑥))
, (1)

where C is the label space and 𝑓𝑦′ (𝑥) is the output logits for class 𝑦′.
However, we introduce the additional loss function called mini-batch
logit adjustment loss besides the cross-entropy loss to optimize each
client’s local objective and learn the personalized model for each client,
which is defined by

𝓁𝐿𝐴 (𝑦, 𝑓 (𝑥)) = −𝑙𝑜𝑔
𝑒𝑥𝑝(𝑓𝑦 (𝑥) + 𝜏.𝑙𝑜𝑔𝛼𝑦)

∑

𝑦′𝜖C 𝑒𝑥𝑝(𝑓𝑦′ (𝑥) + 𝜏.𝑙𝑜𝑔𝛼𝑦′ )
, (2)

where, 𝜏 is the temperature scaling parameter to re-weight the logit
adjustment loss. For simplicity, we set 𝜏 as 1. The model learns the
feature embedding, followed by the first classifier (head), which is op-
timized with the logit adjustment loss. We calculate the logit-adjusted
loss in a mini-batch since it is proven to be effective in handling
imbalanced data [33]. After optimizing the first classifier, the second
and first classifiers are optimized again with the cross-entropy loss.
With these two loss functions, each client learns the local model based
on the importance of the underlying class distribution, making the
global model more resilient to the non-IID distribution. Our pFL-IDS
optimizes the local model with the loss function 𝓁𝐿𝐴 + 𝓁𝐶𝐸 .

3.3. Server-side poisoned client detector

The poisoning attacks aim to reduce the performance of the in-
trusion detection model such that the model cannot protect the ICT
system. It is important to mitigate the influence of poisoned clients from
the global intrusion detection model. We proposed a poisoned client
detector at the server to identify potential poisoned clients and limit
their participation in the global intrusion detection model aggregation.
The detector first analyzes the last layer of all client’s models to
determine the model updates that are poisoned. According to [12,13],
the last-layer parameters of the poisoned model behave differently from
the non-poisoned model. Therefore, comparing the model’s last layer
provides sufficient information to distinguish the poisoned models.

Algorithm 1: Personalized federated learning-based IDS
with poisoned client detection

Input: Local dataset
{

𝐷1, 𝐷2,… , 𝐷𝑘
}

,
Clients 𝑘𝜖𝐾𝑡 = {1, 2,… , 𝑘},
Initial global model 𝑤𝑡−1 (𝑤0)

Output: Global model

Server executes:
for each round 𝑡 = 1, 2,… , 𝑇 do

for every client 𝑘𝜖𝐾𝑡 do
𝑤𝑡

𝑘 ←Client Update (𝑘,𝑤𝑡−1) #local model
#compute the weighted similarity value for clients
{

𝛿𝑘|𝑘𝜖𝐾𝑡
}

← PoisonDetector
(

𝑤𝑡
𝑘|𝑘𝜖𝐾𝑡, 𝑤𝑡−1)

#reweight and combine the client models
𝑤𝑡+1 ←

∑𝐾
𝑘=1

𝑛𝑘
𝑛
𝑤𝑡

𝑘 ∗ 𝛿𝑘 #global model
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Client Update (𝑘,𝑤):
𝐵 ← split local dataset into batches of size ∣ 𝐵 ∣
for local epoch 𝑖 from 1 to 𝐸 do

for batch 𝑏𝜖𝐵 do
𝑤 ← 𝑤 − 𝜂𝛥𝓁 (𝑤; 𝑏)

return 𝑤 to server

PoisonDetector
(

𝑤𝑡
𝑘|𝑘𝜖𝐾𝑡, 𝑤𝑡−1):

𝑤𝑡
𝑝𝑟𝑒 ←

∑𝐾
𝑘=1

𝑛𝑘
𝑛
𝑤𝑡

𝑘 #pre-computed global model
Let 𝛥𝑤𝑡

𝑘, 𝛥𝑤
𝑡−1, and 𝛥𝑤𝑡

𝑝𝑟𝑒 be the parameters of
the last layer of

{

𝑤𝑡
𝑘|𝑘𝜖𝐾𝑡

}

, 𝑤𝑡−1, and 𝑤𝑡
𝑝𝑟𝑒, respectively

#cosine similarity of pre-computed global and local model
{

𝛿1, 𝛿2,… , 𝛿𝑘
}

𝜖𝛿1𝑘 ← cos
(

𝛥𝑤𝑡
𝑝𝑟𝑒, 𝛥𝑤

𝑡−1 − 𝛥𝑤𝑡
𝑘

)

# identify the normal updates
{

𝛥𝑤ℎ
𝑛𝑐

}𝐻
ℎ=1 ← 𝛿1𝑘 < 0

#calculate cosine similarity
{

𝛿∗1 , 𝛿
∗
2 ,… , 𝛿∗𝑘

}

𝜖𝛿2𝑘 ← 𝑐𝑜𝑠
(

𝑚𝑒𝑑𝑖𝑎𝑛
(

{

𝛥𝑤̂ℎ
𝑛𝑐

}𝐻
ℎ=1

)

, 𝛥𝑤̂𝑡−1 − 𝛥𝑤̂𝑡
𝑘

)

#combine two similarity vectors
𝛿𝑘 = −𝛿2𝑘 + 𝛿1𝑘
𝛿𝑘 = 0 if 𝛿𝑘 < 0 # normalize the similarity score to [0,1]
𝛿𝑘 = 1 , otherwise
return

{

𝛿𝑘|𝑘𝜖𝐾𝑡
}

Since we aim to restrict the poisoned clients from the global model
aggregation, we need to identify them and limit their influence on
the global model. Therefore, we design the two-step client similarity
alignment, followed by reweighting, to detect the poisoned client. The
first similarity computation predicts the potentially normal clients.
Then, the normal centroid of the client model is computed from that
prediction, and the cosine similarity between the client models from
the forecasted normal centroid is calculated again. Next, these two
similarity scores are aligned and normalized into the range of [0,1].
Finally, the client models are reweighted by the normalized scores
during the global model aggregation. First of all, as soon as clients
upload the local models, the poison detector at server calculates the
pre-computed global model 𝑤𝑡

𝑝𝑟𝑒, which is the weighted average of all
local models as

𝑤𝑡
𝑝𝑟𝑒 =

𝐾
∑

𝑘=1

𝑛𝑘
𝑛
𝑤𝑡

𝑘, 𝑘𝜖𝐾𝑡, (3)

where, 𝑤𝑡
𝑘 is the local model of client 𝑘 and 𝐾𝑡 is the total number

of clients. After that, we calculate the cosine similarity between the
pre-global model and local models as
{

𝛿1, 𝛿2,… , 𝛿𝑘
}

= 𝑐𝑜𝑠
(

𝛥𝑤𝑡
𝑝𝑟𝑒, 𝛥𝑤

𝑡−1 − 𝛥𝑤𝑡
𝑘

)

, 𝑘𝜖𝐾𝑡, (4)

where 𝛥 indicates the last layer parameters of the neural networks
model and 𝑤𝑡−1 is the previous round global model. The intuition is
that the poisoned model should be similar to the pre-global model if the
poisoning attempt is successful, as all poisoned clients have the same
objective throughout the learning process. Since the cosine similarity
value is in the range of [−1,1], according to the above assumption, the
similarity values of poisoned clients will be closer to 1 than normal
clients. After putting a threshold on the similarity values, we separate
the clients into poisoned and normal groups. If the client similarity
value is less than 0, we define that client as normal, given by
{

𝑤ℎ
𝑛𝑐
}𝐻
ℎ=1 = 𝛿1𝑘 < 0, (5)

where 𝛿1𝑘𝜖
{

𝛿1, 𝛿2,… , 𝛿𝑘
}

and 𝐻 is the number of normal clients.
𝑚𝑒𝑑𝑖𝑎𝑛

(

{

𝛥𝑤̂ℎ
𝑛𝑐
}𝐻
ℎ=1

)

is the dimension-reduced centroid of normal
clients. After that, the angular deviations of local models from the
normal centroid are computed again by
{

𝛿∗1 , 𝛿
∗
2 ,… , 𝛿∗𝑘

}

= 𝑐𝑜𝑠
(

𝑚𝑒𝑑𝑖𝑎𝑛
(

{

𝛥𝑤̂ℎ
𝑛𝑐
}𝐻
ℎ=1

)

, 𝛥𝑤̂𝑡−1 − 𝛥𝑤̂𝑡
𝑘

)

, (6)

where 𝛿2𝑘𝜖
{

𝛿∗1 , 𝛿
∗
2 ,… , 𝛿∗𝑘

}

and 𝐻𝑎𝑡 sign refers to the dimension-reduced
parameters. The normal client will have a smaller angular deviation
from the centroid than the poisoned client.
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Table 2
Statistics of the mini-N-BaIoT dataset.

Type Number of samples

Mirai Scan
UDP
UDPplain
Syn
Ack

7,000
7,000
7,000
7,000
7,000

BASHLITE Scan
Junk
UDP
TCP
Combo

9,000
9,000
9,000
9,000
9,000

Benign 90,000

Table 3
Hyperparameters.

Neural network parameters

Local model 1DCNN
Number of conv layer 3
Kernel filters in each conv layer 256, 128, and 64
Number of fully connected layer 2
Number of units in each FC layer 32, 2
Activation function ReLU
Dropout 0.2
Optimizer SGD
Learning rate 0.001
Momentum 0.9
Batch size 64

Federated learning parameters

Number of clients 20
Local training epoch 4
Communication round 50

We aligned two similarities as 𝛿𝑘 = −𝛿1𝑘 + 𝛿2𝑘 and normalized it into
he range of [0,1] as follows:

𝛿𝑘 = 0, if 𝛿𝑘 < 0,

𝑘 = 1, otherwise.
(7)

inally, the local models are reweighted by the normalized similarity
cores, and the global model for the next round is computed by

𝑡+1 =
𝐾
∑

𝑘=1

𝑛𝑘
𝑛
𝑤𝑡

𝑘 ∗ 𝛿𝑘, 𝑘𝜖𝐾𝑡. (8)

The detail procedure of our proposed model is shown in Algorithm 1.

4. Evaluation

We evaluated the performance of our pFL-IDS with the N-BaIoT
dataset and compared it with several state-of-the-art approaches to
investigate the effectiveness of the proposed method. The detail of
the dataset, experiment setting, and behavior of poisoning attacks are
provided in this section.

Experimental environment : We evaluated the proposed model from the
client side. All the experiments are conducted with the PyTorch frame-
work and executed on the PC with Intel Core i7-10750H CPU @
2.60 GHz, 64 GB RAM.

Dataset : The experiment was performed on the publicly available N-
BaIoT dataset [18], which is a collection of network traffic from nine
commercial IoT devices infected with Mirai and BASHLITE. The dataset
has more than 70 million traffic samples, each with 115 features. The
dataset has two traffic categories for binary classification (i.e., benign
and attack) and 10 sub-categories of attack carried by Mirai and BASH-
LITE. Since the original dataset has millions of data records, training
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such a large dataset requires expensive computational resources and
higher time complexity. Therefore, we construct a small dataset from
the 11 classes of the 9 IoT devices from the original dataset. We take
1000 traffic records per attack class from each device to build the
mini-size N-BaIoT dataset. For example, for the benign class, we select
10,000 traffic data in each device. After combining all the selected
traffic records, a mini dataset of 170,000 traffic samples is obtained,
as shown in Table 2. We divided the mini-N-BaIoT in the ratio of 70 to
30 for the train and test datasets. The training dataset was distributed
among the number of participating clients, and the test dataset was
used to measure the performance of the federated intrusion detection
model. In the practical federated learning scheme, the number of clients
is large, and to simulate this situation, we further partition the training
dataset according to the total number of clients. We set the total
number of clients used in the experiment as 20. This way of dividing a
dataset to mimic the multiple clients has been a well-known approach
in the federated learning literature. The hyperparameters used in the
experiment are shown in Table 3.

Data distribution: The training dataset is further partitioned for 𝑁 clients
to mimic the setting of federated learning. Depending on the data
distribution mode (i.e., IID or non-IID), we sampled the client’s local
dataset from the training dataset. In the experiment, the total number
of clients is 20, and it is assumed that all clients train locally at every
round. The following data distribution scenarios are experimented as
follows:

1. Non-IID: Dirichlet distribution with 𝜂 = 0.1
2. Non-IID: Half of the clients have only benign samples and the

rest have only attack samples
3. IID: Benign 50%, Attack 50%

In the case of IID, the number of benign and attack samples in the
dataset is the same. Non-IID scenario 1 is simulated by the Dirichlet
distribution with 𝜂 = 0.1. In non-IID scenario 2, we omitted the attack
samples for half of the clients, since the ratio of benign traffic is much
larger in the real world and not all IoT devices are compromised. For
scenarios 1 and 3, the total number of samples per client is fixed at
1000. For scenario 2, 500 samples are apportioned to the client that
has only benign samples, and 1000 samples are employed for the rest
of the clients.

Poisoning Attack Setting : The behaviors of three label flipping attacks
and two model update poisoning attacks are examined. We assumed
that the malicious client is at 30% of the total clients to compare pFL-
IDS with other baseline methods. Therefore, in the experiment settings
of the trimmed mean and multi-Krum, we set the trim ratio 𝛽 as 0.3
and the poisoned client 𝑓 as 5. For model update scaling attacks, the
gradients are multiplied by a factor of −1. Similarly, all gradients of the
poisoned models are replaced by a factor of −3 to simulate the same
global model attack.

Evaluation metrics: We computed the number of true positive (TP),
true negative (TN), false positive (FP), and false negative (FN). FP
indicates the number of normal data incorrectly classified as an attack,
while FN represents the number of attack samples incorrectly classified
as normal. TN and TP denote the number of normal or attack data
that were accurately classified. Based on these values, the evaluation
metrics, such as precision, recall, and F1 are computed. We also cal-
culated the attack success rate (ASR) to measure the accomplishment
of the poisoned clients based on their attack objective. If the attack is
successful, ASR is 1 (i.e., the global intrusion detection model outputs
the target class as desired by the poisoned client instead of the source
class); otherwise, it is 0. ASR for label-flipping attacks and model
update poisoning attacks are computed as

ASRlf =
Testtarget class
Testsource class

, ASRmp =
FP + FN

Total test samples
. (9)

Keeping ASR as low as possible while maintaining good performance
for the intrusion detection system is necessary for it to become an
effective defense mechanism against poisoning attacks.
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Table 4
Evaluation of Non-IID data (scenario 1). The attack ratio is 30%. The best results are bolded.

Poisoning attack Metrics FedAvg Median Trimmed mean Multi-Krum FL-Defender Ours

None Accuracy
F1
ASR

0.9909
0.9904
–

0.9794
0.9778
–

0.9859
0.9849
–

0.9885
0.9879
–

0.9823
0.9810
–

0.9822
0.9809
–

Benign Accuracy
F1
ASR

0.9857
0.9850
0.0267

0.4706
0.6400
1.0000

0.4706
0.6400
1.0000

0.4706
0.6400
1.0000

0.4706
0.6400
1.0000

0.9511
0.9457
0.0066

Label-flipping Attack Accuracy
F1
ASR

0.9281
0.9179
0.1460

0.5294
0.0000
1.0000

0.9443
0.9375
0.1123

0.7479
0.6359
0.5321

0.5294
0.0000
1.0000

0.9613
0.9575
0.0741

Both Accuracy
F1
ASR

0.8378
0.8316
0.1622

0.4706
0.6400
0.5294

0.9723
0.9700
0.0277

0.4706
0.6400
0.5294

0.4706
0.6400
0.5294

0.9598
0.9558
0.0402

Model Scaling Attack Accuracy
F1
ASR

0.4706
0.6400
0.5294

0.4706
0.6400
0.5294

0.4706
0.6400
0.5294

0.4706
0.6400
0.5294

0.9776
0.9759
0.0224

0.9642
0.9607
0.0358

Same Model attack Accuracy
F1
ASR

0.4706
0.6400
0.5294

0.7367
0.6117
0.2633

0.9537
0.9531
0.0463

0.9902
0.9896
0.0098

0.5294
0.0000
0.4706

0.9651
0.9618
0.0349
Table 5
Evaluation of Non-IID data (scenario 2). The attack ratio is 30%. The best results are bolded.

Poisoning attack Metrics FedAvg Median Trimmed mean Multi-Krum FL-Defender Ours

None Accuracy
F1
ASR

0.9786
0.9771
–

0.7445
0.6275
–

0.7807
0.6979
–

0.7782
0.6934
–

0.5294
0.0000
–

0.9871
0.9864
–

Benign Accuracy
F1
ASR

0.9567
0.9560
0.0811

0.8544
0.8184
0.0060

0.9658
0.9628
0.0110

0.8646
0.8352
0.0146

0.8190
0.7627
0.0024

0.9891
0.9885
0.0131

Label-flipping Attack Accuracy
F1
ASR

0.7610
0.6609
0.5051

0.5294
0.0000
1.0000

0.5294
0.0000
1.0000

0.6369
0.3749
0.7686

0.5294
0.0000
1.0000

0.9885
0.9878
0.0098

Both Accuracy
F1
ASR

0.7743
0.6883
0.2257

0.6405
0.3850
0.3595

0.7075
0.5510
0.2925

0.6810
0.4905
0.3190

0.9721
0.9697
0.0279

0.9893
0.9886
0.0107

Model Scaling Attack Accuracy
F1
ASR

0.6715
0.4667
0.3285

0.5294
0.0000
0.4706

0.5297
0.0011
0.4703

0.7046
0.5454
0.2954

0.9549
0.9501
0.0451

0.9915
0.9910
0.0085

Same Model attack Accuracy
F1
ASR

0.5294
0.0000
0.4706

0.6639
0.4465
0.3361

0.8249
0.7724
0.1751

0.8605
0.8284
0.1395

0.5294
0.0000
0.4706

0.9842
0.9833
0.0158
4.1. Results

To demonstrate the effectiveness of our proposal against the poison-
ing attacks on imbalanced data, the experiment was performed on three
data distribution scenarios, and the results are presented in Tables 4,
5, and 6. We compared our pFL-IDS with FedAvg, coordinate-wise
median, trimmed mean, multi-Krum, and FL-Detector. Moreover, the
behavior of different kinds of poisoning attacks on non-IID data was
also investigated. When the data are IID, most models performed well
except the FedAvg for same model poisoning attack. Multi-Krum, FL-
Defender, and our pFL-IDS can defend against all poisoning attacks
and achieve comparable performance in all evaluation metrics. The
experimental results for IID data are presented in Table 6.

The behavior of poisoning attacks on non-IID data (scenario 1)
We sample the non-IID dataset using Dirichlet distribution with

𝜂 = 0.1. We choose 𝜂 = 0.1 to simulate extremely imbalanced data.
The Dirichlet distribution is commonly used in previous studies [12,13]
to sample the non-IID distribution for federated learning. When there
is no attack, all models achieved a remarkable accuracy and F1 score.
However, in comparison with the IID data, the accuracy dropped about
1% in pFL-IDS . As shown in Table 4, the proposed model has an
excellent performance for all poisoning attacks and has a low ASR
value.The trimmed mean and FedAvg is the second best models, which
can defend 3 out of 5 poisoning attacks. The FL-Defender, multi-Krum,
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trimmed mean and coordinate-wise median cannot absolutely defend
against the benign label-flipping, with an ASR of 1 indicating that the
attacker’s goal is 100% achieved. Similarly, 100% attack success rate
is also observed in the attack label-flipping against the FL-Defender
and coordinate-wise median. For model scaling attack, FedAvg, me-
dian, trimmed mean and multi-Krum have an F1 score of 0.64 with
a 0.4706 accuracy. This situation means that the intrusion detection
model cannot classify the benign label at all (i.e., false alarms will
continuously raise). The similar false alarm situation is also discovered
in the same model poisoning attack against FedAvg. Meanwhile, our
pFL-IDS can defend against both model poisoning attacks with 2-3%
accuracy difference from the situation where no poisoning attacks are
occurred.

The behavior of poisoning attacks on non-IID data (scenario 2)
In this scenario, the labeled attack samples were absent in half

of the clients. Considering not all IoT devices are compromised and
the labeled attack samples are scarce, the assumption of not having
the attack samples in all client’s devices is aligned with reality. The
empirical results in Table 5 indicated that our model has superior
results compared to all baseline methods. Even when there are no
poisoning attacks, only FedAvg and our model perform well, while
the accuracy of the three robust aggregators drops substantially. FL-
Defender has the worst accuracy and F1, with the F1 score being
close to zero (i.e., the model cannot classify almost all of the attack
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Table 6
Evaluation of IID data. The attack ratio is 30%. The best results are bolded.

Poisoning attack Metrics FedAvg Median Trimmed Mean Multi-krum FL-Defender Ours

None Accuracy
F1
ASR

0.9904
0.9898
–

0.9815
0.9802
–

0.9870
0.9861
–

0.9896
0.9890
–

0.9847
0.9838
–

0.9894
0.9888
–

Benign Accuracy
F1
ASR

0.9892
0.9886
0.0203

0.9895
0.9888
0.0105

0.9852
0.9844
0.0201

0.9886
0.9879
0.0094

0.9881
0.9874
0.0097

0.9904
0.9899
0.0111

Label-flipping Attack Accuracy
F1
ASR

0.9329
0.9235
0.1385

0.8515
0.8135
0.3120

0.9685
0.9657
0.0600

0.9876
0.9869
0.0113

0.9893
0.9886
0.0145

0.9890
0.9883
0.0099

Both Accuracy
F1
ASR

0.9271
0.9164
0.0729

0.9802
0.9787
0.0198

0.9786
0.9769
0.0214

0.9887
0.9880
0.0113

0.9886
0.9878
0.0114

0.9877
0.9871
0.0123

Model Scaling Attack Accuracy
F1
ASR

0.9453
0.9386
0.0547

0.9628
0.9592
0.0372

0.9662
0.9630
0.0338

0.9877
0.9870
0.0123

0.9876
0.9868
0.0124

0.9885
0.9879
0.0115

Same Model attack Accuracy
F1
ASR

0.4706
0.6400
0.5294

0.9831
0.9819
0.0169

0.9879
0.9871
0.0121

0.9894
0.9887
0.0106

0.9894
0.9887
0.0106

0.9897
0.9891
0.0103
Fig. 3. The accuracy and F1 of pFL-IDS with different ratios of malicious client.
samples). This phenomenon is due to having only benign samples in
some clients, making the FL-Defender wrongly identify the clients with
both samples as anomalous, consequently reducing their influence on
the global model. Therefore, the resulting global model has little or no
knowledge of the attack samples and cannot classify the attack samples.
When flipping the label of benign samples as an attack, all baseline
models can defend the attack to a certain extent. When attack labels
are flipped as benign, besides FedAvg, multi-krum and our model, the
rest of the models have an ASR of 1, implying the goal of the poisoned
clients is successfully achieved. In model update scaling attacks, the
attack success rate of all baseline models except FL-Defender is pretty
high, especially 47% ASR and an F1 score close to zero are observed
in median and trimmed mean models. This means that the model
classified all testing samples as benign, and thus, it cannot detect
the intrusion attack samples at all. This situation is the worst as the
objective of the intrusion detection system is to classify the attack
samples as much as possible while keeping a low false positive rate.
For the same model poisoning attack, the aforementioned behavior
is observed in FedAvg and FL-Defender, and the rest of the baseline
models can protect against poisoning to some extent. However, only
our methods can effectively protect against all poisoning attacks with
excellent performance while preserving a good accuracy and keeping
the ASR as low as possible.

4.2. Discussion

As the robust aggregators (i.e., median, trimmed mean, multi-Krum)
are designed to work with the IID data, they cannot defend against
poisoning attacks when the data are non-IID. As the trimmed mean
190
and multi-Krum must predefine the ratio of the malicious attackers,
performance degradation could happen if the predefined ratio is less
than that of the attackers. FL-Defender can correctly detect and migrate
the influence of the poisoned clients in the IID mode; however, it cannot
protect against all poisoning attacks in non-IID mode, particularly if one
class is missing in the client local dataset, as shown in our experimental
setting. Due to the client global optima drift phenomenon in non-
IID data, the poisoned client detector of FL-Defender may wrongly
recognize the benign model as the poisoned model (i.e., caused by
client drift). As our pFL-IDS is customized to handle imbalanced data,
it works well with non-IID data, and the empirical results are presented
in Tables 4, 5, and 6.

Impact of different percentages of poisoned clients: The previous studies for
poisoning attacks assumed that the portion of the compromised clients
is less than 50%, with the poisoned client range of 10%–25% being
the most studied one. Accordingly, our study adopted that assumption
(<50%). To examine to which extent our pFL-IDS is resilient to poi-
soning attacks, we first stress-test with a higher ratio of the poisoned
clients, and we found that pFL-IDS can withstand up to 30% of poisoned
clients for all poisoning attacks with a low attack success rate as shown
in Tables 4, 5, and 6. The other defense methods collapse in some
poisoning attacks compared to ours, especially apparent in non-IID
cases. Even though it is desirable to implement a robust model which
can defend as many poisoned clients as possible, having more than
20%–30% of malicious clients in actual practice is rare. Since our model
experiments with a few clients (just 20), 30% malicious clients means
compromising only six clients. However, in large-scale IoT scenarios
with millions of clients, even if the attacker poisons just a tiny fraction
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of clients, the attacker needs to compromise many clients. This situation
is somewhat impractical and unlikely to happen in the real world. The
impact of the different ratios of the poisoned clients for label-flipping
and model poisoning attacks is illustrated in Fig. 3. When the poisoning
ratio reaches 40%, our model cannot defend against the same model
poisoning attack despite being resilient to other poisoning attacks. In
principle, our pFL-IDS can protect up to 30% of the poisoning attacks
while achieving excellent results for all evaluation metrics.

Support on large-scale IoT devices: Our proposed model is designed
or cross-silo federated learning where the client number is usually
mall, and each client has sufficient computing power. Thus, in the
xperiment, we set the total number of clients as 20 and allowed every
lient to participate in one communication round. However, for large-
cale IoT devices, this full participation assumption is infeasible as the
erver needs to communicate with a large number of IoT devices in
ach round, which can cause significant communication overhead and
omputation at the server. Especially since the server needs to wait
or all clients to finish uploading the local model to generate a global
odel, if some clients are struggling to complete the model training,

he server needs to wait indefinitely. To support large-scale IoT devices
ith our method, we can apply the client selection procedure to choose
fraction of the total clients to train in one round. This kind of client

election is commonly utilized in the existing literature. Moreover, to
eal with the clients that cannot upload the models in the specified
eriod, we can consider dropping those clients to avoid further delay.
urrently, both issues (client selection and handling of the straggling
lients) are being vigorously studied in the research community, and
e also hope to contribute improvement in that direction in our future
ork.

urther discussion on the recent advancement in the Neural Networks:
A suitable neural network architecture for a specific learning task is
vital in building a good model. Our proposed method uses 1DCNN
as a local model due to its superior performance in the analysis of
the time series domain, especially on one-dimensional data. Although
our current model can detect the IDS tasks with reasonable accuracy,
we can further explore more neural networks to maximize the pre-
diction performance. For example, a recent study [34] proposed a
deep spatiotemporal model by combining two-dimensional CNN and
LSTM to associate data’s spatial and temporal dependencies. In this
model, CNN extracts the spatial features, and LSTM finds the temporal
relationships to improve the model performance. Likewise, [35] pro-
posed a differentially private tensor-based recurrent neural network
to protect against privacy leakage in IoT systems and demonstrated
that the proposed approach could preserve the leakage of confidential
information in IoT data. Both [34,35] applied their proposed methods
in the decentralized learning scenarios, and perhaps, extending those
models to the context of federated learning-based IDS can be exciting
and meaningful research directions.

5. Conclusion

In this study, we designed a robust federated learning-based pFL-
IDS to detect poisoning attacks for non-IID data. The empirical results
revealed that the malicious client can degrade the IDS model per-
formance, which is severe if the clients have non-IID data. As real
world IoT IDS datasets are undoubtedly imbalanced, we proposed a
personalized IDS approach for local model training in addition to
the malicious client detector at the server to combat the poisoning
attacks and the non-IID data. With the extensive experiment conducted,
we demonstrated that pFL-IDS is effective in defending against both
poisoning attacks regardless of the data distribution of the client.
Moreover, the empirical results demonstrated that pFL-IDS outperforms
all baseline methods on non-IID data and prove that it can work well
191

with both IID and non-IID data.
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