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In the contemporary digital era, the significance of web and application security has been
magnified by the surge in internet usage. This increase enhances connectivity and elevates the
potential for cyber threats. Various system vulnerabilities present opportunities for cybercriminals to
launch attacks such as injection attacks, drive-by-downloads, and cross-site scripting. These attacks
are executed either by inserting harmful code into websites and applications or exploiting existing
source code weaknesses. The examination of source code is crucial in countering these threats. It
involves identifying harmful elements and vulnerabilities within the code. However, existing
methods often need to fully assess the practical functionality of the code, which is vital for
understanding its true purpose and potential threats.

This dissertation proposes an innovative approach to source code analysis, focusing on its
structure. An accurate assessment of the code's intent and functionality can be achieved by
examining how different parts of the code are organized and interact. Incorporating artificial
intelligence (AI) in this process aids in a deeper analysis of the structural elements, providing
insights into the underlying semantics of the code. The objective of this dissertation is mainly
explained into three chapters, each describing a different aspect of this structured analysis, showing
how this method can provide a better understanding of source code and improve security.

In Chapter 2 of the dissertation, a detailed study emphasizes the significance of
structure-based features in enhancing the detection of malicious web pages. This study advances the
understanding of web page content, specifically focusing on JavaScript, by extracting structural
features from the source code. These features provide deeper insights into the logic of the web page,
helping to determine whether it involves malicious or benign activities.

The study introduces a novel structure-based feature combined with other features
previously identified in related research. This integration of new and existing features significantly
improves the performance of machine learning systems in detecting malicious web pages, as
demonstrated by the experimental results. The study identifies the most practical combination of web
page features that achieve optimal accuracy in detecting malicious content, regardless of whether the
web page contains JavaScript.

Furthermore, the study analyzes the influence of different feature categories on detection
performance. The newly proposed structure-based feature is found to have the highest influence
compared to other categories. This influence remains consistent across different cluster groups of
web pages, with the proposed feature consistently ranking highest in impact.

However, the study acknowledges certain limitations. One essential limitation is that the
proposed method focuses on individual web pages without considering their interrelationships,
which could be crucial in identifying linked malicious activities. Future research is recommended to

extend beyond single web pages, exploring connections between multiple pages to provide a more
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comprehensive understanding of web-based threats. Additionally, the study suggests the need for
real-world implementation to evaluate the actual performance of the proposed method.
Implementing the method as a browser plugin could allow for real-time data collection, feature
extraction, and model application, enhancing the practical utility of the research. The study
recognizes the potential challenge of adversarial attacks, especially given the reliance on machine
learning models. It highlights the need for ongoing research and development to ensure the
robustness and effectiveness of the proposed detection method in the face of evolving cyber threats.

Chapter 3 of the dissertation focuses on detecting malicious JavaScript, introducing a novel
structure-based analysis method utilizing Graph Neural Networks (GNN). This approach is designed
to analyze the complete structural representation of source code through its graph representation.
The primary goal is to enhance detection performance by applying a deep learning model to this
structure-based analysis.

JavaScript code is converted into an Abstract Syntax Tree (AST), a structure commonly
used in the compilation process of JavaScript engines. The GNN in this approach extracts structural
features from the AST graph, considering the attributes of individual nodes. It is achieved through
neural message passing and neighborhood aggregation, allowing the method to encode both the local
structure and the node attributes of the AST graph. This dual focus helps in capturing the semantic
meaning of the source code and identifying unique structures within the AST representations. The
effectiveness of this method is demonstrated through extensive experiments on two different datasets,
achieving high accuracy scores of 99.4% and 96.92%. These results highlight the method's
capability in detecting various types of malicious JavaScript, with over 81% success in identifying
different attack types and showing a significant performance improvement, particularly in detecting
JS-Droppers, compared to sequence-based approaches.

The study also observes that the AST graph structure effectively represents the semantic
meaning of the code, with distinct patterns and signatures that the proposed method can capture.
However, there are limitations to this approach. One significant limitation is its sensitivity to
flow-based obfuscation, meaning that its effectiveness depends on the techniques encountered during
training. It could pose challenges in detecting novel obfuscation methods attackers use, including
zero-day attacks. Another critical aspect is the need for reliable, accurately labeled datasets that
realistically mimic actual attacks. Datasets that do not adequately represent real-world scenarios
could negatively impact the performance of the detection model. These limitations present
opportunities for further research and improvements in the field.

Chapter 4 of the dissertation delves into detecting vulnerabilities in source code, particularly
focusing on the C/C++ programming languages widely used in software development. Recognizing
the complexity and context-sensitive nature of many code vulnerabilities, the study proposes a more

nuanced graph representation approach.
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Traditional structure-based representations are often insufficient to capture the intricacies of
source code vulnerabilities. These vulnerabilities often depend on specific contextual factors, such as
variable names and data types, which are crucial for accurately identifying potential security issues.
To address that, the study introduces an enhanced method of representing source code called
ContextCPG (Contextual Code Property Graph). This novel representation incorporates detailed
information about each node in the graph, including names and data types.

ContextCPG is designed as a multi-relational graph encompassing three types of edges. A
Relational Graph Convolutional Network is employed to process this complex structure effectively.
This network is adept at capturing the comprehensive information presented in ContextCPG,
considering the distinct types of edges. Such an approach ensures that the learning process avoids
overlapping, thereby maintaining the integrity of the final representation of each node.

The research demonstrates that combining structure-based analysis with natural language

processing (NLP) techniques improves performance in detecting three common source code
vulnerabilities: buffer overflow, invalid input, and use-after-free. Including contextual information
enhances the CPG representation and can improve other types of graph representations.
However, the study acknowledges a significant limitation in this new representation: its inability to
handle obfuscation effectively. This sensitivity is particularly pronounced when the source code
contains unfamiliar words or characters, often occurring when developers use randomization or
obfuscation techniques to protect their code from reverse engineering. While obfuscation may have
less impact on purely structural representations, its influence becomes more evident when detailed
contextual information is incorporated into the graph. This limitation highlights the need for further
research to refine the ContextCPG approach and enhance its resilience against such obfuscation
techniques.

In conclusion, this dissertation proposes a structure-based analysis approach to source code,
offering significant advancements in the security of web and software applications. By focusing on
the structural aspects of source code, this research contributes to a deeper understanding of potential
vulnerabilities and malicious activities within web and application environments. The use of GNN
for detecting malicious JavaScript, incorporating structure-based features for identifying malicious
web pages, and the innovative ContextCPG model for vulnerability detection in C/C++
programming languages collectively demonstrate the efficacy of this approach. Each of these
methodologies leverages the structural nuances of source code, enhanced by integrating Al
techniques, to achieve more accurate and reliable detection of security threats.

This dissertation presents a new perspective in source code analysis and signifies a
substantial contribution to Al in web and application security. It paves the way for developing more
sophisticated, automated detection systems capable of responding to the evolving landscape of cyber

threats. The insights and methodologies presented here could serve as a foundation for future
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research to continually improve the robustness and effectiveness of security measures in the digital

domain.
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