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Section 1

Introduction

1.1 Background

The development of information and communication technology has enabled
electronic devices around us to communicate a lot of information via the Internet. By
storing, analysing and utilising these information, an advanced information and
telecommunication society is being created to create new value and enrich people's
lives. The vast amounts of data used here not only contain sensitive information such
as personal data, but also are indispensable for the operation of services.

In order to use the convenient advanced information and telecommunication
society without worry, it is essential to protect these data. The use of cryptography to
ensure security of these data is drawing attention. The difficulty of stealing secret
information from ciphertext generated by cryptography has been assessed by experts,
and a list of secure cryptographic algorithms has been released.

However, even if a cryptographic algorithm's security has been guaranteed, there
is the threat of physical attacks that exploit implementation vulnerabilities once
implemented in an electronic device as a cryptographic module. Physical attacks
include methods that analyse the electromagnetic waves emitted from the electronic
device during the encryption operation (Side-channel attack, SC attack) and methods
that inject disturbances into the electronic device from outside (Fault injection attack,
FI attack). These attack methods have only been a field of research, but in recent
years, cases of attacks on real products have been reported, and these attack have
become a real threat. However, the threat of such physical attacks is not increasingly
recognised and many products do not have enough tolerance against physical attack.

SC attacks, which exploit secret information by analysing SC information such as
current consumption and electromagnetic waves generated as a side effect of the

operation of cryptographic circuits, are relatively cheap and easy to attack. Therefore,
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SC attacks are serious threat among physical attacks. Countermeasures against SC

attacks are highly required.

1.2 Thesis outline

This paper discusses countermeasure techniques for suppressing SC leakage in
chip-package systems, where the functions required for a system containing one (or
more) chip and package are integrated and realised. In order to counter SC leakage, it
is important to have an accurate understanding of the behaviour of power supply (PS)
noise, which is the cause of side-channel leakage, and to develop countermeasure
techniques. Therefore, this thesis reports the realisation of SC leakage
countermeasures at the chip-package system level using three technologies:
high-resolution evaluation technology for the PS noise that causes SC leakage [1],
packaging technology to suppress SC leakage [2], and countermeasure technology
based on SC leakage simulation [3,4]. The summary of these technologies are shown
in Fig. 1-1. Previous works have reported on circuit and architecture level
countermeasure technologies. However, a complete countermeasure technology has
not been identified, and it is important to achieve a high security level by combining
countermeasures at the circuit level, architecture level, and package level. Therefore,
this paper aims to contribute to a higher level of security for Chip-Package System
Level side-channel leakage countermeasures by proposing techniques for each layer,

as illustrated in Fig. 1-2.

Sec. 2: High resolution evaluation of Sec. 3: Packaging technology for|
Chip-package system noise causing SC leakage [1 p countermeasure
— 4 T\ e against SC leakage [2]
Package  IC Chip RANERN Z

Simulation techniques for countermeasure

_| against SC leakage

[ SC leakage modeling (Simulation) ]— - " Sec. 4: Crypt. core level evaluation [3]
' Sec. 5: SoC level evaluation [4]

SC leakage model (Crypt. core level and chip level)

Fig. 1-1 Overview of this thesis.
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¥

Chip-Package System Level
Countermeasure Methodologies
against Side-Channel Leakage Problems

Fig. 1-2 Approaches in this paper for enhancing tolerance against

Side-Channel Attacks at the Chip-Package System Level

First, as a high-resolution evaluation technique for PS noise that causes SC
leakage, dynamic voltage drop waveforms in large-scale devices such as
system-on-chip (SoC) and three-dimensional integrated circuits (3D-IC) were
evaluated using on-chip monitor circuits and simulation. Accurate PS noise
waveform acquisition using an on-chip monitoring (OCM) circuit resulted in a high
degree of correlation between the number of switching nodes in the chip calculated
from the acquired PS noise waveform and the number of switching nodes calculated
in advance using logic simulation. This technique contributes to understand the
behaviour of PS noise in cryptographic circuits, which is a source of side-channel
leakage. It can also be applied to the diagnosis of circuits that consume power by
generating toggles in the background without generating signal outputs in order to
flatten and stabilise the PS. An IR-drop-based power-domain scenario-based testing
and in-field diagnosis technique using OCM circuits is presented in Sect. 2.

As a packaging technology to suppress SC leakage, a PS noise suppression
technology, that applies a PS network with backside buried wiring to a
three-dimensional stacked chip, was proposed in Sect. 3. The backside buried wiring
is a technology to reduce PS noise by forming a PS network using backside buried
wiring. Cu wiring PS network is embedded in the backside of the silicon substrate
and thereby realises low parallel wiring resistance and parasitic capacitance between
the backside buried wiring and the silicon substrate. The proposed method suppresses
dynamic voltage drop and achieves a reduction of approximately 59% in voltage
fluctuations. The SC leakage suppression effect of this noise reduction effect was

evaluated using a t-value representing statistical significance, and it was confirmed
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that side-channel leakage was suppressed by a factor of 14 compared to the
conventional implementation.

Next, as simulation techniques for side-channel leakage suppression, a highly
accurate transistor-level SC leakage simulation method for cryptographic core
analysis and a simulation method for large-scale circuits that achieves high speed
without compromising accuracy were developed. SC leakage simulation is very
important because it enables SC leakage evaluation before manufacturing and
immediate revision if the desired SC leakage tolerance is not reached. However, at
present, it has not reached a practical level due to issues with the accuracy and speed
of the simulation. Therefore, in order to perform accurate simulation at the
cryptographic core level, we discovered the problem of false detection of
side-channel leakage evaluation by simulation at the transistor level and developed a
simulation method to avoid false detection in Sect. 4. In addition, for SoC-level
simulation, we proposed a simulation method to increase simulation speed while
maintaining accuracy, as the simulation time has been increasing due to the recent
increase in circuit size in Sect. 5.

Finally, as a business plan to utilise these technologies, the commercialisation of
physical attack resistance evaluation technology using simulation was discussed in
Sect. 6. Based on the social background and customer issues, a semiconductor
integrated circuit (IC) chip design business with cryptographic modules equipped
with high physical attack resistance was proposed and the business environment of
the proposed business was analysed. The analysis revealed that at the current stage,
when the threat of physical attacks is not strongly prevalent, it is very important to
make customers aware of the threat of physical attacks at the business start-up stage.
Once the threat has been successfully made aware and the first customers have used
the service, the scale of the business can then be expanded through continuous
research and development of simulation technology and raising the barriers to entry

for new customers.



Section 2

High resolution on-chip power noise

evaluation technique

2.1 Introducion

In IC-testing, test stimuli are sent to the inputs of the IC and its responses are
compared with the expected responses by the test equipment. Automatic test pattern
generator (ATPG) generates test stimuli. Traditional test generation approaches treated
the entire IC as a single unit for the ATPG. The huge gate counts of today's digital
circuits, especially SoCs and 3D-ICs, make traditional test generation approaches
difficult. Therefore, nowadays, most SoCs and 3D-ICs are tested using a modular test
approach [5]. Here, individual modules making up SoC/3D-IC (e.g. memory, processor,
I/O interfaces) are tested separately.

ATPG has traditionally tried to maximise fault coverage per a test pattern and
minimise the number of test patterns required, by cramping as much switching as
possible into each test pattern, so that the corresponding test application time. As a result,
switching activity during IC-testing is significantly higher than during functional
operation [6]. To avoid excessive dynamic voltage drop caused by switching activity of
the circuits during IC-testing, most ATPG tools support the generation of low power test
patterns. However, when we use low-power ATPG without considerations, low-power
ATPG is effective only for the modules under test (MUTS) [6]. One way to avoid (almost)
random test stimuli for neighbour modules is gating scan chains or clock signals to shield
neighbours. However, this will provide too optimistic test conditions and may lead false
positives [7]. Therefore, authors in [6] propose to use an embedded programmable toggle
generator (ePTG) to create realistic test conditions.

Recent SoC very large scale integration (VLSI) chips utilize embedded toggle
generators to achieve various goals. These include (1) stabilizing voltage variations in the

PS network of high-bandwidth wireline circuits [8], (2) emulating background switching
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activity during IC-testing to create realistic test conditions [6], and (3) equalizing PS
noise to enhance resiliency against power SC attacks [9]. These circuits are designed to
consume intended power without producing direct outputs. In many-core heterogeneous
architectures, some functional blocks within SoC VLSI chips must be completely
deactivated to stay within the overall power budget. These deactivated areas, referred to
as 'dark silicon' [10], change locations within the chip over time, based on the processing
contexts.

It is difficult for traditional function-based testing to confirm the proper operation of
the circuits without digital outputs. A mechanism that verifies the correct number of
toggles in circuits without digital outputs, complementing the traditional function-based
testing approach, is needed. Some previous works explored the integration of testing,
on-chip monitoring, and PS noise analysis. In [11] and [12], authors mention the
importance of monitoring PS noise during testing and show the results of both IR-drop
simulation and measurement. These systems are capable of analyzing PS noise over
multiple clock cycles. However, they are not suited for evaluating the toggle count within
a single clock cycle. And also, there is no detailed comparison between the predicted
switching count and the observed IR drop. SoC designers take into account both average
and dynamic IR drops for timing closure and mitigating crosstalk noise.

This section introduces IR-drop-based power-domain scenario-based testing and
in-field diagnosis technique using OCM circuits. It enables the precise estimation of the
number of toggled gates by analyzing the dynamic IR-drop waveforms at the PS nodes of
each power domain individually powered by a micro voltage regulator module (WVRM).
This technique realizes an in-place detailed evaluation of toggles among the granularly
defined power domains in SoC chips.

Various on-chip PS and substrate noise measurement techniques have been reported
for different purposes in existing literature. A technique using built-in current sensing to
detect faulty transistors in analog circuits is discussed in [13]. Another method visualizes
dynamic IR drop distribution in a microprocessor and links them to fault mechanisms
[14]. These on-chip measurements have significantly contributed to the precise
understanding of PS noise and interference mechanisms. However, this paper focuses on
the use of OCM for scenario-based testing and in-field diagnosis of power domains in
circuit blocks without visible outputs, which is suitable for SoC VLSI chips with granular

power managements.
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2.2 Dynamic power-supply monitoring
2.2.1 General architecture of toggle pattern generation

As shown in Fig. 2-1(a), an SoC VLSI chip comprises several power domains for its
functional cores. Each of these domains is managed by a uVRM at a direct current (DC)
voltage level of Vpp to meet required operational performance and to isolate one power
domain from other domains. Within a power domain, there might be an ePTG [6],
designed to generate on-chip switching activities at programmable levels set by the user.
The toggle generation program is digitally encoded and pre-stored in the status registers
of ePTG. Although there is no digital output, power supply current, Ipp, is consumed and
leads to a dynamic IR drop. Additionally, the chip is equipped with OCM functions for

waveform capturing and processing.

PCB
SoC
Vooio ot T
HVRM
+ + o
HVRM
+ + o]
HVRM
.t +)
HVRM
Vss
Diagnosis

Fig. 2-1 SoC VLSI chip with multiple power domains
includes ePTG and OCM for PS diagnosis[16]. (© 2021 IEEE)

The input channel of OCM is interconnected with the power (Vpp) and ground (Vss)
rail to capture waveforms of dynamic IR drops. These captured waveforms are
subsequently processed and assessed in the following IR-drop based toggle diagnosis
process. To probe and diagnose targeted power domains, the OCM is equipped with
multiple input channels.

The ePTG's function is to regulate the PS current to a predetermined level of power
consumption or to stabilize the PS current to avoid fluctuations of PS voltage. As shown
in Sec. 2.1, this intentional toggle generation is utilized for various purposes in SoC
VLSI chips [8][9][11]. For the purpose of generality, the ePTG is selected as a MUT

which can controll switching activity within the logic gate cells.
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2.2.2 On-chip monitor circuit
In the targeted power domain, the OCM captures the PS voltage waveforms. As

shown in Fig. 2-2, the OCM circuits comprise a source follower (SF) to sence voltage
level at its input, followed by a single-bit comparator that digitizes the SF's output. This
process of iterative comparisons, as described in [14], allows both time and voltage to be
discretized.

, Reference Reference

Testchip - voltage (Vg) voltage (Vy)
— | Voo
&
Probe
point
Strobe -’ Input Strobe
timing(Ts) voltage(Vs) timing(Tg)

Fig. 2-2 The structure of OCM circuits [16]. (© 2021 IEEE)

The strobe timing, Ts, is synchronized with and incrementally shifted relative to the
SoC's clock. Similarly, the reference voltage, Vz, is changed in a staircase way. At the
timing of Ts, the comparator outputs a signal indicating whether the input voltage, Vsr,
exceeds Vr. Through iterative comparative assessments by the comparator, the VsF's
closest voltage level is searched in the staircase of Vz, and this procedure is then iterated
at the next 7s. Finally, the time evolvement of approximated Vsr is a target voltage
waveform. Prior to diagnosis, the relationship between input voltage and output value is

calibrated using known linear or sinusoidal patterns.

2.2.3 Dynamic IR-drop PS waveform
The time-domain PS voltage, Vpp(t), is correlated with the PS current, Ipp(t), as
described in equation (2-1), where Zpp represents the impedance of PS network in a
target power domain. Given that the domain is packed within the silicon area of digital
standard cells, Zpp is primarily influenced by the metal wirings that constitute the power
rails. While off-chip impedance significantly affects the behavior of the overall system's
power delivery networks, on-chip power domains can be effectively isolated by pfVRMs.
Vop(8) = Zpp * Ipp(t) (2-1)
Though the Vpp side of the power rails is regulated by the uVRM, the Vss side is

typically connected to a p-type silicon substrate via p+ contacts and is commonly shared
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across different power domains. As a result, the ground side's contribution to ZDD is
almost negligible. On the other hand, Zpp is primarily influenced by the resistance (R)
exsisting in series with the Vpp side of the power rails, typically designed to be less than
1 Q. The capacitance (C) alongside the power rails acts as a parallel shunt impedance for
the PS current. This capacitance is estimated to be greater than 1 kQ for AC components
below 1 GHz, when we assume a parasitic capacitance of 1 pF. Therefore, the dynamic
IR-drop voltage waveform, described in equation (2-1), accurately reflects /pp(t) with a
frequency-independent coefficient, Rpp, determined by the parasitic series resistance. In
this section (Sect. 2), an Rpp of 0.25 Q is assumed, to derive Ipp from Vpp captured by

OCM.

2.2.4 Dynamic PS monitoring and analysis principles

By integrating the dynamic IR-drop waveforms over time, the total consumed charge
within a power domain can be calculated, as Opp in equation (2-2) and illustrated in Fig.
2-3. The evoluation of Opp(t) across successive time intervals #; (i=0,1,2,...) reflects the
sequence of toggle activities within logic cell operations. The duration of each time
interval, #+1 - ti, is selected to be an order of magnitude greater than the time resolution

capability of the OCM's waveform capturing.

1 t;
Qpp(t;) = Efti P Vpp () = Veore 1dt (2-2)

51.8\"_ - f\/q\ [\ AN
% »V va VA
8
©°
>
1) L p
a1.7 Integral of IR-drop
(Areapp)
| 1
0 50 100 135

Time (ns)

Fig. 2-3 Time integral of dynamic IR-drop waveforms by on-chip measurements [16].

(© 2021 IEEE)

The gate-level logic simulation result of a synchronous digital circuit is depicted in

Fig. 2-4 to show the timings of net toggles. Three colors are employed to differentiate the
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types of toggles. Following a clock edge, either rising or falling, toggls occurs first in the
clock drivers and throughout the clock distribution network. Subsequently, digital data
gets latched and captured within flip-flops or latches in registers. The final toggle type is
occurred at the combinational logic cells.

600

Flip flops

Combinational logic

#toggles

200
100
0 . .
5 10 15 20 25
Time (ns)

Fig.2-4 Three toggle types in one clock period [16]. (© 2021 IEEE)

In traditional synchronous digital IC design, it's typically assumed that toggles in
clock network happen instantaneously. As a result, the range of toggle timings within the
clock network and registers is narrow. We can assume that these first two types of toggles
will be almost identical among different test scenarios. On the other hand, a broader
distribution of toggles is expected in the combinational logic cells. This broader
distribution is due to the different numbers of cascaded logic cells along the logical paths
of different test scenarios. The amount of the third type of toggle is highly influenced by
the test patterns.

The estimated charge consumption, Qgsr(%:), is calculated based on the counts of
toggles in gate-level logic simulation. We assume that any change in a logic signal results
from a single toggle in the preceding standard cell, approximately represented by a
two-input NAND (NAND?2) gate. Therefore, the total number of toggles, #toggles, is
counted at the outputs of standard cells within target power domain. The charge
consumption during a switching operation in a NAND2 cell, Onanp2, is evaluated in
advance via transistor-level simulations. For each time interval ¢, #toggles is multiplied
by Onanm to calculate the corresponding Qgsi(t;), as shown in equation (2-3).

Okst () = Onanp2*#toggles(t;) (2-3)
In the IR-drop-based toggle diagnosis depicted in Fig. 2-5, the evoluation of the

charge consumption, QOpp, derived from IR-drop waveform captured by OCM is
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compared against the estimated charge consumption, Qksr, in gate-level logic simulation.
The trends of charge consumption among different timings and different test scenarios
provides assurance of correct operation in digital circuits, even in the absence of digital
outputs. Significant differences between Opp and Qgst indicate potential issues. These
issues can be either faults in the IC hardware or errors in the test program. These
indications call for further detailed diagnostic investigations to determine the underlying
cause. A particular example in Fig. 2-5 shows the deviation between Opp and Qkgsr in test
scenario #3. This indicates errors in either the test scenario or the digital circuit
implementation. The practicality of this diagnos method will be shown through silicon

measurements in the following section.

Gate-level OCM
simulation | measurement
Toggle counts(#toggles) Integral of IR-drop(Areagp)
#toggles * Quanpz = Qest Areapp / Rpp = Qn\
4
.5 % Qesr ®Qpp
gl * o *
=
g
8 Warnings on
o improper
g logic operations ]
£ | |ortest scenarios
o ]
#1 #2 #3 #4 #5

Test scenario

Fig. 2-5 Dynamic IR-drop-based PS diagnosis flow comparing
gate-level simulation and on-chip measurements [1]. (© 2022 IEEE)

2.3 Evaluation setup

2.3.1 Test chip
We prepared a test chip using a commercially available 0.18 pm CMOS technology.
This chip, as illustrated in Fig. 2-6(a) and Fig. 2-6(b), incorporates three digital blocks,
reffered to as A, B, and C, along with an OCM system. The chip operates within a single
power domain, powered directly from an external source. The digital blocks A, B, and C
are designed as full-scan digital circuits equipped with IEEE Std 1500TM-2005 [15] core
test wrappers. This structure allows each block to be independently tested, while sharing

a common clock distribution and power delivery networks.
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Digital Cores
ePTGA ePTGB ePTGC IR-d
(0.4K GE) || (0.4k GE) || (0.4K GE) -arop
monitoring
toggles toggles toggles
«=%=-1 OCM
Block A Block B Block C
(73.1K GE) || (75.6K GE) || (75.7K GE)
(a)

ePTGA ePTGB OoCM

[ i)

s ey

tiZ
g
in2-
WE
Ll
S
.
W
Y
[
[
iy |-
1 L
11
i =

Fig. 2-6 (a) Block diagram and (b) layout of the test chip [1]. (© 2022 IEEE)

The OCM system is designed to be isolated from the digital blocks in terms of
clocking and power delivery networks. The OCM channels are connected to various pairs
of VDD and VSS nodes located near the digital blocks. For waveform capturing, one of
the OCM channels within the core is digitally selected. In this study, the OCM system
captures dynamic PS waveforms with a resolution of 100 ps and 100 pV.

2.3.2 Measurement setup

This test chip is packaged in a ball grid array and mounted on a custom printed circuit
board (PCB). It is connected to a commercially available field programmable gate array
(FPGA) board (Xilinx AC701) and they are controlled by a PC. The demonstrator system
is depicted in Fig. 2-7(a) and 2-7(b). The PC programs various test scenarios with some

data stored on the FPGA board, and then transferred to the chip via an interface (I/F)
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block. An external pulse generator supplies the system clock to both the FPGA and the
test chip. The entire system, including digital circuits operation and on-chip IR-drop

waveforms monitoring, is autonomously controlled by the PC.

Timing control Pulse
FPGA board generator

PCB Reference

. voltage

Test chip
OoCM ~— l Waveforms DAC control

i %111 \

Logic core ||| ePTG FPGA
Test vector

FPGA board
(Xilinx AC701)

Test chip

(b)
Fig. 2-7 (a) Block diagram showing the design hierarchy and
(d) photo of the test system [16]. (© 2021 IEEE)

The test scenarios for the three digital blocks, depicted in Table 2-1, are prepared to
intentionally induce varying levels of internal logic activity. A total of 15 test scenarios
are designed, in which the digital cores load toggle data from their dedicated ePTG in
one of two modes: 0 or 1/X as shown in Tablel. In mode 0, the digital block becomes an
MUT, where the ePTG is inactive and does not trigger toggling. On the other hand, in
mode 1/X (where X equals 1, 2, 4, 8, 16), the digital block becomes neighbor module,
where the ePTG generats stimuli that makes the digital block to toggle at every X clock

cycles.
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Table 2-1 Test scenarios [1] (© 2022 IEEE)

#1 | #2 | #3 | #4 | #5 | #6 #7 | #8
Block A 1 0 1 1/2 0 172 | 1/4 0
Block B 1 1 0 | 172 | 12 0 174 | 1/4
Block C 0 1 1 0 172 | 1/2 0 1/4

#9 | #10 | #11 | #12 | #13 | #14 | #15
Block A 174 1 1/8 | 0 | 1/8 (1116 0 | 1/16
Block B 0 |18 |18 0 |116 116 | O
Block C 174 | 0 |1/8| 1/8 0 | 116 | 1/16

2.4 Results

2.4.1 Measurement results

OCM captures a set of on-chip Vpp waveforms for all test scenarios at the monitoring
point shown in Fig. 2-6(b). Power currents, which are summed among the cores, flow
through the PS network resulting in an IR drop. This IR drop is observed as the Vpp
voltage fluctuation at the monitoring point, typically appearing as shown in Fig. 2-3.

The ammount of charges, Opp and Qksr, obtained from on-chip measurements and
gate-level simulations respectively, are aligned against the prepared test scenarios (in
Table 2-1), as shown in Figure 2-8. To ensure result consistency, two chips (chip o and
chip B) are sampled for each test scenario. The trends generally agree with each other

across a broad range of digital activities among different test scenarios.

200K
Simulation 0.8n
160K A\ (Clock tree + Flip-flops + Combinational logic)
® A 0.6n>
] i W N Measurement
g120K E/E\ W a (Chip c) <
Py Measurement R An @
£ 80K (Chip B) d ; 0 o
g
40K/} Simulation(Flip-flops) 0.2n
./ Simulati(:}ﬂCIock tree)
0 0
Be, Ao B e, A, A g, A, e, A%, S, 2
7 % %% B % B B B0 %, %, %% 0 s

Test Scenarios

Fig. 2-8 Comparison of AreaDD(A.U.) (°<QDD) and
#toggles (°<QEST) among test scenarios [1]. (© 2022 IEEE)

The switching activities of toggle types within the clock network and registers are

calculated via simulation, and their respective contributions are shown in Fig. 2-8. The
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result clearly shows that these toggles are only small part of the total toggling in the chip,
as previously anticipated in Section 2.2.4. And also, they remain almost constant across
different test scenarios.

In Fig. 2-9, Obp and Qgst are analyzed and compared for both nominal and varying
supply voltages. These comparisons reveal consistency in features across different chips.
For a broad range of digital activities, the slopes of Opp and Qrst remain almost
unchanged. The slopes for chip a and chip B are identified to be around 17.1 fC/gate and
19.0 fC/gate respectively. Additionally, the response of these slopes to variations in Vcorg
(+10% and -10% from the nominal voltage 1.8 V) is examined. This analysis accurately

reflects the corresponding increase or decrease in power consumption current relative to

the fluctuations in power supply voltage.
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Fig. 2-9 Comparison of Areapp(A.U.) (< QOpp) and #toggles (o< Okst)
with variation of Vcorg voltage. [1] (© 2022 IEEE)

2.4.2Evaluation and example of diagnosis
By conducting transistor-level simulations, as shown in Fig. 2-10(a), with typical
process, voltage, and temperature (PVT) conditions, the charge consumption for a
NAND?2 gate, Onann2, is calculated to be approximately 33 fC (Fig. 2-10(b)). The slopes
of Opp against the number of toggles measured for chip o and chip B are found to be
nearly half of Onanp2. This observation suggests that the charge-based diagnosis method

proposed can resolve down to the activity of a single NAND2 gate.
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Fig. 2-10 (a) Evaluated circuits to derive Onanp2 and (b) consumption current

waveform of Onanpz with typical PVT condition. [1] (© 2022 IEEE)

The result of example diagnosis is shown in Fig. 2-11. Initially, a significant
discrepancy was found in the test scenario #7 during the on-chip IR-drop-based PS
diagnosis, as shown in Fig. 2-11 (left). This discrepancy came from an incorrect setup in
the ATPG for ePTG for the test scenario #7. Subsequently, the test scenario #7 was
revised and re-diagnosed, as shown in Fig. 2-11 (right). The correction in the ATPG setup
is now verified by the comparison between Qgst with Opp. If this diagnosis has not been
conducted, the ePTG might have resulted in a smaller IR drop, potentially leading to

erroneous responses in other circuits or false negative in IC-testing.
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Fig. 2-11 On-chip IR-drop-based PS diagnosis,
(left) with initial set of ePTG test vectors,
(right) with corrected set of ePTG test vectors [1].
(© 2022 IEEE)

2.5 Conclusion

A technique for dynamic IR-drop-based PS scenario-based testing and in-field
diagnosis is demonstrated using 0.18 pum CMOS test chips, which incorporate
cryptographic functions and ePTG cores. This technique enables the precise monitoring
of on-chip PS voltage waveforms, effectively capturing the evolution of charge
consumption in a synchronous digital system. The evoluation of the charge consumption,
Obp, derived from IR-drop waveform captured by OCM is compared against the
estimated charge consumption, Qgst, in gate-level logic simulation. Any discrepancy in
charge consumption compared to a reference, either a golden sample or simulation data,
indicates potential errors in either the test scenario or the digital circuit implementation.
This helps to diagnose circuits designed to induce toggles or consume power without
generating signal output, which equalize, flatten or stabilize power delivery in the
background of primary circuits.

The proposed dynamic IR-drop-based PS diagnosis flow is realized by a
high-resolution evaluation technique for PS noise by both simulation and
measurement. This high-resolution PS noise evaluation technique contributes to

understand the behaviour of PS noise in cryptographic circuits, which is a source of
SC leakage.
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Section 3

Packaging technology for
countermeasure against

side-channel leakage

3.1 Introduction

To maintain homogeneous as well as heterogeneous developments in VLSI
systems, power and signal integrity (PSI) has been elaborately achieved. Capacitors
play a crucial role in ensuring stable and efficient power delivery for
high-performance circuits and also in mitigating unintended inter-circuit interference
caused by power noise coupling. Demands for system performance enhancements are
driving the requirement for higher density and increased total capacitance, as well as
a more compact footprint and a lower profile. In addition, there is a growing
requirement for higher voltage tolerance and reduced electrical impedance. These
requisites are prompting advancements in silicon (Si) wafer processing and the
development of post Si packaging technology platforms.

On-die capacitors with high density are realized using metal-insulator-metal
(MIM) configurations. MIM is a structurte with thin layers within a metal stack or
through deeply etched trenches filled with dielectric and metal. Package capacitors
often utilize multi-layer ceramic capacitor (MLCC) surface mount discrete
components (SMD). These are placed either under the IC chip, known as land side
capacitors (LSC), or adjacent to the IC chip, referred to as die side capacitors (DSC).
Both on-die and package capacitors are increasingly being integrated within the
packaging interposer of high-performance large IC chips in mass production, such as
microprocessors [17] and FPGAs [18]. This integration aims to achieve total
capacitance and efficiently decoupled utilization of semiconductor manufacturing

sites with different technological nodes. Various technology platforms among
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literature include thin film multi-layers within a plastic interposer [19], MIM and
deep trench (DT) capacitors on a silicon interposer [20][21], DT capacitors created
via wafer-to-wafer bonding [22], among so on.

While most of those capacitor technologies are proposed for 2.5D interposer
assemblies [23], further developments are expected for PSI in 3D VLSI systems
[24][25][26]. In the rest of the Sect.3, we explain and demonstrate the deployment of
capacitors throughout a 3D CMOS chip stack utilizing backside buried metal (BBM).
And also, we show the advantages of 3D-embedded capacitance from a hardware
security standpoint.

The backside of a silicon substrate is a valuable space for integrating passive
elements, almost isolated from the design limitations imposed by the transistor
technology on its front side. The BBM technique applied post-CMOS at wafer level
enables to form thick and wide copper (Cu) stripes buried from Si backside [27].
Electrical connections between BBM and front metal are made via through Si vias
(TSVs). This approach of dual-side metallization has realized the creation of a
passive in-package low-impedance power delivery [28], as well as a monolithic
CMOS chip featuring backside attack protection circuits [29]. The development of
silicon backside technologies aligns with the trend towards enhancing near-core
power supply functionality, such as the development of a monolithic power delivery
network in scaled technologies approaching the 3 nm node [30][31] and the
functional integration of in-package magnetic core inductors [32].

In the rest of Sect. 3, the use of backside Si for integrated passives and routings
for power delivery in a secure 3D CMOS chip stack typically with cryptographic
functions is demonstrated [33]. Section 3.2 shows power delivery network
architecture using BBM. Section 3.3 details a demonstrator fabricated through wafer
level processing and assembled in a system. Measurement results will be described in

Sect. 3.4. A brief summary will be given in Sect. 3.5.

3.2 CMOS power delivery with BBM

The BBM routing, depicted in the cross-sectional view of Fig. 3-1, is created via
post-CMOS processing at the wafer level. In digital ICs composed of standard
CMOS logic cells, the Vss (ground) nodes are connected to a p-type silicon wafer via
silicon substrate contacts. Therefore, the BBM routing is exclusively allocated for the

Voo (power supply) side of the power delivery network (PDN), targeting the side and
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bottom wall capacitances, Cppy, Which are distributed across the entire backside of
the chip as shown in Fig. 3-1. This BBM distributed capacitor is designed for
suppression of PS noise over a chip. The BBM PDN interfaces with the front side
PDN through TSVs located only at the I/O pad areas along the die’s edge, thereby
avoiding any disturbance to the core transistors within the logic cell array. As
depicted in Fig. 3-1, the BBM PDN features Cu that is over ten times thicker and
wider than the typical top-layer metal wiring on the front side. This structure
significantly reduces the on-chip PDN impedance, which is particularly beneficial for

large-area digital IC chips that implement complex algorithms, such as public-key

cryptography.

Si Substrate

Caam
e ) ex

BBM thickness 10 pm
BBM line width 15 pm
BBM line space 10 pm
TSV depth 40 pm
TSV diameter 10 pm
TSV pitch 40 pm

Fig. 3-1. BBM structure (SEM photo form [29]) [2].

Fig. 3-2 depicts the 3D configuration of the BBM PDN. The backside of an upper
tier is equipped with Vpp and Vss BBM cross trunks directly connectted to the
ubumps on the front side of the tier below. These ubumps are placed on Al pads and
are arranged to align with the Vpp and Vs top metal cross trunks at central region of
the CMOS frontside. All the remaining parts of the BBM are allocated to the Vpp
domain, where they form dense mesh structures to enhance PDN capacitance against
Si substrate biased to Vss. Both the Vpp and Vss domains are interconnected

tier-to-tier vertically through the BBM cross trunks and the TSVs located at the
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periphery of the chip. As a result, the capacitance of the BBM PDN is uniformly

distributed over the entire 3D stack.

Ty ————— VopMesh
-7 T 7' [ :
Vo /o L L
Tier4 BBM Pattern , .
Tier 3 i Voo
Tier 2|7 . 4 ~ BBMCross Trunks
] ] ' Distributed Decoupling Cap. |
Frontside PDN with . 3 - :
Top Metal Cross Trunks S SN SN N _p Vss
- e |
: BBM PDN oo: ;
[ @D vBump
AlPad
Tier 1 Vop
Frontside PDN Vss !

____________________________________________________

Fig.3-2. Proposed 3D stack with BBM PDN [2].

For the assembly process, flip-chip ball grid array packaging is utilized. The first
chip faces to a fine-pitch plastic interposer, where ubumps located on the sirst chip’s
peripheral pads are directly contactted with the Al lands on an interposer. The other
chips are stacked in a uniform manner. Fig. 3 shows both the structural view and the
cross-sectional images of a four-tier 3D stack test sample. The BBM on the top tier
becomes exposed once the stack is decapsulated. This top-tier BBM can be separated
from the PDN and externally biased to a clean voltage, for the purpose to utilize top

layer BBM as electromagnetic (EM) shielding.
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J«, BBMPDN
Tier4 (Voo Mesh)

Fig. 3-3. Photos of 3D stacking structure with BBM PDN [2].

3.3 Silicon demonstrator details

3.3.1 Power delivery

The equivalent circuit of a single-chip implementation of the BBM PDN is
depicted in Fig. 3-4(a). In this structure, a digital core is powered by an on-chip
uVRM with the BBM capacitance, Czay, formed between the core Vpp and Vss.
Within the silicon demonstrator, cryptographic functions are implemented in the
digital core. For enhanced power delivery efficiency, the chip is mounted face-down
on a plastic interposer, allowing for the integration of land-side capacitors (Crs).
However, a series impedance resulting from routing and contacts (Zp) is an
unavoidable aspect of this structure.

In a 3D stack structure shown in Fig. 3-4(b), chips equipped with BBM and TSVs
are connected in a 3D stack. This structure aimes to optimize energy efficiency for
parall cryptography operation. It should be noted that the capacitance of Cgay for Vpp
is incorporated in every tier, while the placement of Cis is limited to the first tier.
Thanks to the distributed capacitance of Cssy and vertical PDN connections, the
efficiency of Caay is not affected by the series impedance between stacked tiers.

Over the 3D stack, Vss is uniformly maintained, while the Vpp of each tier is

regulated by the WVRM. The Vpp voltage is produced in reference to Vss which is a
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global reference voltage. As a result, the BBM plays an important role in
significantly lowering the parasitic impedance, primarily within the Vpp region. This

contributes to an improvement of power delivery efficiency over the whole 3D stack.

While VSS is unified over the whole 3D stack, VDD on a respective tier is
regulated by the uVRM or even halted in a power-down mode for logic circuits,
where the VDD voltage is generated with respect to VSS as the global reference
voltage. The BBM then lowers parasitic impedance primarily on the VDD domain
and consequently improves the capacity of power delivery in the whole 3D chip

stack.
PCB Package IC chip
Vooio

—zZHZ) ’
Voo )

l ICFCB ];FKG Zip I
HVRM Crypto Cray
LIS b
! H Z) Vss l T ! !

(a) CLs: Land-side Capacitor
Zir: Interposer Impedance

IC Chip (Bottom Tier) IC Chip (Middle Tier) IC Chip (Top Tier)
Vooio
I Veo I I

—1

HVRM E’D crypto] _|Caa| [WVRM| [Cry oeo] s [WVRM oy oto] _|Caan

I TS S ]

(b}
Fig. 3-4. Equivalent circuit of (a) single chip with BBM PDN, and
(b) 3D stacked chip with BBM PDN [2].

3.3.2 Functionality
Prototype IC chips are designed and fabricated using 0.13 um 6-layer metal

CMOS technology. The circuit configuration of the prototype chip is shown in Fig.
3-5. This chip incorporates several types of cryptographic algorithms as detailed in
the table. The public-key cryptographic cores are based on elliptic curve
cryptography. The number of 2-input NAND equivalent gates of those cryptographic
cores range from 2.9 to 4.3 million and implemented within the same chip

dimensions of 12 x 8 mm?. These digital cores are powered either by a single uWWRM
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or dual pVRMs, positioned at the top left and bottom right corners of the chip,
depending on the specific test scenario. And also, for comparative purposes,
smaller-scale chips with 4 x 3 mm? dimension containing some test circuits are

developed to assess the BBM capacitance.

Prototype Chip
HVRM On-chip Monitor (OCM)
My o ssessesessesansssassassary gy
& ; H Vopa
i H .
Voo
| Probe
Vssa
S E E E
Crypto Core B
i Vopa |||| §
l Probe
S onene ADC
J_Vss,q
s o H
) Crypto N Num. of BBM Mesh
Chip Name Algorithm | CMP S8 ) o oic Gates| WYRM | OCM | 5ne ) space)
Public Key Crypto #1 ECCH 12 mm x & mm 29M Q (0] 15 pm [ 35 pm
Public Key Crypto #2 ECCH 12 mm x & mm 39M Q (8] 15 pmi/ 35 pym
Public Key Crypto #3 ECCH 12 mm x & mm 43 M Q O 15 pm/ 35 pm
Private Key Crypto AES2 4 mm x 3mm 203.5K Q O 15 pm /10 pm
Digital TEG Chip - 4 mm X 3mm 708K Q (8] 15 pm [/ 10 pm
Analog TEG Chip - 4 mm x 3mm 01K - - 15 pm /[ 10 pm

“1Elliptic Curve Cryptography 2 Advanced Encryption Standard

Fig.3-5. Circuit configuration of prototype chips [2].

Each chip contains an OCM function which enables the measurement of voltage
fluctuations at the Vpp and Vss nodes [25][28]. The OCM channel has a source
follower (SF) for sensing the target voltage at its input and a following 11-bit
successive approximation register (SAR) analog-to-digital converter (ADC) for
converting the on-chip voltage into a digital format. The SF with n- and p-channel
MOSFET are prepared for the core Vpp, nominally set at 1.5 V, and Vss, at 0.0 V, to
generate both negative and positive offset DC voltages at the SF's output. With
offsets given by SF, the power noise voltages are aligned within the ADC’s input

voltage range.
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Fig. 3-6 shows photos of both the frontside CMOS and the BBM on an identical
chip. The cross trunks with pbump and the meshes of the BBM PDN are shown in

enlarged images around the die center reasion.

Top-metal
Cross Trunks

Backside (BBM) o ;

8 mm

12 mm
Fig.3-6. Photos of frontside CMOS and backside BBM of fabricated chip

(public key crypto #2) [2].

3.4 Measurement results

3.4.1 Passive impedance measurements

The measurement results of capacitance between Vpp and Vs for each standalone
(not staccked) chip are shown in Fig.3-7. These measurements were conducted both
with and without the BBM PDN. This capacitance includes the inherent capacitance,
due to frontside CMOS circuits, and Czzy which are separated out using linear
regression and subsequently detailed in Fig. 3-8. The BBM mesh density varies
between smaller and larger chips, resulting in capacitances of 0.25 nF/mm? and 0.18
nF/mm? respectively. For larger chips, the total distributed BBM capacitance over the

4 x 3 mm? dimension is 12.8 nF.
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Fig. 3-7. Measured BBM capacitance of single chip [2].
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Fig. 3-8. Summary of BBM capacitance and comparison

with other capacitive elements [2].
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The capacitance formed by BBM is approximately 4x to 8x lower, relative to
standard in-circuit structures like metal-on-metal (MOM) and MIM -capacitors.
However, it should be noted that the utilization of BBM capacitors avoids the need to
sacrifice frontside core areas (area overhead). The area overhead is huge also in the
method of transistor gate electrodes, though the method presents the highest
capacitance. These comparative assessments are carried out through manual layouts

and simulations using the physical design kits and rules of the given technology.

3.4.2 On-chip IR drop measurements

Vop and Vss waveforms are measured by OCM on the first tier during the
operation of cryptographic engine, public-key crypto algorithm #2 in Fig. 3-5. As
shown in Fig. 3-9, the waveforms are captured in different configurations:
demonstrators with and without BBM, as well as in single and 3D chip stacks with 2
and 4 tiers. The vertical axis of the graph represents the voltage in steps of the least
significant bit (LSB) of the ADC and incorporates the DC offset voltage of the SF.
One LSB is equal to 0.73 mV in our setup. The horizontal axis is time and a sampling

interval, controlled by an external data timing generator, is 1.0 ns.
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Fig. 3-9. Measured Vpp and Vss waveforms during operation

of public key crypto #2 [2].
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Periodic voltage fluctuations on Vpp, known as dynamic IR drops, occur in
syncchronization with clock and are linked to the internal processes of adding and
multiplying binary data with the width of 256 bits or more. The large number of logic
gates in these arithmetic functions toggle continuously for each clock cycle, which
makes a maximum clock frequency limit of 30 MHz. Also, low-frequency voltage
droops correspond to the logical activities within the algorithm. The results in Fig.
3-9 indicate that both periodic and low-frequency voltage variations are more
effectively mitigated in 3D stacks with a greater number of tiers. In contrast, the
voltage across Vss nodes remains almost the nominal ground voltage, which shows
the robust integration of Vss networks within the stack. The utilization of BBM
stripes in the Vpp domains is validated as effective.

The peak-to-peak voltage variation is extracted from the waveform data and is
plotted in Fig. 3-10 for a comparison between conventional stacks and stacks with
BBM. In the comparison of the dynamic IR drops on Vpp nodes, it is observed that a

four-tier stack with BBM capacitors achieves a 59% reduction in these drops.

800 g00 -
- Conv. single - Conv. single
-a--Conv. 2 tiers -m-- BBM single
500 -8 Conv. 4 tiers 500 - BBM 2 tiers
% X -9- BEM 4 tiers

400 S 400 -

Vep [LSB)
[+ ]
[= ]
[= ]

10 20 30 10 20 30
Frequency [MHz] Frequency [MHz]
(a) (b)

Fig. 10. Peak-to-peak values of VDD noise versus operation frequency in public

key crypto #2. (a) conventional stacks and (b) proposed BBM stack [2].
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The impact of BBM in decreasing series impedance is calculated to be
approximately 42%, as shown in Figure 3-11. This impedance value is determined
from the slopes of the DC voltage drops measured with changing clock frequency.

During this evaluation, the cryptographic cores are inactive and only clock baffers

toggle.
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-4--Conv. 2 tiers -m- BBM single
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Fig. 3-11. Measured DC drop versus clock frequency when clock buffers are only

operated. (a) conventional stack, and (b) proposed BBM stacks [2].

3.4.3 EM side-channel leakage measurements
The distributed BBM capacitance effectively reduces dynamic IR drop and it

contributes to the reduction of electromagnetic SC leakage during cryptographic
operations. The experimental setup for SC leakage evaluation is shown in Fig. 3-12.
An EM probe sences local electromagnetic waves radiated from the demonstrator
and the output from the EM probe is amplified and recorded by an oscilloscope. This
local EM emission is primarily caused by the dynamic power current of the
cryptographic core. Therefore, the EM emission is linked to internal logic operations
that handle sensitive information. To assess how dependent EM waveforms during
cryptographic processing are on secretdata, we employed the statistical t-test method
on the gathered waveforms. A t-test value exceeding 4.5 indicates a statistical
significance and the siginificance may lead to SC leakage. This SC leakage
evaluation method leveraging t-test has been often used since the evaluation
methodology is proposed and named as test vector leakage assessment (TVLA)

methodology in [34].
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Fig. 3-12. Experimental setup for SC leakage evaluation [2].

T-test evaluation is conducted for two two large sets of EM traces emitted from
the demonstrator during cryptographic core operation. In one set, a specific dataset is
used consistently across all cases, while in the other, a new dataset is randomly
generated for each input. EM measurements are alternately conducted for these two
experimental set until the number of TM traces gathered reaches 20,000. Each EM
trace stored in the oscilloscope is the trace after averaging five EM traces captured
during iterative cryptographic operation.

First, we conducted measurements of local EM emissions at measurement point
#1 indicated in Fig. 3-12, the point just above the stack. The single chip equipped
with BBM has the highest SC leakage, as shown in Fig. 3-13. This result is
reasonable considering that the power current consumed by the cryptographic core
flows through the BBM is strongly coupled to the EM probe near the backside
surface of the chip. The leakage is clearly suppressed with an increasing number of
chips in a 3D stack. This can be attributed to the power noise suppression due to the
BBM capacitance distributed throughout the stack. The number of EM traces
required to achieve statistical significance in the four-chip BBM stack is
approximately same as that for a single chip without BBM. Our experiments also
verified that SC leakage is not suppressed in conventional multi-tier 3D stacks
without BBM. Notably, when the single chip is shielded with Al sheat biased to clean
voltage regulated from an external voltage source, as measured at point #1 in Fig.

3-12, the t-value does not exceed 4.5 even with 20,000 test cases.
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Fig. 3-13. T-test results of SC leakage measurements [2].

Second, EM measurements were conducted at the point #3 in Fig. 3-12, the point
above the power supply terminals on the printed circuit board (PCB). This method
allows for leakage evaluation by potential adversaries who may not have detailed
knowledge of the internal structure of the device. The t-test values in Fig. 3-13 show
a comparison between the conventional public-key cryptographic demonstrator and
those with 3D BBM stacking. The leakage was effectively suppressed in the case of

the four-tier BBM stack. This increased the number of EM traces required to reach t
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test values greater than 4.5 by a factor of 14 compared to the conventional single chip.
Similarly, an 8 times increase was observed in the two-tier BBM stack setup.

In the first setup, EM waves are emitted from the backside of the cryptographic
chips, while in the second setup, they are generated on the board due to power
current flowing from the on-die pVRMs, which have lowpass characteristics with a
limited bandwidth. Although EM radiation is somewhat present in these
measurements, the statistical significance among EM traces is significantly reduced

by the distributed BBM capacitance.

3.5 Conclusion

The effectiveness of the BBM PDN in 3D CMOS stack has been assessed using
Si demonstrators that incorporate cryptographic engines and OCM systems. Utilizing
post-wafer BBM processing on 0.13-micrometer CMOS wafers, a capacitance of
12.8 nF was formed across the entire backside of the chip. These chips with BBM
stacked in configurations of up to four layers was assembled using flip-chip
packaging techniques.

One significant benefit of this BBM capacitance is the efficient reduction of
dynamic IR drop in the power nodes of the stack. The reduction of approximately
59% in voltage variation was achieved. In terms of suppressing SC leakage, the 3D
BBM-stacked structure achieved 14 times improvement compared to traditional
single-chip.

The implementation of BBM PDN in 3D chip stacking introduces innovative
option for enhancing the resilience against SC attack. This implementation level
option should be used in the comboination with circuit level and algorithm level

countermeasure techniques.
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Section 4

Crypto core level side-channel

leakage simulation

4.1 Introduction

Cryptographic hardware modules face a risk of SC analysis hat reveals secret data
by analyzing a device's power consumption, such as Differential Power Analysis
(DPA) [35]. Masking [36] is a countermeasure against SC attack widely adopted. It
removes power consumption’s dependence on sencitive information by randomizing
all intermediate values. Standard masking countermeasure offered provable security,
assuming circuits are free from unintended signal transitions, such as glitches.
However, completely eliminating glitches in circuits consist of CMOS standard logic
cells is generally impossible.

To address this challenge, advanced masking techniques like Threshold
Implementation (TI) [37] and Domain-Oriented Masking (DOM) [38] have been
proposed. TI was the first technique integrating glitch tolerance into masking
schemes. Subsequently, DOM was introduced, offering both a reduction in circuit
size overhead and a decrease in required randomness, while keeping the same
security level as TI. Both TI and DOM provide provable security under the
assumption that power consumption of the shares inside cryptographich module is
independent.

For SC leakage assessments, two measure metrics exist. The first is the
Measurement to Disclosure (MtD), which determines the number of measurement or
simulation waveforms required to extract secret information through SC analyses like
DPA or Correlation Power Analysis (CPA) [39]. The second metric is TVLA [40],
which is used to assess the potential for leakage. In TVLA, the t-test index is
calculated to determine the statistical significance of differences between groups of

divided measurement or simulation waveforms. TVLA is more sensitive than MtD
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and it enables exploring of SC leakage resilient implementation without requiring a
complete crptographic algorithm.

Generally, the effectiveness of countermeasures against SC attacks is assessed
after Si manufacturing stage. However, post-silicon evaluation approach has two
problems. Firstly, fabricating Application Specific Integrated Circuit (ASIC) chips
for evaluation purposes is an expensive and time-consuming. If vulnerabilities to SC
attacks are discovered during this stage, a re-spin with countermeasure is necessary,
which substantially increases costs and extends timelines. As a workaround, Field
Programmable Gate Arrays (FPGAs) are often used in stead of ASICs for evaluation.
However, the power consumption profiles of FPGAs and ASICs vary, even when
both of them execute the same cryptographic functions. The second issue is that
while post-silicon evaluation can confirm the effectiveness of countermeasures, it is
challenging to identify the source of leakage if unforeseen leakages occur. This
makes it difficult for designers to implement countermeasures during the re-spin
phase. Considering these factors, there is a clear need for a pre-silicon method of
evaluating SC leakage.

Various pre-silicon SC leakage evaluation techniques have been reported
[41,42,43,44,45,46,4748]. These methods can be categorized into two main types,
one employing logic simulations and the other utilizing transistor-level simulations.
Logic simulation, known for its high simulation speed, is particularly useful during
the early stages of design. On the other hand, transistor-level simulations such as
SPICE offer high accuracy but require more computational time. The choice between
these simulations depends on the balance between the desired accuracy and the
available time for simulation. SPICE is frequently chosen for in-depth or complex
evaluations of SC leakage.

This paper discusses optimizing the Analysis Time-Step (ATS) creation within
SPICE to improve simulation efficiency may lead to false positives when verifying
the security order of masked circuits. While SPICE-generated analog waveforms are
reliable for verifying timing-accurate circuits, the statistical variations in power
supply noise amplitude in SPICE simulations may not be accurate for SC leakage
evaluations. We use a simple nonlinear function designed with the DOM scheme as
an example to explore the unpredictability in SPICE-based SC leakage evaluations.

The structure of the rest of the section 4 is as follows. Sect. 4.2 discusses the
masking countermeasure against SCA. Sect. 4.3 explains quantitative metrics for SC

leakage evaluation. Sect. 4.4 describes the methodology for SC leakage evaluation
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using simulation techniques. In Sect. 4.5, we present our experimental setup and
results, demonstrating the unpredictability of SPICE simulations in evaluating SC
leakage of masked cryptographic circuits. The paper concludes in Sect. 4.6 with a

discussion on potential solutions.

4.2 Masking scheme

Since the first report of SC analysis in 1999, numerous studies have focused on
reducing SC leakage through various logical or physical design countermeasures.
Physical design countermeasures focus on minimizing SC leakage through power
balancing techniques [49,50], while logical countermeasures aim to disrupt the
correlation between power consumption and sensitive information.

One primaly logical countermeasure is masking [36], which effectively disrupt
the correlation between power consumption and confidential data by dividing
security-critical logic values into various shares. The effectiveness of a masking
scheme against SC attack is typically evaluated using probing model proposed by
Ishai et al. [51]. The model measures the number of probes an attacker would require
to get secret information from the masking scheme. A cryptographic module that can
secure against an attack using d probes is considered to have d-th order security. The
number of probes in this d-probing model corresponds to the attack order in DPA
CPA [52,53].

Earlier masking schemes’ security were mathematically proven based on certain
assumptions about the hardware. However, authors in [54] showed that standard
masking schemes fail to counter SC attacks when glitches, unintentional togles at the
output of a gate, occur in digital circuits. These glitches are inevitable in circuits
based on standard logic cells. Consequently, modern masking approaches like TI [37]
and DOM [38] have been developed with tolerance for these glitches. DOM attains
the same security level as TI while requiring a smaller circuit footprint and fewer
fresh random bits [38]. Both of these masking schemes provide provable security
under the condition that information leakage is the linear sum of leakages from
individual shares, known as the independent leakage assumption.

However, some works [55,56] have shown that physical layout and measurement
setup might decrease the security effectiveness of these glitch-resistant masking
schemes. These works have demonstrated a reduction in security order through

experiments on FPGAs and have suggested possible causes. Factors such as
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proximity of placement, on-chip PDN, and off-chip PDN are said to create nonlinear
interactions among the independent shares, which lower the security order. The exact
mechanisms behind this secutiry order reduction remain unclear, making it
challenging to implement hardware masking schemes without reducing their security
order. A deeper understanding of the sources of this security order reduction is
essential to develop methods for effectively implementing masking schemes without

reducing their security level.

4.3 Side-channel analysis simulation

Simulation-based security evaluations are crucial for hardware designers to
pinpoint vulnerabilities and confirm security requirements during the design phase.
There are a variety of simulation methods for assessing SC leakage as reported in
several works [41,42,343,44,45,46,47,51]. Some methods employ gate-level logic
simulations combined with specific power consumption models for standard logic
cells, which allow for high-speed evaluation. Others rely on detailed transistor-level
circuit simulations, such as SPICE simulators, which deliver electrically precise
results but are limited by the circuit size they can handle due to computational
capacity. Due to its high accuracy, SPICE is particularly valuable for SC leakage
assessments in complex scenarios, such as verifying SC leakage in Boolean masking
circuits resistant to glitches. This kind of accurate analysis with SPICE can unravel
complex causes behind SC leakages, which provide insights for enhancing hardware
security.

SPICE, an open-source tool for simulating electrical performance of circuits, was
initially introduced by the University of California, Berkeley in 1973 [57]. Since its
first release, Berkeley SPICE has undergone multiple revisions to enhance both its
accuracy and the size of circuits it can handle. Nowadays, various companies have
developed commercial versions of SPICE-based transistor-level simulation tools.
Throughout these revisions and developments, selecting an appropriate ATS has been
one of the most importanr point to ensure convergence, accuracy, and efficiency.
Berkeley SPICE’s variable time-step transient analysis utilizes either the trapezoidal
or Gear integration method, adjusting the ATS internally based on local truncation
error [58]. The ATS dynamically changes during a simulation, becoming finer when
there are steeper voltage (or current) changes over time among the circuit's internal

nodes, as depicted in Fig.4-1. While users can preset a maximum ATS to balance
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analysis accuracy with computation time, the minimum ATS is automatically
constrained by the algorithm to ensure convergence. Modern SPICE-based
transistor-level simulators, offered by various companies with distinct internal
calculation algorithms, are widely trusted by IC designers, often without in-depth
consideration of these internal mechanisms. As these simulators are not open-source,
it's challenging for IC designers to fully understand the algorithms used inside the

tools.

v(t)

-————

n tn+ltn+2tn+3 tn+4tn+5tn+5 tn+7 tn+8

t
t

Fig. 4-1. A variable time-step in SPICE [3]. (© 2023 IEEE)

In this paper, we show that power noise waveforms generated by SPICE
simulation may not always be accurate for evaluating SC leakage, despite their
reliability in verifying circuits with precise timing. ATS of SPICE simulation can

lead to false-positive in the security order assessment of masked circuits.

4.4 Side-channel evaluation metric

For evaluating SC leakage, power traces from simulations or actual measurements
are analyzed using specific SC analysis metrics to determine a circuit's security level.
The most straightforward metric is known as MtD, which measure the resilience of a
circuit against known types of attacks to confirm its security level. Alternatively, in a
method referred to as TVLA, statistical hypothesis testing is employed to identify
any leakage in an implementation [59,60]. TVLA has become popular in security
evaluations. The details of these two metrics are explained below. Understanding the
characteristics of MtD and TVLA and chosing them properly considering these

characteristics is important for accurate and efficient security assessment.

4.4.1 Measurement to disclodure
MtD is a fundamental metric for evaluating SC leakage, especially in assessing a
circuit's resilience against established SC attacks like DPA and CPA. MtD determines

the minimum number of waveforms required to completely reveal sensitive
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information. While commonly employed for SC leakage evaluations, MtD faces
three challenges. Firstly, the accuracy of MtD results relies on the suitability of
leakage models for each cryptographic algorithm. An improper leakage model can
lead to false negative in SC leakage evaluation. Secondly, conducting SC leakage
assessments using MtD reqires long time, especially for evaluating crypto modules
with countermeasures. In some cases, the MtD value could escalate to several
hundred thousand or even millions. The third issue is that MtD results are confined to
known attack methods. Thus, if a new attack method emerges, a re-evaluation of the

circuit's security is necessary.

4.4.2 TVLA
TVLA uses a statistical method Welch’s t-test to evaluate SC leakage by checking
for significant differences between the statistical moments of two data sets. In this
process, measured or simulated waveforms are categorized into two groups based on

an intermediate value. The outcome is calculated using the formula (4-1):

012 02?2
N1 N>

where N1 and N2 are the number of traces, u1, u2 represent the mean values, and 61,
o2 are standard deviations respectively. The methodology to compute a higher order
t-value is detailed in [60]. A t-value exceeding 4.5 suggests a significant statistical
discrepancy between the two sets, indicating a potential correlation between data and
waveforms that could be exploited by an attacker. The -effectiveness of
countermeasure against SC attacks are typically certified by a t-value not surpassing
4.5. Although a t-value above 4.5 doesn't mean an existence attack revealing seacret
information, its high sensitivity compared to the MtD make the metric popular in SC

leakage evaluations.

4.5 Evaluation details and results

For our study, we selected a simple nonlinear function F(X,y,z)=x&y"z
implemented with DOM scheme as our target circuit. This arithmetic function was
incorporated into data paths involving data registers first, and then synthesized into a
logical circuit netlist, as depicted in Fig. 4-2. Subsequently, the core was finalized

through place-and-route tools to shape its physical layout. To assess the security
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order of this circuits, SPICE simulation was employed. The standard parasitic
exchange format (SPEF) is utilized to integrate parasitic elements among metallic
wiring for signal interconnections and the PDN in VLSI logic circuits. After
completing the place-and-route phase, we extracted parasitic details from the layout
and annotated them as SPEF in the netlist. This procedure enables SPICE to generate

precise analog waveforms.
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Fig. 4-2. Target circuits (F(x,y,z)=x&y”z) [3]. (© 2023 IEEE)
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We demonstrate that the statistical variance in power noise amplitude produced by
SPICE simulations may not accurately reflect the security level of masked
cryptographic circuits. This is shown using four different verification scenarios. The
maximum Analysis Time-Step (ATS) is set at either 1 ps or 10 ps. The Strobe
Time-Step (STS), used for reading out time-domain simulated waveforms, is
consistently set at 10 ps. Our hypothesis is that the ATS, internally calculated by the
SPICE simulator, might induce statistical variations in the waveform data and these
variations significantly impact the verification of security levels in cryptographic
circuits, even though they are minor for timing accuracy verification. An example of
such a statistical discrepancy influenced by ATS is shown in Fig.4-3. The possibility
of false-positive results in security assessments can arise if there is a linkage between
ATS and the logical values within a circuit. Considering that ATS is affected by
fluctuations in voltage and current within the circuit as mentioned above in Sect. 4-3,

it is quite possible that ATS and the logic inside the circuit are correlated.
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Fig. 4-3. Statistical difference caused by analysis time-step [3]. (© 2023 IEEE)

A. Verification scenario 1

The evaluation results of this verification scenario are the basis for the hypothesis
that internal ATS calculations could lead to fault in security evaluation. In this
scenario, the core of a masked aritjmetic function is connected to Vpp and Vss
through wiring and resistances as depicted in Fig. 4-4. SPICE simulations generate
Iypp waveforms while changing input data. These waveforms are divided into two
sets based on the unmasked value of the function (either zero or one) for TVLA. First,
we set the maximum ATS in SPICE to 10 ps. Though the arithmetic function is
protected by lst-order DOM, the first-order t-value unexpectedly becomes over the
threshold of 4.5, as illustrated in Fig.4-5 (left). Subsequently, we set the maximum
ATS to 1 ps for more precise simulations and repeat the analysis. In this evaluation,
the results align with our expectations, indicating no leakage. It is important to note
that the TVLA test for second-order security detects leakage in both cases, as
depicted in Fig.4-5 (right). These results suggest that ATS can influence security
verification outcomes, leading to the hypothesis that ATS in SPICE simulations could

result in false positives during security order verifications.
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Fig. 4-4. The core connected to VDD and VSS [3]. (© 2023 IEEE)
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Fig. 4-5. 1st order (left) and 2nd order (right) t-test results
of verification scenario 1 with changing the maximum ATS [3]. (© 2023 IEEE)

B. Verification scenario 2

In the rest of verification scenarios, we replicated the arithmetic core to assess
each instance for SC leakage to demonstrate that the ATS in SPICE simulation could
lead to false-positive results in security order verification using the t-test method.
First, the PDNs of these cores were connected to ideal voltage, as depicted in Fig.4-6,
and this PDN structure is reffered to as ideal PDN. We assigned input data sequences,
named dataset] and dataset2, to COREl and CORE2 respectively. The current
waveforms of each core during their arithmetic operations, /ypp corer and Iypp cores,
are captured through SPICE simulations with a maximum ATS of 10ps. We first
categorize the waveforms of each core into two groups based on the unmasked
output values of dataset1 for the t-test evaluation. Subsequently, we conduct the t-test
again on the same waveforms, but this time partitioned according to the unmasked
outputs of dataset2. These evaluation results are reffered to as "t-value based on
dataset1" and "t-value based on dataset2". It is important to note that the t-values of
Iypp corer based on dataset2 and t-value of /ypp core2 based on dataset]l should not
surpass the threshold of 4.5 since datasetl and dataset2 do not influence the

operations of core2 and corel respectively. However, considering the findings from
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the first verification scenario using a maximum ATS of 10ps, we estimate that both
Iypp corei’s t-value based on dataset]l and /ypp core2’s t-value based on dataset2 will
exceed the 4.5. The results shown in Figure 4-7 confirm that our predictions are

correct.
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Fig. 4-6. Ideal PDN of 2 cores [3]. (© 2023 IEEE)
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Fig. 4-7. 1st order t-test results of verification scenario 2.
t-value based on dataset1(left) and dataset2(right) [3]. (© 2023 IEEE)

C. Verification scenario 3

In the second verification scenario, two cores with ideal PDN were assessed for
SC leakage and its results were same as expected. However, an ideal PDN setup like
the one illustrated in Fig.4-6 does not accurately reflect actual ASIC design. In actual
physical layouts, PDNs of multiple cores are interconnected through nodes that are
separated from the ideal voltage source by the parasitic components of the PDN. For
the third scenario, we connect the PDNs of both cores as displayed in Fig.4-8. The 0
ohm resisances represent the parasitic elements of the PDN that isolate the ideal

voltage sources from the connection nodes of the two cores. This setup is referred to
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as “realistic PDN”. The only difference between the ideal PDN shown in Fig.4-4 and
the realistic PDN in Fig.4-8 is the presence or absence of these 0 ohm resistances,
and these PDN configurations are equivalent from a circuit designer’s perspective.
However, the results of this third scenario, shown in Fig.4-9, differ from those of the
second scenario. In this case, the t-values for Iypp corei based on dataset?2 and
Iypp core2 based on datasetl surpass the threshold 4.5. This is unexpected since
dataset] and dataset2 are not supposed to influence the operations of core2 and corel,
respectively. This discrepancy suggests a potential false-positive in security order

verification using SPICE simulation.
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Fig. 4-8. Realistic PDN of 2 cores [3]. (© 2023 IEEE)
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Fig. 4-9. 1st order t-test results of verification scenario 3
when the maximum ATS is 10 ps.

t-value based on dataset1(left) and dataset2(right) [3]. (© 2023 IEEE)
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To validate whether the ATS in SPICE simulations leads to false-positive security
evaluations shown in Fig.4-9, we replicate the evaluation with reducing the
maximum ATS from 10 ps to 1 ps. We hypothesized that this smaller maximum ATS
would limit ATS wvariations, which prevents false-positive results in security
assessments. Fig.4-10 shows the results of this revised evaluation. In these results,
neither the t-value of Iypp core1 based on dataset2 nor the t-value of Iypp corez based
on datasetl surpass the threshold 4.5, which aligns with our expectations. This
observation is also consistent for the t-values of /ypp corer based on dataset]l and the
t-value of Iypp core2 based on dataset2, indicating that reducing the maximum ATS

eliminates the false-positive outcomes in previous security order verifications.
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Fig. 10. 1st order t-test results of verification scenario 3
when the maximum ATS is 1 ps.
t-value based on dataset1(left) and dataset2(right) [3]. (© 2023 IEEE)

Based on the discussions in verification scenarios 1, 2, and 3, it has now become
evident that when PDN node of corel and core2 is connected at a point isolated from
an ideal voltage source by parasitic elements, ATS becomes uniform for both cores.
This shared ATS can result in false-positive outcomes during the security order
verification of masked cryptographic circuits. On the other hand, when each core is
powered separately by an ideal source, ATS is generated independently for CORE1
and CORE2. We also demonstrate that reducing the maximum ATS in SPICE
simulations can be an effective strategy for eliminating such false positives in
security evaluations. Though, it's crucial to remember that a smaller ATS leading to
longer simulation times. The implications of simulation costs will be further

discussed in Sect. 4.5.E.
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D. Verification scenario 4

In a further verification scenario designed to gain a better understanding, CORE1
is assessed using datasetl, while CORE2 is assessed with a constant "0" input for all
ports except the clock signal, as illustrated in Fig.4-8. The waveforms for this test are
generated using a SPICE simulation with maximum ATS set to either a 10 ps or 1 ps,
and the t-test evaluation is conducted with dividing the waveforms into two sets
based on the unmasked output from datasetl. Fig.4-11 shows the results of this
evaluation. Considering the results of verification scenario 3, we expected
false-positive occurs in security order verification when the maximum ATS is 10 ps
and does not occur when the maximum ATS is 1 ps. The result with a 1 ps maximum
ATS differed from our expectation. In verification scenario 3, /ypp corez varied due
to CORE2's internal operations and the ATS shared with COREI. In this verification
scenario 4, Iypp corgz is influenced only by the ATS, because CORE2's inputs are
always set to 0. This difference explains the discrepancy in the security order
verification resultss between scenarios. When the maximum ATS is reduced from 10
ps to 1 ps, the statistical variation in the power noise amplitude due to ATS changes
is reduces. In scenario 3, this reduced variation is hidden by the noise generated by
internal logic fluctuations. However, in this verification scenario 4, the power noise
variation due to ATS changes directly affects the t-value due to the lack of change in

logic values.
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Fig. 11. 1st order t-test result of verification scenario 4.
IVDD_COREI(left) and ]VDD_COREZ (I‘lght) [3] (© 2023 IEEE)

E. Summary among verification scenarios
The setups and results of evaluaions for all verification scenarios in section 4.5
are summarized in Table 4-1. Firstly, it was demonstrated how the amplitude of

power noise is influenced by ATS, and how ATS-induced variations in power noise
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amplitude could lead to false-positive results in SC leakage evaluation. Subsequently,
in verification scenarios 3 and 4, we showed that ATS becomes uniform across
multiple cores or domains in realistic PDN setups, which may lead to false-positives
in the security order verification of masking circuits. It was also shown that reducing
the maximum ATS could prevent these false-positives. Nevertheless, as verification
scenario 4 indicated, making the maximum ATS small is not a perfect method to
eliminate false-positives. The combined impact of power noise amplitude variations
due to ATS and other fuctors influences the occurence of false-positives. These
additional factors include power noise from surrounding circuits, fluctuations in
power noise due to logical transitions within a target core, and signal jitter. This

concept aligns with the considerations of SNR in security evaluations.

Tabale 4-1 Summary of evaluations in this section [3] (© 2023 IEEE)

Verification nput - |Maximumi xr of 2 cores Slmula.tlon Verification
scenario dataset ATS (PDN of 2cores) CPU time results
for CORE2| [ps] [hours]
- - 10 - 4.0 |False positive
(Fig.5 (10ps)) : p
1-2
i - 1 - 21.3 | As expected
(Fig.5 (1ps)) p
2 Independent
(Fig7) || 10 (Ideal PDN) 12.1 | As expected
31 Dataset2 10 Common 5.1 False positive
(Fig.9) (Realistic PDN) ' P
3-2 Common
(Figao) | P2@e2| 1 | (Realisticppn)| 263 | As expected
4-1 Common
anr 1 5.1 Fal iti
(Fig11 (10ps))] O | (Realistic PDN) alse positive
4-2 up» Common .
(Fig11 (1ps))| ° 1 |(Realisticpon)| 261 [False positive

In Section 4.5.C, we showed that during the verification of an ideal PDN, ATS
calculations are specific to each core. On the other hand, in a verification of a
realistic PDN, the ATS becomes a shared factor across two cores. This is reinforced
by comparing the CPU time required for simulation in verification scenarios 2 and
3-1. It was observed that the simulation for scenario 2 consumed approximately
double the time compared to scenario 3-1. This discrepancy is explainable by the fact

that in scenario 3-1, the ATS is shared between two cores, whereas in scenario 2,
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each core has its own ATS. Furthermore, it is crucial to note that simulations
conducted with a maximum ATS of 1 ps require significantly more time, about five
times longer in our case, compared to those with a maximum ATS of 10 ps.
Simulations with a maximum ATS of 1 ps require more than 20 hours though our

target arithmetric core is small.

4.6 Discussion for a solution

The investigations conducted using four verification scenarios reveal that when
utilizing SPICE simulations without careful consideration for SC leakage assessment
of masked circuits, false positives can occu. To mitigate such occurrences, we

propose three potential solution options.

A. Solution option 1

One approach is to employ MtD as the SC leakage evaluation metric, instead of
the TVLA. The high sensitivity of the t-test in TVLA might lead to false positives.
Although MtD is less sensitive and may help in avoiding false positives, its
requirement for the full cryptographic algorithm and a larger set of waveforms could
pose significant challenges in terms of SPICE simulation time. This could make
employing MtD impractical for SC leakage evaluation using SPICE simulation.
Additionally, MtD's effectiveness varies depending on the type of DPA attack, such
as CPA.

B. Solution option 2

An alternative method is to employ a power noise simulator different from SPICE,
such as the simulation technique proposed in reference [45]. However, given the
complexity and difficulty in implementing hardware masking schemes without
reducing their security order and the need for in-depth understanding of leakage from

masked circuits, SPICE remains the most important tool due to its high accuracy.

C. Solution option 3

The final approach involves creating an appropriate SPICE simulation setup for
evaluating security order of masked circuit. This section, section 4.4, demonstrates
that ATS creation within SPICE, which is optimized for efficiency and accuracy,

could lead to false positives in verifying the security order of masked circuits. We
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provide a discussion and evaluation results on how to eliminate these false positives
caused by ATS. However, at this stage, it is not clear whether other internal
calculations in SPICE other than ATS may also contribute to false positives. This
research aims to encourage further exploration and development of simulation

methods suitable for SC leakage verification in masked cryptographic circuits.

4.7 Conclusion

Masking is an effective countermeasure methodology against SC attacks, which
provides provable security within specific assumption. However, some previous
works suggested that the physical layout and measurement setups may lower the
effectiveness of masking schemes when the countermeasure is implemented to
hardware. Consequently, SPICE, known for its accuracy, is expected to be used for
finding out the reason of this security order reduction and for verifying SC leakage in
masked circuits at the design phase. Nevertheless, this section (section 4) reveals that
inappropriate use of SPICE can lead to erroneous results in SC leakage verification.
The evaluation results with the series of verification scenarios demonstrates that
SPICE's internal time-step optimization for efficiency can generate false positives.
We showed that it is dangerous to apply SPICE simulations to security evaluations
without carefull consideration, and also provided strategies to mitigate these false

positives.
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Section 5

SoC level side-channel simulation

5.1 Introduction

SC attack is a significant threat to cryptographic systems. In a SC attack, an
attacker deduces a cryptosystem's secret key by analyzing physical quantities that are
observable during the system's operation. Simple power analysis (SPA) and DPA link
bit-wise operations to the power supply current consumption of digital integrated
circuits (ICs) [61]. An advanced form of DPA, known as CPA [66], utilizes a SC
leakage model specifically tailored to the target cryptographic algorithm and
correlats the model with the power supply current consumption of an IC chip. For
example, Hamming distance, which means the number of bit changes in a secret data
register, is often used in cryptographic algorithms and can be correlated with the
magnitude of power consumption current during data access.

Attackers can use EM radiation as a stronger alternative, which has a feature of
almost noninvasive [63,64,65,66]. Also, attackers can capture localized emanations
from a silicon IC chip using small magnetic probes [67], which may give attackers
more detailed information through EM SC analysis. For IC chip designers,
pre-silicon simulation becomes increasingly complex, because of it needs a
multi-physical approach. Consequently, EM SC simulation has garnered significant
attention in the research community, focusing on designing cryptographic systems
with enhanced resilience.

Many researches have been conducted on logical and physical design
countermeasures against SCAs. These works include strategies like power balancing
and randomization of intermediate values in logic paths [68,69,70,71,72,73]. While
post-silicon evaluations are common for evaluating these techniques, there are three
significant problems. Firstly, manufacturing ASICs is both costly and
time-consuming. Although FPGAs are sometimes used as an alternative to ASIC,

their power consumption characteristics can differ from ASICs even when FPGA and
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ASIC conduct an identical cryptographic function. Secondly, identifying the specific
physical source of SC leakage can be challenging, despite observable evidence of
leakage. Thirdly, if vulnerabilities are uncovered during post-silicon evaluations,
employing new countermeasures requires expensive and time-consuming respins.

These backgrounds lead the growing need for a pre-silicon SC Leakage Analysis
(SCLA) method. Such a method may allow for the anticipation and mitigation of SC
vulnerabilities in IC chips during the design phase before fabrication. Though
numerous simulation techniques for SCLA have been eproposed [74,75,76,77,78,79,
80, 81, 82, 83, 84], there are still some issues. One major issue is simulation time,
particularly vital for evaluating SC leakage over the numerous clock cycles involved
in cryptographic processing. Public key cryptography, for instance, needs thousands
of clock cycles for a comprehensive SCLA, while symmetric key cryptography like
AES might require millions of traces with varying inputs. Another challenge lies in
enhancing simulation accuracy. Accurate simulations demand fully physical models
of transistors and power delivery networks, but as transistor counts increase for more
complex functions, simulation time increases dramatically. Therefore, SCLA
simulation techniques with an optimal balance between efficiency, accuracy, and
capacity are needed. Also, the ability of handling comprehensive chip and
system-level design databases and encompassing multiple physical aspects of both
power and electromagnetic SC leakages is required.

In this section (section 5), we propose a rapid simulation method for power and
electromagnetic SCLA. The method employs both a power noise solver and an
electromagnetic solver for simulating traces during the operation of cryptographic
modules. This process is specifically tailored for gathering traces for further analysis
in SCLA, utilizing a security-sensitive register extraction engine, an innovative probe
generation process, and an efficient simulation method known as Direct Vector
Control (DVC). In the subsequent phase of SCLA, a heatmap of SC leakage is
generated, assisting designers in pinpointing vulnerable areas and anabling the
imediate implementation of countermeasures. The entire simulation process is
validated for accuracy and correctness by the comparison against actual silicon
measurements in electromagnetic SCLA.

The structure of the rest of this section is as follows. Section 5.2 explains on-chip
power noise modeling and near-field electromagnetic emission modeling methods.
Section 5.3 elaborates on ideas to accelerate SC leakage simulation, incorporating

techniques like security-sensitive register extraction, intelligent probe generation, and
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DVC. Section 5.4 discusses the silicon design flow based on SCLA, illustrated with a
prototype silicon chip, and compares simulation results with actual measurements.

Section 5.5 concludes Section 5.

5.2 EM emission modeling

5.2.1 Power supply current modeling with
chip-package-system (CPS) board model

Power SC leakage is due to the fluctuating power supply current caused by logic
gate operations within an IC chip. This current flows through the comprehensive
PDN of Chip-Package-System (CPS) including the PCB and cables for external
power connections [80]. The package structure is made up of a plastic interposer with
solder bumps and balls, connecting the chip pads to the PCB. It's assumed that the IC
chip is equipped with cryptographic engines and the model involves dynamic power
supply currents during cryptographic activities.

A system-level model, shown in Fig. 5-1, is composed of the CPS including a
Chip Power Model (CPM). The CPM of an IC chip is divided into a passive
component, which describes the impedance network of the on-chip PDN, and an
active part that accounts for the power supply currents during cryptographic circuit
operations, presented as piece-wise linear (PWL) waveforms in the time domain. The
development of the CPM is discussed in section 5.2.2.

It should be noted that power supply currents can be captured at any point in the
CPS model during power SCLA. Voltage fluctuations in the on-chip PDN, caused by
the combination of power supply currents and parasitic impedance, are identified as
dynamic IR drop noise or power noise. The same power supply currents generate
magnetic fields around metal wirings in the PDN, contributing to electromagnetic
emissions. Multiple paths exist within the PDN for power supply currents to mitigate
dynamic variations, and these significantly influence the frequency-domain response

of the entire PDN impedance.
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Figure 5-1: Chip-package-system (CPS) board model

for power supply current simulation [4].

5.2.2 On-chip power noise modeling

Power SCLA depends on the accurate simulation of on-chip power noise. This
involves extracting the parasitic resistance (R), inductance (L), and capacitance (C)
of the on-chip PDN from the IC chip's layout, which are then incorporated into the
CPS power noise simulation. The PDN typically consists of the upper metal layers
arranged in a mesh pattern that covers the entire chip. In contrast, each standard logic
cell's power supply current is connected to the power and ground nodes at its specific
location on the lower metal layers of the PDN, as depicted in Fig. 5-2 [85]. Although
the direct correlation of power supply current to data is localized to logic cells
processing the data, the overall current flows through the entire PDN across the chip,
interacting with the parasitic RLC components within the V'pp and Vss domains of the
PDN. Furthermore, the silicon substrate of the IC chip is modeled as a
resistive-capacitive mesh linked to the PDN. This mesh accounts for the distribution
of p- and n-type dopants and p-n junctions. The comprehensive model used in
simulations produces chip-level power noise, which leads to power SC leakage at

both the IC chip and its entire assembly.
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Fig. 5-2: Power-noise model of on-chip PDN
of an IC chip with security functionality [4].

The global power consumption of an IC chip, measured at the voltage supply port,
is influenced by the current demands from every logic gate within a design. The
dynamic voltage drop at any selected probing point (such as PO and P1 in Fig. 5-2)

can be described by the function:

V(t)=I(t)*R+Ld;—(:)+ %f](t)dt (1)
where [(t) is the local dynamic current, and R, L, and C are parameters extracted
from the physical configuration of the PDN. Our simulation approach calculates the
power supply current drawn by each logic gate, considering the influences of
intentional decoupling capacitors, inherent device capacitance, metal fills, and the
parasitic RLC elements distributed across the PDN grid. When a cryptographic core
is integrated into the chip, /(t) consists of two types of currents; 1) /o(t), the current
used by security-sensitive standard cells, and 2) /i(t), the current consumed by the
remaining standard cells, as illustrated in Fig. 5-2. Since /[i(t) generally not
correlating with sensitive data, the ratio of /o(t) relative to /i(t) can be considered as
SNR, which is a crucial observable in determining SCLA results.

For simulating dynamic IR-drop waveforms, we model time-domain power
supply currents and the RLC parasitics of the PDN grids [86]. Libraries of power
supply currents for standard logic cells, input/output macro cells (IO macros), and

intellectual property (IP) macro blocks are established through transistor-level SPICE
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simulations prior to dynamic power noise simulation. RLC parasitics are extracted
from the physical layout of an IC design. Fig. 5-3 depicts an example of a cell-level
current modeling for an inverter, where dynamic currents at Vpp and Vss pins are
determined by SPICE simulation for each logic operation, corresponding to the logic
cell's truth table. To accurately model both linear and non-linear power behavior of
the cell, the power supply current library initially identifies a range of operational
conditions for characterization. Subsequently, a heuristic interpolation method is
applied to generate the power profiles for other operational conditions, including
variations in process corners, power supply voltage, temperature, input signal slew,
signal load capacitance, and multiple output states. For IO macros and IP blocks, the
switching states of interest are modeled with pre-simulated time-domain PWL

waveforms of power and ground switching currents.
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Figure 5-3: Cell-level dynamic power supply current model

under various operation conditions [4].

An SC attacker or an SC leakage evaluator typically records power noise
waveforms at the off-chip power pins on a system's assembly. This is much easier
than measuring power supply currents directly within the IC chip. However, when
conducting simulation-based SCLA, there are no such restrictions in placing probes.
In our approach to simulating power noise, virtual measurement probes can be
strategically positioned at any point within the on-chip PDN. These probes, which

can be automatically located on the top metal layer at specific intervals, like PO and
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P1 shown in Fig. 5-2, enable designers see the distribution of SC leakage across the
entire chip. This capability is crucial for identifying and focused analysis of the areas
of a chip that are most vulnerable to security breaches immediately after a

location-aware SC leakage heatmap is produced.

5.2.3 Near-field electromagnetic emmision

Power supply currents cause magnetic fields as formulated by Maxwell's
equations. The characterization of near-field EM emission frequently employs the
dipole-moment method for wire segments and metal planes that carry the power
supply current [87,88,89,90]. This method is depicted in Fig. 5-4, where an on-chip
PDN wire segment is modeled as a dipole moment. The magnetic field B(t) at an
observation point P is then calculated using the Biot-Savart law following Eq. (2).
This involves summing the contributions of every dipole (dipole 1, dipole 2, ...,
dipole N) arranged within an IC chip. The total B(t) is also updated in accordance
with the time-domain variation in the power supply current, I(t), to accurately
simulate near-field EM traces. The equation considers factors like the permeability po,
the length of wire segments d/, the distance vector r, and the angle 6 between the
dipole point and the observation point.

u . . gi

B(t) _ 4_72211\,f1(t) ci‘l2 sin 6 2

EM observation points can be strategically positioned in a space around an IC
chip, though they are often placed close to its surface. By simulating with
fine-grained power wire segments within an IC chip and its assembly, both the
distribution of EM emissions and EM side-channel leakage heatmaps can be
accurately modeled. The results from these simulations are important for designers to
optimize the physical layout of IC chips and to select the most secure physical
structures for assemblies, for enhancing protection against both power and EM

side-channel attacks.
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Fig. 5-4: Near-field EM emission modeling of on-chip PDN wires as dipoles [4].

5.3 Side-channel leakage simulation

5.3.1 Overview of SCLA simulation framework

The overview of the power and EM SCLA simulation framework we propose is
shown in Fig. 5-5. The important point to resolve data leakage issues assessed
through SCLA is the identification of the specific data to be protected. Such data,
referred to as "security assets," flows through a sequence of logic gates and registers
within a security IC chip. Within the gate-level netlist of the design, all gate instances
impacted by these security assets are classified as "security sensitive registers and
nets." These elements should be carefully assessed to prevent data leakage. This
identification process is the initial phase of our simulation framework.
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Figure 5-5: Overall flow of the pre-silicon side-channel assessment method

for secure SoC design [4].
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In our approach, we utilize static timing analysis (STA) to analyze the entire
cryptographic core for creating a forward reachability database (FRD) at the gate
netlist level. Our process requires the gate-level netlist, the logic cell timing model
file in liberty format and the timing constraint file in standard delay format (SDF) as
input. The FRD efficiently records all registers that are reachable at every stage of
execution for every input port. This database is then employed to identify all
potentially accessible registers at given execution depth. Through critical flop
analysis (CFA), we pinpoint security-sensitive registers from this list of registers.
These security-sensitive registers are grouped at the chip layout level for subsequent
SC analysis.

These identified security-sensitive registers are the most likely sources of SC
information leakage about the secret byte, in comparison to other registers. Isolating
their power signatures enhances the SNR in power traces by reducing the noise of
non security sensitive registers. These non security sensitive registers are less
relevant to SC. Considering practical scenarios, an attacker might only access the
global power consumption, but motivated attackers could try to preprocess data to
minimize noise, including environmental and intrinsic noise, and even capture local
power SC leakages.

The proposed framework adopts a white-box approach for pre-silicon SCLA,
which is ideal for design engineers with complete access to the gate-level and
layout-level design of the chip. This framework enables SCLA with high sensitivity
by amplifing SNR related to secret key bytes. If the engineer also aims to estimate
MtD from a post-silicon SCLA perspective, proposed framework can incorporate SC
leakage from non security sensitive registers or a realistic silicon noise profile.

The physical model of the logic core is constructed using LEF/DEF layout files,
extracted parasitics files, cell power current model files, and the vector stimuli file in
value change dump (VCD) format. A power noise solver then calculates dynamic IR
drop traces over the PDN of the logic core, and an EM solver generates dynamic EM
traces at a virtual probe point.

To obtain a large number of traces, we propose a simulation trace reduction
method named “direct vector control.” Post-processing of traces for SC assessment,
generating heatmaps and scoring, is handled by the SCLA flow. This process
pinpoints location-dependent SC leakages down to the granularity of a gate instance

and it enables gate-netlist level revision in case of SC leakage verification fails.
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5.3.2 Identification of security sensitive register

Proposed framework begins with analyzing the data flow between input and
output ports, evaluating all STA paths and saving each register encountered along
these paths. Every security sensitive input bit is traced by following static paths to
their output ports. This process is baced on the understanding that registers located
along these paths are likely influenced by changing in the input bit. For example, as
shown in Fig. 5-6, proposed tracking identifies register pairs (R1, R2) and (R3, R4)
at execution depths 1 and 2, respectively. In tracing paths from input bit A, three
paths leading to endpoints (R3 and R4) are identified. It is assumed that shifts in A
might trigger corresponding changes in R3 and R4 at execution depth 2, though this
is not always the case, as shown in the truth table in Fig. 5-6. A switch in A from
0->1 or 1->0 impacts R3 but leaves R4's value constant. This occurs because the
same registers may be influenced by other input bits at the same execution depth, as
with input B in this scenario. Thus, the paths identified through our tracing technique

are termed "apparent paths."
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Fig. 5-6: Illustration of apparent paths between two execution depths [4].

In the proposed framework, information flow analysis at the gate-netlist level is
conducted as a important step in identifying security-sensitive elements in
cryptography designs. Unlike the SCRIPT [91] and GLIFT [92], which precisely
identify affected registers by sensitizing paths, we avoid such detailed path

examination for computation efficiency. SCRIPT and GLIFT significantly increase
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computational time. For instance, GLIFT demands the creation of shadow logic, a
complex task for large circuits, while SCRIPT necessitates frequent register
conversions and masking and unmasking operations, challenging without specialized
ATPG support.

Proposed framework's efficiency is optimized for SCLA by considering all
apparent paths without path sensitization. This approach effectively enhances the
SNR of power traces for SCLA by considering all registers potentially affected by
security sensitive input bits. We identify security-sensitive registers at each execution
depth by pruning the list via critical flop analysis to further boost power trace SNR.

The FRD stores all apparent paths and registers. To minimize storage space, the
flow tracks only crucial input bits in the design. This includes secret assets like
cryptographic keys and non-secret inputs, which attacker can controle, like plaintexts
in AES. And non-relevant inputs like clock or reset signals are excluded. The FRD
faces a path explosion issue with increasing execution depths which leads a crusial
problem in evaluation time and memory requirement. This path explosion issue is
resolved by storing unique “driver” and “sink” register sets at each execution depth.
Here, "sink" registers are identified as the set of registers at a given execution depth,
which are connected to paths from all "driver" registers located at the preceding
execution depth. For example, in Fig. 5-6, input bit A at execution depth 2 identifies
R1 as the driver and R3 and R4 as sink registers.

The STA tool enables multi-threading in identifying sink registers from driver
registers and saves much time in FRD generation. The number of static paths
between execution depths exceeds the limited set of driver and sink registers. For
example, there are three static paths and two “sink” registers for input bit A at
execution depth 2, as ahown in Fig. 5-6. Therefore, storing detailed information
about these paths becomes impractical for complex designs. Our framework does not
neglect power consumption and glitch effects from combinational gates in SCLA
flow. Instead, it groups registers along a cryptographic design's datapath to store
target data values at specific execution depths for SCLA.

To identify security-sensitive registers, we trace security assets (e.g., a
cryptographic block's secret key byte) at each execution cycle. CFA helps identifying
these security-sensitive registers, taking the subkey and execution depth as inputs as
shown in fig. 5-7. In the assessment of AES, execution depth should be correspond to
the first round or last round of AES operation because an adversary may specifically

target these rounds. CFA assumes an attacker's perspective such as targeting specific
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execution timeframes and using correlation-based attacks like CPA or DPA to leak
secret bytes with minimal power traces.

SCLA evaluators can manipulate some system inputs, like plaintext in AES,
which is combined with the secret key and impacts flops due to cryptographic
algorithms' confusion property. We define properties to extract security-sensitive
registers:

Property 1: A flop should be influenced by both secret and non-secret inputs at the
analyzed execution depth.

Property 2: Multiple bits of these secret and non-secret inputs should impact the
flop at the analyzed execution depth.

As depicted in Fig. 5-7, registers satisfying these properties at a specific execution
depth are identified as security-sensitive registers. The design engineer sets property
which varies with the implementation type and design under analysis. For our AES

test case, we set this limit to eight bits considering sbox register sizes.
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Fig. 5-7: Critical flop analysis to extract security-sensitive registers from the set

of reachable registers [4].

5.3.3 Direct vector control
In the proposed SCLA flow, we address the challenge of efficiently generating
time-domain power supply current traces for approximating the silicon MtD, which

typically requires thousands or millions of traces. Simulating such a large number of
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traces is computationally challenging for circuit-level simulators. To overcome this,
we have developed a simulation trace reduction technique, referred to as the “direct
vector control”, as shown in Fig. 5-8. This method relies on the understanding of a
chip's functionality to identify and list the security-sensitive nets within the design.
Such nets might include an interface data bus transmitting secret data or the flip-flops
holding a cryptographic core's private key.

Using design details and logic simulation data, proposed approach annotates the
list of security-sensitive nets and these nets are then stimulated using a "direct vector
control" file, which iterates through all possible state combinations for these sensitive
nets. The states applied to targeted gates are logically propagated throughout the
design's logic nodes. To simulate the background noise of an IC chip, the remaining
nets, non security sensitive nets, are randomly switched using a vector-less method.
This method reduces computational load over simulation cycles, where a group of
physically close nets will toggle at a user-defined rate. Additionally, to accurately
represent the SNR of system-level power supply current, vector-less blocks are
constrained with a power target for each cycle.

The direct vector control file, combined with cell liberty files, timing window file,
and power library files, forms the electrical model of the design. For each input data,
only a few point-of-interest (POI) cycles need to be simulated (e.g., the final round of

AES) to acquire the necessary power noise waveforms for SCLA.
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Figure 5-8: Direct vector control technique to control the SNR of side-channel

assessment in simulation [4].

5.4 Silicon design flow and example

5.4.1 Silicon design flow
Fig. 5-9 shows the design flow incorporating simulation-based power and EM

SCLA, focusing on the development of secure IC chips with cryptographic functions.
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The proposed SCLA method statistically evaluates the risk of SC leakage by
analyzing a large set of traces during cryptographic operations. This flow helps
designers in optimizing physical layouts by visualizing the distribution of SC leakage

levels across the entire chip.
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Fig. 5-9: Overview of general VLSI design flow and the position
of our SCL simulation [4].

The flow begins with a RTL netlist, assumed to be a reliable design after thorough
architectural exploration of the cryptographic hardware and logic and circuit design.
The initial full-chip place and route (PNR) is conducted to convert RTL netlist to
physical design. Following the initial PNR and physical rule checks, the first SCLA
is applied to the design data. Based on the results, the design undergoes a second
round of PNR with specific constraints and the addition of extra devices. Then,
subsequent rounds of SCLA is conducted. These iterative processes continue until the
design meets the required SC leakage tolerance level.

The SCLA employs quantitative metrics to analyze simulated power traces and
assesses SC leakage at distributed probe points across the full chip area. The initial
step in the security exploration sequence involves calculating T-score at each probe
point, scanning the entire chip to identify potential SC leakage areas. Subsequently,
the SC leakage score (SLS) and simulation measurements to disclosure (SMTD) are
used to pinpoint the exact sources of SC leakage, based on SC leakage models
specifically tailored to the cryptographic algorithm being used. These analysis modes

are essential for accurately determining and addressing the root causes of SC leakage
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in the chip design. Bellows are definitions of these analysis modes.

T-score

Welch's t-test is a statistical hypothesis test that evaluates the significance of the
difference between two populations. The T-score is calculated using the following
formula (3). It compares two sets of data, W1 and W2, each with a respective size of
N1 and N2.

w1)-u(w2
T — score = pW)—pW2) 3)
o2(W1) c2(W2)
N1 N2

This test is utilized in TVLA to assess SC leakage tolerance of cryptographic
modules [89,90]. In TVLA, traces are divided into two sets under specific conditions.
For instance, one set may consistently use the same input payload for each
cryptographic operation, while the other set applies a random payload each time.
When the T-score does not surpass a threshold of 4.5, it implies negligible statistical
differences between these two groups. A higher T-score suggests a possible
correlation between the intermediate values in cryptography function and the power
traces. This indicates vulnerability to SC attacks, but not necessarily revealing secret
information. TVLA, being more sensitive than other methods, is effective for
identifying potential leakage sources across different cryptographic algorithms. It's
important to note that simulations do not include "white noise", unlike measurements,
which means fewer traces are needed in simulations to achieve a level of statistical

significance comparable to actual measurements.

SC-leakage score (SLS)

We propose another metric SLS to quantify the correlation between power supply

currents and confidential data. This approach is based on a white-box analysis, where
the SC leakage model is assumed in advance according to the design and data paths
of the cryptographic core, aligned with the specific cryptographic algorithm. In this
analysis, evaluators know the actual secret key as the correct key. We use an 8-bit
portion of a byte as a hypothetical subkey value and calculate its correlation
coefficient against a set of power supply current traces, either simulated or measured.
This calculation is repeated for each potential subkey value in a comprehensive
manner. SLS is then determined by the ratio of the correlation coefficient of the

correct subkey to the highest correlation coefficient among all hypothesized subkey
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values, as expressed in equation (4):

SLS =
p(X{correctyey}.Y)
MAX[P(X{keJ’guessl}'Y):P(X{keYQuessz}:Y): ct 'P(X{RQYguessN}‘Y)]

“

Here, the function X denotes the leakage model for each guessed key, while Y
denotes the set of measured or simulated traces during cryptographic operations
using the unique correct key. The correlation coefficient p between the guessed key
and the traces is calculated as equation (5):

cov(X)Y)
pXY) = ——= (5)

In CPA literature, among all possible key guesses, the predicted Hamming weight
or distance of the power model is expected to show the highest correlation with the
traces when the key guesses match the correct key. The SLS normalizes the
correlation coefficient to the correct key guess. The trend of leakage level is
visualized through SLS as the number of simulation traces increases, and this trend is
compared across various locations within an IC chip. The closer the SLS value is to 1,

the more significant the detected vulnerability. This enables designers to pinpoint the

source of SC leakage and modify the physical layout of the IC chip.

SMTD

SMTD is a crucial index for confirming the presence of side-channel leakage,
indicating the least number of traces required to fully reveal subkey bytes within a
secret key. Due to the large number of traces needed for SMTD, often reaching
hundreds of thousands or even millions, the computational cost in a general
circuit-level simulation process such as SPICE becomes excessively high. To address
this issue, we employ the DVC technique detailed in Section 5.3.3, which
significantly reduces the simulation time for SCLA while maintaining a minimal

COl’l’lpI'OIIliSG on accuracy.

These SCLA metrics should be strategically utilized across three distinct stages of
design. In the first stage, a cryptographic core is initially evaluated using the T-score

metric, based on a limited number of simulation power traces. Any identified
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potential vulnerabilities are logically analyzed and flagged for subsequent physical
implementation. This step also involves defining side-channel leakage models, which
may include power or electromagnetic correlation. The second stage involves an
in-depth evaluation of the IC chip layout containing the cryptographic core, using the
SLS. This step assumes a correlation and progressively increases the number of
simulation traces. The primary focus here is to identify and address or mitigate the
root causes of SC leakage through physical design modifications. Finally, in the third
stage, after iterative SLS analysis, the complete IC chip layout undergoes verification
using SMTD as the sign-off verification for SC leakage. In this stage, the number of

simulation traces can be maximized.

5.4.2 Silicon example and measurement setup
For the demonstration, a test chip using 0.13 um CMOS technology was

fabricated and implemented on a PCB using flip-chip BGA packaging, as depicted in
Fig. 5-10. The chip with 128-bit AES core was evaluated for SC leakage, both
through simulation and experimental measurements. In this demonstration, EM

emission is measured at the backside surface of the IC chip.

Silicon die
(Face down
4mm /BGA assembly)

<— Interposer

3mm

Digital core area

Fig. 5-10: Silicon example (chip layout, image of implementation

and photo of silicon example) [4].

The experimental setup, depicted in Fig. 5-11, involves the utilization of an EM
probe precisely positioned by PC-controlled software. The probe is positioned in
three-dimensional space and can be oriented with respect to the IC chip. The silicon
die, with a thickness of 350 um, is flipped onto a plastic interposer. The backside

surface is not covered by any material. The minimum height of the probe from the
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chip's backside is offset by the 400 um thickness of the probe's plastic molding,
making the effective distance between the probe coil and the frontside circuits about
750 pm. SCLA tests were conducted in a 3 x 3 array of probe positions, along with
measurements of magnetic fields in the x and y axes. Probe positions are labeled
from A to H. And probe orientation labeled as Bx and By are consistent across

measurement setups and simulation models.

Oscilloscop

-0 0 O O

: Waveform

Fig. 5-11: Measurement setup [4].

Simulation Measurement
SC physical Power noise .
media EM noise (Bx, By) EM noise (Bx, By)
SC attack - . - .
surface Si die backside of BGA assembly Si die backside of BGA assembly
Server Oscilloscope
" #CPU : 100 Analog sample rate : 20 GSa/sec
Equipment Memory(peak): 7 GB PC system memory : 4 GB
(Intel Xeon Gold 6148 CPU @ 2.40 GHz) (Keysight MS09404A)
Simulation time : 3 hours / 10K traces Measurementtime : 198 hours / 10K traces

+1024 probe points +9 probe points
including{ X 2 probe orientation including X 2 probe orientation

Cost of time +Power noise and EM noise +EM noise

— effective cost of time : 0.5 msec/trace — effective cost of time : 4.0 sec/trace

50 points X 0.59 ns/point 15985 points X 0.025ns/point
Trace length — 29.5 ns/trace — 399.6 ns/trace
(focused on single round of interest) (covering full rounds)
SC leakage Power noise : T-test, SLS, SMTD )
analysis EM : T-test, SLS, SMTD EM: T-test, SLS, SMTD

Fig. 5-12: Summary of Measurement and simulation setup [4].

The AES core within the chip, consisting of 800k instances and 3 million nodes,

is incorporated into a full-chip level digital PNR with other digital blocks. The AES



5.4 Silicon design flow and example 67

core occupies areas over B and E regions and its operating clock frequency is set at
30 MHz. Simulation analyzed 50 sampling points per clock cycle. For simulation
purposes, an 11 million cycle VCD file is prepared first, and then this file is chopped
and stitched to focuse only on the POI cycles including 10k cycles. Parallel
processing is employed to simulate SC traces efficiently using a time-chunking
method. Utilizing 100 CPUs (Intel(R) Xeon(R) Gold 6148 CPU @ 2.40GHz), the
process of simulating and analyzing both power noise and EM SC leakage from 10k
traces at 500 virtual probes is completed in approximately 3 hours. As summarized in
Fig. 5-12, the time cost for a single measurement trace is about 8,000 times greater
than its simulation counterpart. This is mainly due to the simulation's inherent

parallelism and the DVC's focus on a single POI cycle.

5.4.3 Silicon results
First, SLS is employed to detect EM SC leakages within the die area of a test chip,

as depicted in Fig. 5-13. The plot demonstrates the general trend of correlation-based
leakage by comparing SLS across nine different probe locations with respect to the
number of EM traces. The SLS is computed for each subkey byte using equation (4)
and then averaged over 16 bytes. In contrast, the MTD plots explicitly indicate the
complete disclosure of the full 8-bit correct subkey at certain locations. However,
values less than 8.0 on the vertical axis (except for 0.0) are less significant as they
include bits that cannot be distinguished from the disclosed bits. The SLS trend is
observable even with a smaller number of traces, which is beneficial for early

detection of SC leakage.
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Measurement SLS
(average of 16 sub-keys)

MTD
(average of 16 sub-keys)

2
o
@ °
? 2
o
o
£ 3
0.4% < 2 : S
0 “=~~. 5000 10000 0 “~~.. 5000 10000
! #waveforms ! #waveforms
0.9} 8
- 2
=
w e
? g
S
o
#*
0'40 500 1000 20 500 1000
#waveforms #waveforms
—A —B —C D —E —F —G —H —1]

Figure 5-13: Comparison of two SCLA technique’s feature [4].

Fig. 5-14 contrasts near-field EM SCLA metrics of SLS and MTD between

simulation and measurements. The magnetic field traces captured in Bx and By

directions are utilized for this analysis. Their directivity validates the proper
treatment of near-field EM radiations. With in 10k traces, the full 128-bit correct key

is revealed through EM SC leakage. The simulation accurately reflects the location

dependency observed in measurements, particularly in areas with high SC leakage at

points A, D, and G for Bx and points E, F, G, H, I for By. Conversely, lower leakage

areas are more apparent in the By direction, especially in the upper area of the die at

points A, B, and C. The general trends of EM SCLA results in measurement are well

replicated in the simulation-based EM SCLA.
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Simulation
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(Byte 6)
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Measurement
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Fig. 5-14: Comparison of two simulation results and measurement result [4].

5.5 Conclusion

We proposed simulation-based power and EM SCLA techniques. The correctness
of the technique was validated with a 0.13 um AES prototype chip in flip-chip
packaging and system-level assembly. The backside of the silicon die is utilized as
the EM emission surface. On-chip dynamic power noise and near-field EM emission
are accurately simulated with chip-level power supply current and system-level PDN

models. Power and EM SC leakages are effectively analyzed with 1k on-chip virtual
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probes and 10k input payloads, assessing t-score, SLS, and MTD. Simulation results
correlate well with silicon measurements for backside EM SC leakage, achieving a
simulation speed 8,000 times faster than measurements in exploring location and
direction-dependent EM SC leakage in an IC chip. The design flow incorporating the
proposed simulation-based SCLA helps designer to assess SC leakage vulnerability

at the design stage and enables them to revise the design immediately.
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Section 6

Innovation idea using side-channel

leakage simulation

6.1 Introduction

The advancements in information and communication technology (ICT) have
siginificantly changed people's lives. Since the mid-1990s, the widespread use of
computers, mobile phones, and the internet led to a significant shift in how we access
and share information. This era, often referred to as the digital era, is the beginning
of a society highly reliant on digital technology for communication, information
search and online transactions.

In recent years, this kind of change has been further accelerated by the utilization
of artificial intelligence (Al) and continued developments in ICT. We are now
moving towards a society where the integration of physical and digital spaces is
becoming seamless. In this advanced digital society, technologies like Al, IoT, and
big data analytics are enabling real-time analysis and feedback, enhancing the
efficiency of various processes and improving the quality of life.

Such a transition increases the value of digital data and the importance of security.
As our reliance on digital data continues to grow, protecting these data from cyber
threats and ensuring privacy becomes crucial. Thus, the evolution of society with
advanced ICT brings a heigh requirement for robust security measures to protect
digital data in an increasingly interconnected world.

Cryptography is a key technology for securely protecting and utilizing digital data.
Hence, cryptographic algorithms used for encryption, decryption, hashing, and the
generation and verification of digital signatures are strictly assessed for security by
numerous experts. The security of cryptographic techniques is based on the

computational difficulty of problems such as the factorization of large composite
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numbers or the difficulty of discrete logarithm problems for large numbers. However,
the security level of cryptographic technologies can be degraded due to increased
computing power and the discovery of new algorithms that can efficiently solve these
problems. Therefore, the security level of cryptographic technologies needs to be
periodically reviewed in response to advancements in technology. For instance, Data
Encryption Standard (DES) was considered secure in the 1970s, but due to increased
computational capabilities and new cryptoanalytical attack methods, it was found to
be vulnerable and was replaced in 2002 by Advanced Encryption Standard (AES),
which offers higher security and faster processing. Thus, experts continue to evaluate
security level of existing cryptographic algorithms. These evaluations are conducted
by organizations such as the National Institute of Standards and Technology (NIST)
in the United States and the Cryptography Research and Evaluation Committees
(CRYPTREC) in Japan. These institutions publish and regularly update lists of
recommended cryptographic algorithms.

Cryptography can be used to secure digital data exchanged over networks against
unauthorized access, misuse, or alteration. Moreover, the cryptographic algorithms
are strictly evaluated and recommended lists of cryptographic algorithms providing
robust countermeasures against cryptoanalytical attacks are published. As a result,
attacks such as eavesdropping, tampering, or cryptoanalytical attack that threaten
software security on networks are highly challenging. Even though the seculity level
of used cryptographic algorithms are strictly eavaluated by experts, the threat of
physical attacks exploiting vulnerabilities of electronic devices, where these
algorithms are implemented, exists as shown in Fig. 6-1. Such physical attacks
include SC attacks, where secret information is exploited by analyzing SC
information such as electromagnetic noise emitted during circuit operation, and fault
injection attacks, where intentional malfunctions are induced by injecting noise into
circuits. These physical attacks are significant security risk and therefore the need for
countermeasures not only against software security threats but also against hardware

security threats.
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Fig. 6-1 Hardware security threats of digital data

There are reports of successful SC attacks and fault injection attacks on products
in the commercial market. For example, in 2010, it was reported that secret
information could be extracted through a SC attack on NXP's chips, "Mifare Classic"
and "Mifare DESFire cards," utilized in the IC cards. Also, in 2021, successful SC
attacks for Intel’s microprocessors and Google's "Titan Security Key," employed for
two-factor authentication were reported. There are some notable reports of fault
injection attacks including the attack on Sony’s PlayStation Vita in 2019, the attacks
on electronic key authentication systems used by various car manufacturers in 2020,
and the attack on Apple's AirTag in 2022. These examples show that both SC attacks
and fault injection attacks are not just theoretical risks but are actual threats to
products in the market.

As shown above, the threat of hardware security to actual products is becoming
more realistic. However, addressing these hardware security threats is challenging for
electronic device manufacturers lacking sufficient technical expertise. Therefore, the
proposed business idea, "Design of Semiconductor IC Chips with Cryptographic
Modules Resistant to Physical Attacks," aims to assist electronic device
manufacturers in developing devices secured against physical attacks. This involves
helping them establish specifications for countermeasures against physical attacks
and resolving issues in the design of such countermeasures.

The proposed project is envisioned as a new project within “Secafy”. Secafy,

established in February 2023 by the authors, is a start-up company from Kobe
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University. The company's mission is " Leveraging Secafy’s strengths in ‘Hardware
Security Evaluation Technology’ and ‘Hardware Noise Evaluation Technology’ to
guarantee the security of hardware devices and contributing to the realization of a

securer and safer ICT Society."

6.2 Innovation idea

As the importance of countermeasures against physical attacks increases,
electronic device manufacturers, recognizing the threat of such attacks, may try to
sell devices equipped with semiconductor IC chips resilient against physical attack.
To manufacture and sell such electronic devices, they need to specify the required
level of resistance to physical attacks for each product and the associated costs. Then,
they must design semiconductor IC chips with these countermeasures. In this process,
electronic device manufacturers face two primary issues: "Lack of technical expertise
in defining specifications for the resistance of cryptographic modules to physical
attacks" and "Absence of a suitable partner capable to design cryptographic modules
with physical attack resistance" as depicted in Fig. 6-2. The details of these issues

will be explained below.

Specification development Request for designing
for physical attack cryptographic modules
Awareness of ’ resistance of crypt. with physical attack
physical attack threats modules resistance
Issue 1 Issue 2

Issue 1:
Lack of technical expertise in defining specifications for the
resistance of cryptographic modules to physical attacks

Issue 2:
Absence of a suitable partner capable to design cryptographic
modules with physical attack resistance

Fig. 6- 2 Issues for customers arising when electronic device manufacturers

recognize the importance of hardware security

To make specifications for cryptographic modules resistant to physical attacks, it
is necessary to consider the types of physical attacks that must be countered, based
on factors such as the value of the data handled by each electronic device and usage

environment of the device, and the required level of resistance against these attacks.
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Also, because of the continuous evolvement of attack methods, it is crucial to
constantly update information on the latest physical attack techniques. However,
electronic device manufacturers, newly aware of the threat of physical attacks, often
lack these knowledges. Consequently, they face difficulties in determining the
appropriate level of physical attack resistance for each of their products or
semiconductor IC chips. This is the first issue, "Lack of technical expertise in
defining specifications for the resistance of cryptographic modules to physical
attacks".

In the typical semiconductor IC chip design and manufacturing process, many
electronic device manufacturers first development specification of the IC chip and
then communicate these specifications to a turnkey provider to request the
development of semiconductor IC chips, as illustrated in Fig. 6-3. The turnkey
provider either designs in-house or outsources the design to a design house to create
the design data. It is rare for turnkey providers to manufacture chips internally;
instead, foundries typically manufacture the chips. When electronic device
manufacturers plan to develop semiconductor IC chips with cryptographic modules
resistant to physical attacks, they face the second issue, "Absence of a partner
capable to design cryptographic modules with physical attack resistance”, at the stage
of requesting a turnkey provider to develop the IC chip. Turnkey providers and
design houses lack the technical expertise to design IC chips equipped with

cryptographic modules that are resistant to physical attacks.

Electroni Request for developing Request for
ectronic IC chips IC chip design
device - B - > T:’;ciz?:_ .# Design house
manufacturers Delivery of IC chip P Design data
Request for Delivery of
manufacturing IC chip
Foundry

Fig. 6- 3 Semiconductor IC chip process from design to manufacturing

To solve these issues which electronic device manufacturers face, the proposed
business offers two services: "Assistance in defining specifications for physical
attacks on electronic devices and semiconductor IC chips" and "Designing

cryptographic modules with high resistance to physical attacks."
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Firstly, I’'ll explain the assistance service for defining specifications against
physical attacks. A key consideration in formulating resistance to physical attacks is
the fact that if the attacker's resources for conducting the attack are limitless, it’s not
possible to completely prevent the attack. Therefore, in assisting with specification
development, it is essential to clearly define the types and levels of attacks each
product needs to counter and to establish the appropriate level of physical attack
resistance for each product.

The variation in types of physical attacks arises from combinations of three

nn

elements: "attack methods," "physical phenomena used in the attack," and "targets of
the attack." The level of each physical attack depends on three factors: "the attacker's
technical skills," "the performance of the equipment used in the attack," and "the
duration of the attack". The types and levels of attacks to be countered should be
decided baced on the value of the data handled by each electronic device and the
environment in which the device is used. This is because the cost (both monetary and
time) attackers are willing to invest varies depend on the value of the data, and the
physical attacks feasiblility may be limited by the environment in which the product
is used.

Therefore, by clearly defining the types of attacks that need countermeasures and
the required levels of resistance for these attacks, considering the environment in
which each product is used and the value of the data handled by the device, the
proposed service supports the definition of specifications for physical attacks. This
service solves the issue of "lack of technical expertise in defining specifications for
resistance of cryptographic modules to physical attacks" faced by electronic device
manufacturers.

The second service is to design cryptographic modules with high resistance to
physical attacks. This service leverages the expertise gained from designing and
evaluating cryptographic modules that have been fortified against physical attacks, as
well as the physical attack resistance evaluation techniques using simulations
discussed in Chapters 4 and 5. The service provides the desgn deta of cryptographic
modules with high resistance to physical attacks and provide the design data.

Fig. 6-4 shows the process from specification development to sales of IC chips
using the proposed service, "Designing cryptographic modules with high resistance
to physical attacks." A key feature of this service is the pre-silicon verification of
physical attack resistance during the design phase. This allows for comparison of

physical attack resistance based on the presence or absence of countermeasures and
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the differences in countermeasure techniques. There is a trade-off between physical
attack resistance and overheads such as operational speed, circuit area, and power
consumption. Therefore, specifications like power consumption and area need to be
considered in addition to physical attack resistance during the design phase. Using
this service, physical attack resistance of cryptographic modules with different
countermeasure techniques can be verified at the design stage, enabling the
achievement of the targeted security level at optimal overhead. Thus, this design
service, which utilizes simulation-based physical attack resistance evaluation
techniques, addresses the issue of "Absence of a partner capable to design

cryptographic modules with physical attack resistance."

Logic/Timing
verification

Specification De§i9n _{ Manufacturing —! Actual L . Market
development (Revision) measurement

Pre-silicon
verification Feedback for countermeasures
for resilience and modifications
against physical
attack

Design of cryptographic modules
with physical attack resistance
Fig.6- 4: Semiconductor IC chip process from specification to sales

with the proposed design service.

This design service utilizing simulation-based physical attack resistance
evaluation techniques not only achieves the specified level of resistance at optimal
cost but also reduces the time and financial costs to reach that level of resistance.
Without the proposed service, physical attack resistance could not be evaluated
during the design stage, which makes actual measurements after fabrication is the
only way to verify the effectiveness of countermeasures. As shown in the flow
without proposed service in Fig. 6-5, if the expected level of physical attack
resistance is not achieved, it is necessary to investigate the cause and repeat the
process from design to actual measurement. However, with the proposed service,
problems can be identified during the design verification and revision can be done

before the manufacturing. As a result, as illustrated in Fig. 6-6, significant reductions
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in time and financial costs are achieved by the service and it is a substantial benefit to

customers.
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Fig. 6-5: Cost reduction image with cryptographic module design service

featuring physical attack resistance

As described above, the two services of "Assistance in defining specifications for
physical attacks on electronic devices and semiconductor IC chips" and "Designing
cryptographic modules with high resistance to physical attacks" resolve issues faced
by electronic device manufacturers. These issues are “a lack of technical expertise in
specifying cryptographic modules with physical attack resistance” and “the absence
of providers for designing such modules.” By utilizing these services, electronic
device manufacturers can clearly define the required level of physical attack
resistance for each semiconductor IC chip and achieve this resistance level with
optimal overhead. Furthermore, compared to the traditional approach, these services
enable a reduction in the time and financial costs involved in achieving the specified
level of physical attack resistance. Therefore, the business providing these services

are highly valuable to customers.

6.3 Analysis

In this section, we conducted both external and internal environmental analyses to
clearify the strengths and weaknesses of the proposed business and to consider its
strategic direction. Here, the results of the 5 Forces analysis and the VRIO (Value,

Rarity, Imitability, Organization) analysis are presented. Finally, based on the
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findings of both the external and internal environmental analyses, the business

strategy will be discussed.

* Five Forces Analysis
The Five Forces analysis is a framework for understanding the profitability of an
industry by analyzing five competitive factors: rivalry within the industry, the threat
of new entrants, the suppliers’ power, the power of buyers, and the threat of
substitutes. Below is a detailed analysis of each of these factors specifically for the
industry focused on designing cryptographic modules with resistance to physical

attacks.

® Rivalry within the industry
Currently, there are no companies, either in Japan or internationally,
offering design services specifically focused on physical attack
resistance. However, some large companiess like NXP Semiconductors
in the Netherlands have both hardware security research and design
departments. Such companies may have the capability to design
cryptographic modules with physical attack resistance internally.

® The threat of new entrants
Designing devices with cryptographic modules that are resistant to
physical attacks requires expertise in various specialized fields, such as
circuit design, noise simulation for large-scale circuits, and noise
analysis with an understanding of cryptographic modules. These
diverse technical requirements create a high barrier to entry into this
industry. On the other hand, companies that possess expertise in each
of these individual fields exist, suggesting the possibility that these
companies could develop technologies in other areas and potentially
enter this market.

® The power of suppliers
Suppliers in the industry are vendors of IC chip design tools and noise
simulation tools. The tool vendor industry has kept growing through
repeated mergers and acquisitions by a few companies and these
companies accumulate expertise over a long period. This has led to an

oligopolistic market, resulting in these sellers possessing strong power.
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® The power of buyers
Buyers are electronic device manufacturers that require devices
equipped with cryptographic modules resistant to physical attacks. At
the beginning of the business, it can be difficult to encourage buyers to
use the services because customer’s issues have not yet become
apparent, resulting in strong power for the buyers. However, given the
absence of competition in this specific area, once issues become more
recognized through activities to make them aware the necessity of
hardware security the power of the buyers is likely to weaken.

® The threat of substitutes
Among IP vendors that provide cryptographic cores, there are
companies providing cryptographic core IPs with logical measures
against physical attacks. Examples of such companies include
Secure-IC in France and Rambus in the United States. Some of these
companies think that logical countermeasures alone are sufficient to
provide adequate resistance to physical attacks. If this thought is
correct, cryptographic core IPs with logical countermeasures could

potentially become substitutes for our proposed solutions.

The market opportunities and threats that have been revealed through this Five
Forces analysis is discussed below.

The primary opportunity lies in the absence of competition within the industry.
Although the small number of buyers due to the lack of apparent issues electronic
device manufacturers will face is a challenge for the proposed business, success in
making customer challenges apparent would be advantageous. This is because the
high technical barriers to entry and the abcense of competitors at present creat a
situation without price competition and not posing a strong threat from buyers.

On the other hand, there are three main threats.

The first threat is the existence of large companies like NXP Semiconductors in
the Netherlands, which have both hardware security research and design departments
internally. Even if such companies have separate departments for hardware security
research and design, challenges in communication and misunderstanding between
these different specialized departments can make the design of countermeasures
complex. Therefore, having various specialized technical skills within a single

organization, as Secafy does, is a strength, and enhancing these strengs can mitigate
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competition with companies that have internal hardware security research and design
departments.

The second threat is the possibility of cryptographic core IPs with logical
countermeasures against physical attack becoming a substitute. While there is a
thought that logical countermeasures alone can sufficiently provide physical attack
resistance, all countermeasures inherently come with overheads. Thus, selecting
optimal countermeasures including circuit implementation is crucial. Also, there is an
example that even logical countermeasures thought to be secure against physical
attacks have been found to be vulnerable when implemented in circuitry. Therefore,
logical countermeasure against physical attacks should not be seen as a threat of
substitute but rather as complementary to the proposed business.

The final threat is the power of supplyers, IC chip design tool vendors and
simulation tool vendors. In general, tool vendor industry is known as oligopolistic
market, implying strong power of supplyer. However, the environment for tool usage
is gradually changing such as emergence of pay-per-use license services and
open-source design tools. The proposed business plans to use these services and tools
to mitigate the power of supplyers. Currently, there are no pay-per-use services for
simulation tools like those for design tools. Additionally, having a license in-house is
necessary to protect intellectual property. Therefore, service pricing must consider

the cost of tool licensing fees for simulation tools to ensure profitability.

* VRIO Analysis

We conducted a VRIO analysis to assess the sustainability of the business.

® Value
In an advanced ICT society where digital data is highly valuable,
securing these dogital data against physical attacks becomes
increasingly crucial. However, due to technical complexities, it's
challenging for electronic device manufacturers to design
cryptographic modules with physical attack resistance. Our proposed
service enables customers to overcome these technical issues and
manufacture devices equipped with such modules, hence offering high

value.
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® Rarity
Companies providing design services focused on physical attack
resistance are rare, both domestically and internationally. Moreover,
our business model, which supports electronic device manufacturers
from specification setting to design, is feasible due to our specialized
knowledge and expertise, making it a rare and strong aspect of our
proposed business.

® [mitability
Designing cryptographic modules with resistance to physical attacks
requires a combination of specialized technical skills, including circuit
design, noise simulation for large-scale circuits, and noise analysis
with an understanding of cryptographic modules. These specialized
skills required for simulation in physical attack resistance evaluation
make it difficult to imitate. Additionally, Secafy enhances its
imitability by improving its simulation techniques through
comparisons with actual physical attack resistance evaluations,
leveraging its various in-house technologies.

® Organization
Secafy’s team consists of five members with expertise in circuit design,
noise simulation, and noise analysis of cryptographic modules, or
experience in launching new business projects. This composition of
highly skilled technicians and members capable of transforming
technology into business makes the team a strength in conducting
business utilizing technical advantages. Another strength is the small
team size enabling fast decision-making and in-depth discussions.
However, the low recognition of the company and lack of credibility
are weaknesses. Therefore, it is crucial to conduct sales activities that
enhance recognition of Secafy’s technical capabilities and the
importance of physical attack resistance and to build a solid track

record in the business.

* Summary of the analisys
Based on the external and internal environmental analyses, | consider the strategy

for the proposed business.
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As the evolvement of an advanced ICT society, the demand in digital data security
are increasing. Although the current awareness of physical attack threats is low, our
interviews with domestic and international companies and research into certification
programs reveal a growing awareness of the threat of physical attacks and the
importance of countermeasures. In this context, our proposed business, which
resolves technical issues for customers and enables the manufacturing of devices
equipped with cryptographic modules resistant to physical attacks, holds high
economic value. Additionally, Scafy's wide range of specialized technical skills are
both rare and difficult to imitate. To maintain these strengths as a sustainable
competitive advantage, it is essential to continually improve our expertise by
leveraging the diverse technologies within our organization.

However, sales activity and preparing tools are weaknesses for the proposed
business. In preparing tools, the high cost of tool licensing fees is a challenge to
business profitability. We plan to reduce costs by utilizing pay-per-use license
services and open-source design tools for design activities to address this issue. For
simulation tools, where cost reduction is difficult, we will consider financial
strategies with taking this weakness into account. In sales activities, the challenges
are low awareness of physical attack threats and the company's low recognition and
credibility. Therefore, at the initial stage of the business, we will focus on sales
activities, actively participating in exhibitions and conferences to raise awareness of
the threats and importance of physical attack countermeasures, while also promoting
our research achievements and technical capabilities to enhance the company's

recognition and credibility.

6.4 Conclusion

In the advanced ICT society, the social impact of utilizing digital data has
significantly increased. This implies that the economic and social losses, incurred by
companies, individuals, and society, due to unauthorized acquisition or misuse of
digital data are also expanding. Therefore, in the advanced ICT society, it is crucial to
protect digital data from unauthorized access and misuse using security technologies.
Cryptographic technology is employed for data protection, but when implemented in
electronic devices, physical attacks utilizing device vulnerabilities are threat to
hardware security. However, when electronic device manufacturers try to produce

devices equipped with countermeasures against these threats, they face two
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challenges: a lack of technical expertise in specifying the physical attack resistance
of cryptographic modules and the absence of a suitable partner capable to design
cryptographic modules with physical attack resistance. In this chapter, I propose a
business project for designing semiconductor IC chips equipped with cryptographic
modules that have high resistance to physical attacks, aiming to contribute to the
realization of an advanced information society where people can use technology with
confidence.

In the analysis of this proposed project, external and internal environmental
analyses were conducted. The demand and interest in digital data security are
growing in an advanced ICT society. Within this context, the proposed business,
which resolves customers' technical issues and enables the manufacturing of devices
with cryptographic modules resistant to physical attacks, offers high value to
customers. Additionally, Secafy’s wide range of specialized technical skills are both
rare and difficult to imitate. To sustain these strengths as competitive advantages, it is
essential to continually improve expertise by leveraging the diverse technologies
within the organization. Issues include the high cost of tool licensing fees and low
awareness of the threat of physical attacks. To address the high licensing fees,
pay-per-use license services and the use of open-source tools are necessary, while

promotion activity is required to increase awareness of the physical attack threat.
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Section 7

Conclusion

In the advanced ICT society being realized through the advancement of
information and communication technology, the societal impact of utilizing digital
data has significantly increased. This implies a corresponding rise in economic and
social losses, for businesses, individuals, and society, due to unauthorized acquisition
or misuse of digital data. Therefore, in an advanced ICT society, it is crucial to
protect digital data from unauthorized access and misuse using security technologies.
While encryption is used to protect digital data, its implementation in electronic
devices can make them vulnerable to physical attacks. These attacks include SC
attacks and fault injection attacks. Such attacks have also been carried out against
actual products and drawing attention as a very serious threat. Consequently,
countermeasures against physical attacks have become an urgent need.

This paper discusses countermeasure technologies to suppress SC leakage in chip
package systems, which integrate the functions into one (or multiple) chips and
package as a system. For SC leakage mitigation, it is important to precisely
understand the behavior of power noise causing SC information leaks, and to develop
countermeasure technologies. Therefore, this paper reports on high-resolution power
noise evaluation technologies, packaging technologies to suppress side-channel leaks,
and countermeasure technologies based on SC leakage simulations. Additionally, we
have considered business plan using these technologies.

In Section 2, we discussed on-chip high-resolution PS noise evaluation techniques.
We proposed an " IR-drop-based power-domain scenario-based testing and in-field
diagnosis" enabled by on-chip high-resolution evaluation of PS noise. We designed
and manufactured test chips and demonstrated proposed diagnosis. This approach is
complementary to traditional IC testing and can diagnose circuits that consume
power and stabilize the PS by generating toggles in the background without
producing signal outputs.

In Section 3, we presented noise suppression techniques for PS networks using

BBM in 3D stacked chips as a countermeasure against SC attack. This technique
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forms PS networks with BBM to reduce PS noise. By embedding Cu wiring
networks on the silicon substrate's backside, we achieved low-impedance power
delivery and distributed parasitic capacitance between the BBM and the silicon
substrate. The proposed method suppressed dynamic voltage drops, reducing voltage
fluctuations by approximately 59%. The effect of this noise reduction on suppressing
SC leaks was evaluated using the statistical significance t-value, confirming 14x
mitigation in SC leaks compared to conventional implementations.

Section 4 and 5 reported simulation technologies for SC leakage evaluation. SC
leakage simulation is crucial as it enables pre-silicon evaluation of SC leaks and
immediate revisions if necessary. However, current simulations face accuracy and
speed issues and are not reaching a practical level yet. Therefore, in Section 4, we
first report false-positive problem in SC leakage evaluation through transistor-level
simulations and then developed a simulation method that avoids the problem. In
Section 5, we proposed a method to speed up simulations for VLSI circuits while
maintaining accuracy.

Finally, in Section 6, the business idea using simulation technologies for SC
leakage evaluation was discussed. Considering the social background and issues
customers will face, we proposed a business project for designing IC chips equipped
with cryptographic modules highly resistant to physical attacks and analyzed the
business environment for the proposed project. The analysis revealed that at the
current stage, where the threat of physical attacks is not perceived as strong, it is
crucial to make customers aware of these threats during the business launch phase.
Once the threat is recognized and the first customers start using the service, the
business can expand by continuously researching and developing simulation

technologies and increasing the barriers to new entry.
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