<BRNE

? Kobe University Repository : Kernel

R
S
4oge

PDF issue: 2025-12-05

Chip-Backside Vulnerability to Intentional
Electromagnetic Interference In Integrated
Circuits

Wadatsumi, Takuya ; Monta, Kazuki ; Hayashi, Yusuke ; Miki, Takuji ;
Hatzopoulos, Alkis A. ; Bari¢, Adrijan ; Nagata, Makoto

(Citation)
IEEE Transactions on Electromagnetic Compatibility, 66(5):1556-1566

(Issue Date)
2024-10

(Resource Type)
journal article

(Version)
Version of Record

(Rights)

© 2024 The Authors.

This work is Llicensed under a Creative Commons Attribution-NonCommercial-NoDerivatives
4.0 License

(URL)
https://hdl. handle. net/20.500. 14094/0100491864

KOBE
\f].\]'l'l'.lihl Y
AN




1556

IEEE TRANSACTIONS ON ELECTROMAGNETIC COMPATIBILITY, VOL. 66, NO. 5, OCTOBER 2024

Chip-Backside Vulnerability to Intentional
Electromagnetic Interference in Integrated Circuits

Takuya Wadatsumi
Takuji Miki
Adrijan Barié¢

Abstract—The backside of integrated circuits (ICs) in flip-chip
assembly is susceptible to intentional electromagnetic interference
due to its open surface. In this article, we propose a model in which
conducted current noise from a localized area of the Si substrate
on the chip-backside causes errors in complementary metal-oxide-
semiconductor (CMOS) digital circuits. This model explains for
the first time the mechanism of bit-flip errors in bistable circuits
caused by high-voltage pulse (HVP) injection on the backside of
the IC. The injected current from the backside of the IC not
only flows into the power distribution network, but also charges
the gate capacitance of the next stage via p—n junction diodes of
body/drain or body/source in N-channel MOSFETs (NMOS) with
twin-well structures, resulting in bit-flip errors. In this study, circuit
simulations were performed using a three-dimensional RC network
model of the IC chip and an HVP injector. These simulations have
shown that the P-well voltage is biased depending on the arrange-
ment of the tap cells, reproducing bit-flip errors in the bistable
circuit of a D flip-flop. The simulation results were validated on a
fabricated prototype IC chip, which confirmed the trend of data
dependency for errors related to the physical layout.

Index Terms—Bit-flip, fault injection, flip-chip assembly, inten-
tional electromagnetic interference (IEMI), integrated circuits
(ICs), soft error.

I. INTRODUCTION

HE safety and reliability of electrical and electronic sys-
T tems in the electromagnetic environment are critical, as
electromagnetic interference can cause logical errors and de-
vice faults. Mission-critical systems, such as connected cars,
robots, and large-scale servers, are at increased risk of malicious
intentional electromagnetic interference (IEMI) attacks due to
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their valuable resources [1], [2], [3]. Unlike a hacking attack via
the network, the signs of an IEMI attack are difficult to detect
and often only become apparent when the system stops working
properly.

An IEMI risk assessment is systematized according to the
need for the following [4]:

1) access to areas;

2) access to knowledge;

3) access to financial resources.

In situations where access to areas is critical, attackers can
bypass physical barriers and attack devices directly. In attacks
executed through a higher level of knowledge required to carry
out the attack, the attacker, who has a deep understanding of
semiconductor and system architectures as well as the intricacies
of attack injection methods, can strategically target specific loca-
tions and timings within the integrated circuit (IC). In addition,
there are attacks that require a high level of financial resources
by large organizations, such as national research institutes and
enterprise companies.

Commercially available electronic devices usually follow
strict standards for electromagnetic compatibility (EMC) and
reliability to ensure a certain level of disturbance tolerance [5],
[6]. However, these standards are intended to assess immunity to
unexpected interference that may occur in the real-world envi-
ronment, which limits the frequency, intensity, and propagation
path. Therefore, discussions on malicious IEMI aimed at the
loss of functionality of electronic systems or the acquisition of
confidential information in semiconductors must be separated
from EMC standards [7].

IEMI on ICs has been demonstrated as contactless or
near-field attacks in [8], [9], [10], and [11] to derive confidential
information by intentionally altering the operation of circuits. In
contrast, this article deals with direct interference attacks [12],
[13], [14], [15] on ICs, where access to the ICs is possible
and a high level of knowledge is required to perform the
attack. In particular, the backside of the Si substrate of flip-chip
mounted ICs, which is favored for high performance ICs
with a large number of input/outputs (I/Os), is vulnerable to
interference [12], [13], [14], [15]. This vulnerability is due
to the fact that the chip-backside is usually open and, thus,
susceptible to localized attacks, while the chip surface is less
vulnerable due to the metal wires created by the back end of line
process. Even if the complementary metal-oxide-semiconductor
(CMOS) layout is not normally visible from the backside, it can
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be made visible with the aid of an infrared microscope. Chip
encapsulation methods also contribute to this vulnerability. In
wire-bond mounting, the chip surface contains circuits where
the wire bonds are connected and they are all encapsulated
in resin to reduce the risk of damage. Flip-chip assembly, on
the other hand, uses thin resin or metal covers for efficient
heat dissipation, as there is no circuitry on the backside that is
exposed to the outside. Therefore, an attacker can easily remove
the encapsulation material and gain access to any part of the
backside of the IC by chemical or mechanical manipulation.

Circuit simulation for logical errors against disturbances from
outside ICs is important to estimate device immunity and system
response prior to IC fabrication and electronic device manufac-
turing. Simulation of the response to external disturbances en-
tering electronic devices has been widely discussed in the areas
of soft errors caused by cosmic rays, EMC, and electrostatic dis-
charge (ESD). In each of these areas, different methods are used
depending on the coupling path of the particular disturbance and
the scope of the simulation.

Soft errors due to cosmic rays are caused by neutrons and
a-rays reaching the Si substrate and creating electron-hole pairs
near the p—n junction, which often leads to memory errors. This
phenomenon is modeled by simulating the excited current at
the device level [16], [17] and integrated into circuit models to
account for error factors [18]. However, this approach is difficult
to apply to the analysis of disturbance responses over a large
area within a chip, as it analyzes the events for a single particle
collision.

For EMC and ESD, the conductive and spatial coupling
is modeled between standardized noise source and chassis or
printed circuit board. The system is evaluated by connecting
the coupling path model and an IC model [19], [20], [21], [22].
However, the direct coupling to the internal nodes of the ICs is
normally not included in these simulation models.

In chip-level IEMI, the construction of models to analyze phe-
nomena and develop countermeasures for fault injection into cir-
cuits intended for system shutdown or skipping is discussed [8],
[9], [10], [11], [12], [13], [14], [15], [23]. However, the direct
coupling to an IC chip is complex. Therefore, the construction
of the model requires in-depth knowledge of device structure,
circuit design, and measurement techniques. For this reason, the
errors observed in measurements are often not explicitly clarified
for potential mechanisms.

In this article, a new model for analyzing errors in static
bistable circuits caused by IEMI attacks from the backside of
the IC is developed and described in detail based on simulation
and measurement results.

The rest of this article is organized as follows. Section II
describes the mechanism of current propagation by high-voltage
pulse (HVP) injection on the backside of ICs. Section III presents
a circuit-level approach for the bit-flip phenomenon in bistable
circuits in D flip-flop (D-FFs). Section IV describes a bit-flip
error simulation for HVP injection from the backside of ICs,
which includes the IC chip model that represents the propagation
path and the HVP injector model that generates the surge voltage.
In Section V, observations of bit-flip error by HVP injection
are conducted on a prototype chip, and the experimental results
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Fig. 1.  Current path by HVP injection on the IC backside.

confirm the simulation model. Finally, Section VI concludes this
article.

II. HVP INJECTION ON THE BACKSIDE OF ICS

In this article, the effects of the positive HVP injection from
the backside of the bulk twin-well CMOS chip are analyzed in
detail, as shown in Fig. 1. P-well and P-sub perform similar
functions and the doping levels are similar but not identical.
Therefore, P-well and P-sub are explicitly separated in this work.

The current caused by HVP injection on the backside of an
IC propagates spatially through the resistive network forming
the Si substrate. The area of influence on the CMOS circuit
varies significantly with the Si substrate thickness, which has
been confirmed by measurements and simulations [12], [15].

We hypothesize that the injected current flows through the
following (see Fig. 1):

(D P-well contact (primarily)

(2 P-well/N+ diode (possibly)

(3 P-sub/N-well diode (possibly)

The path of current flow is related to the threshold voltage Vi,
of the p—n junction diode and the characteristics of the voltage
waveform induced by HVP injection, such as the polarity and
the intensity.

When the HVP injection is positive, P-sub and P-well are pos-
itively biased. Therefore, itis possible for current to flow through
(2 P-well/N+ diode and (3) P-sub/N-well diode. The P-well
resistivity pyen s typically higher than the metal resistivity pmetal,
so the P-well voltage between the well contacts on the left and
right sides of Fig. 2 can vary significantly with distance from the
well contacts. With an initially uncharged gate capacitance Cjoaq
(OV) of the next stage, the P-well voltage exceeding Vj, allows
the current to flow through the (2) P-well/N+ diode. In contrast,
@ P-sub/N-well diode requires the voltage Vi, +Vpp of the P-sub
for current to flow, since N-well is biased at Vpp. Therefore, with
the positive HVP injection, the current tends to flow in the order
(D)—@—B), according to its voltage amplitude.
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Fig. 2. Description P-well/N+ diode.

When the HVP injection is negative, P-sub and P-well are
negatively biased. Therefore, no current flows at the p—n junction
diode at 2)P-well/N+ diode and (3)P-sub/N-well diode. The
current flow is limited to (1)P-well contact.

Chancel et al. [15] have proposed an IC chip model for HVP
injection on the backside of the IC that includes only paths (1)P-
well contact and (3)P-sub/N-well diode. Because of their focus
on the circuit errors caused by unwanted timing delays, the paths
(1) and (3) were only considered. The circuit delays occur due to
Vbp — Vss fluctuations, the so-called current resistance drops.
During the positive HVP injection, the current flows to (1) and
(), causing the Vpp and Vs fluctuations to cancel each other
out. However, with the negative HVP injection, the current only
flows to (1), resulting in a large fluctuation only at Vss. Therefore,
they have concluded that the negative voltage injection from
the backside of the chip causes errors more efficiently than the
positive voltage injection.

In contrast, we have experimentally observed the bit-flips in
static bistable circuits due to the positive HVP injection [13].
This error cannot be explained by the model of Chancel
et al. [15].

In this article, we propose an IC chip model for the bit-flips
in static bistable circuits caused by a positive pulse that charges
the gate capacitance Cly,q in the next stage. This model contains
paths (DP-well contact, 2)P-well/N+ diode, and (3)P-sub/N-
well diode as well as the resistivity of the silicon substrate and
the metal layer, and the capacitance between the well layers.
The mechanism of bit-flip in bistable circuits by charging Cjoq
is described in detail in Section III.

III. BIT-FLIP MECHANISM IN CIRCUIT LEVEL

In this section, the mechanism of bit-flip in bistable elements
caused by voltage injection from the backside of the chip is
explained using simulation program with integrated circuit em-
phasis (SPICE) where a D-FF is modeled in a schematic netlist at
transistor-level. The current injected by the HVP injection prop-
agates through the resistor network representing the Si substrate.

IEEE TRANSACTIONS ON ELECTROMAGNETIC COMPATIBILITY, VOL. 66, NO. 5, OCTOBER 2024

Fig.3. Schematic and functional explanation of the follower section in a D-FF
for bit-flip. (a) Logic-level schematic. (b) Transistor-level schematic.

Almost all of the current flows through well contacts near the
HVP injection position to the power distribution network (PDN).
The P-well voltage fluctuates locally between the well contacts.
Therefore, the p—n junction diodes between P-well and N+ drain
or P-well and N+ source of the N-channel MOSFETs (NMOS)
transistors have chances to become conductive and subsequently
the gate capacitance of the next stage is charged. As a result, the
state of the bistable elements may be inverted. The static state
of the D-FF is impacted, more precisely, the state in which the
value is latched in the follower part of the D-FF gets upset.

An abstracted diagram of circuit of the follower part of the
D-FF with latched value is shown in Fig. 3(a). A detailed
circuit is shown in Fig. 3(b). This circuit is a typical D-FF with
asynchronous reset. C'4 and C'p represent the total capacitances
associated with node_A and node_B, respectively. The charge
on each capacitance at node_A and node_B is defined as ¢4 and
qp- The voltages applied to the bodies of the NMOS transistors
by HVP injection are va = [va1, Va2, va3] and v = [vp1,
vp2], and these voltages cause the currents i_Cy and i_Cp to
flow to node_A and node_B, respectively. For simplicity, in this
Section III, a test pulse with the voltage amplitude of V), 4 is
applied to va1, va2, and va3. Similarly, a test pulse with the
voltage amplitude of V},5 is applied to vp; and vpe. When the
@ terminal asserts “0,” ¢ 4 is uncharged and ¢ is fully charged.
When the ) terminal asserts “1,” ¢4 is fully charged and ¢p
is uncharged. The change of the output @) from “0” to “1” is
defined as “bit-set error’” and from “1” to “0” as “bit-reset error”
during HVP injection.

Fig. 4 shows that the distribution of bit-flip events when the
voltages of V4 and V,,p are comprehensively scanned from
low (0 V) to high (2 V). Fig. 4(a) and (b) is for the cases where
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Fig. 4. Color maps of bit-flip error. (a) Bit-set error. (b) Bit-reset error.

TABLE I
BIT-FLIP CIRCUIT SIMULATION RESULTS

Cond. | Vpa (V) Vo (V) Qini Results
1 1.5 0 “0” no change
2 1.55 0 “0” bit-set error
3 0 1.55 “1” bit-reset error
4 1.55 1.55 “1” bit-reset error
5 1.55 1.55 “0” no change

@ initially asserts “0” or “1,” respectively. These results show
that the occurrence of “bit-set error” and “bit-reset error” is
characterized by the initial state of ), as Qi and the injected
pulse amplitudes V), 4 and V), 5.

The parameters and results for each of the five conditions
under HVP injection are summarized in Table I, and the corre-
sponding waveforms are shown in Fig. 5. The symbols gy 4 and
qmp represent the threshold charges at node_A and node_B,
respectively in Fig. 3, which are the total charges g4 and ¢p
required to invert the output states of the 2-input NAND logic
gate (NAND) and the inverter INV1).

In Cond. 1, i_C'4, which flows from the P-well body, charges
C4. However, since the accumulated charge g4 is not larger
than g4, it is not sufficient to invert the output of the NAND.
Consequently, the current and charge are released on the falling
edge of the pulse and a “no change” takes place.

In Cond. 2, the process leads to the “bit-set error.” At the
beginning, C'4 is gradually charged. As soon as g4 exceeds
the threshold charge gu 4, NAND starts to change its state and
the output charge ¢p starts to discharge at ¢;. Then, gp gradually
discharges, causing gp to fall below the threshold g at ts.

In Cond. 3, the “bit-reset error” occurs. The process follows a
similar mechanism as in Cond. 2. First, C'p is gradually charged.
As soon as qp exceeds the threshold charge g, INV1 starts to
change its state and the output charge g4 starts to discharge at
t1. Then, g4 gradually discharges, causing g4 to fall below the
threshold g4 at 5.

Under Cond. 4 and Cond. 5, the same amplitude is applied to
v 4 and v g, but starting from different initial values Q;p;. In both
scenarios, g4 and gp remain above their respective threshold
gma and gqmp during the pulse injection period (11 < t < t2).
As a result, INV1 and NAND output low state, resulting in a
discharge at g4 and gp as soon as the pulse falls. However,
since the capacitance C'4 is smaller than the capacitance Cp
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Fig.5. Waveform of the bit-flip circuit simulation. (a) Cond. 1 (V4 = 1.5V,
VpB =0V, Qini = “07).(b)Cond.2(Vpa = 1.55V, Vg = 0V, Qini = “0”).
(¢)Cond.3(Vpa = 0V, Vg = 1.55V, Qini = “17).(d) Cond. 4 (V4 = 1.55

V, Vo =155V, Qini = “17). (e) Cond. 5 (V,4 = 1.55V, V,p =1.55V,
Qini = “07).

because C'p contains additional fan-in capacitances, g4 reaches
the threshold value gy, 4 first. Consequently, the NAND switches
to a high-output state and fully charges gp. This behavior is
caused by the large gate capacitance of INV2, which is supposed
to drive the next cell stage, resulting in C'p being larger than Cy4.
For the standard cells, we discuss from Section IV, all D-FF cells
have this high C'z. Therefore, a “bit-reset error” is likely to occur
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Fig. 6.  Simulation flows of HVP injection on backside of ICs.

when the amplitude of v 4 equals that of vp in these standard
cells.

This analysis shows that variations in body voltages can lead
to bit-flips in bistable circuits. Moreover, even any small voltage
difference among the body of transistors leads to a characteristic
“bit-set error’” or “bit-reset error.”

IV. FULL-CHIP MODEL AND SIMULATION

In this section, the bit-flip phenomenon in the static state
of the D-FF due to the application of HVP on the backside
of the IC is simulated using the proposed simulation flow of
Fig. 6. First, RC models of the IC chip and the HVP injector are
created to analyze the P-well voltage fluctuations. Based on these
models, we perform transient analysis by using SPICE and draw
intensity maps from the simulated P-well voltage waveforms.
Voltage waveforms of the NMOS bodies of the D-FF shown
in Fig. 3 are generated by interpolation using the coordinate
information among D-FFs in the IC-chip level physical layout
and the simulated P-well voltage waveforms selected for the
nodes nearby each D-FF cell. The obtained waveforms are given
to the bit-flip simulation. We will assess the bit-flip response of
D-FF cells to the P-well voltage variation induced by the HVP
on IC backside, with the function of its intensity as well as the
relative location against the physical layout of IC frontside, in
the following sections.

A. IC Chip Model

We define analysis ports for simulation over the IC chip
given in Fig. 7, such as the injection ports (Foack 1, Frack O
and P,k r) on the backside of the Si substrate, the PDN ports
(Pypp, Pyss) given on respective metal pads and the voltage
measurement ports (Pp_ye) distributed in the P-well region.

The chip [see Fig. 7(a)] was prototyped with a CMOS twin-
well bulk transistor technology. The die size of the chip is
4 mm x 3 mm. The power mesh, which supplies all digital ICs
with cryptographic functionality, takes up most of the chip area.
In this study, the register file of 720 D-FF cells, in a control part of
the cryptographic engine and within the area of approximately
1300 ym x 500 pm are selected for evaluation. As shown in

3 mm

Register file area
= (720D-FFs) B

il i i o

P VDD

" 2478um ATy
Vss H H H
(M) /
Voo ° . - - - In Contact
o H H H H H k=
(M) & & & & & &
P-well —
N-well ; — \
- B :
! 4.13 ym ’ \PP_ML”
(b)

Pback_{L or Cor R}

()

Fig. 7. Port arrangement in the IC model. (a) Top view. (b) Detailed view in
the register file area. (c) Side view.

Fig. 7(a), to assess the positional dependency of the HVP on
the IC backside, three voltage injection ports named P,k I,
Prack_c» and P,k g are positioned with an interval of 500 ym
from each other. As can be seen in Fig. 7(b), the tap cells have the
important function of connecting P-well and N-well via contacts
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Fig. 8. Schematic of the HVP injector. (a) Schematic of the HVP injector.
(b) Evaluation of the HVP injector model.
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with Vs and Vpp, respectively, thus ensuring that the correct bias
voltage is maintained. The tap line (TL) is defined as a vertical
line with the tap cells and regularly placed at the horizontal
interval of 24.78 pm.

As shown in Fig. 7(b) and Fig. (¢), the Pp_yen positions for
measuring the P-well voltage are placed at the intervals of
4.13 pm, dividing between the two TLs into six parts. The depth
of the Pp_yep layer is 0.2 pum, which is the same height of the
highly doped regions of P+ and N+. There are 176 x 324 Pp_y.n
positions in each of the vertical and horizontal directions in the
register file area. The thickness of the Si substrate is 350 pm.

The RC circuit model of the IC chip is extracted among
the analysis ports. The resistivity of substrate layers and the
capacitance between each substrate layer are extracted from
experimental measurements, while the resistivity of metallic (Cu
and Al) wires is calculated from the numbers in physical design
kit from the IC manufacturer.

B. HVP Injector Model

Fig. 8(a) shows the HVP injector circuit supplying voltage
pulses to the backside of the ICs. The amplitude can be controlled
by the precharge voltage Vihg, which appears on the capacitor
as a charge reservoir and is finely regulated by the feedback
loop depending on the external control voltage V.. The charge
is released by the trigger signal Vi, to excite a current on
the secondary side of the transformer. The diode Dy, is used
to prevent bouncing due to the reflections between the HVP
injector and the target load. The performance characteristics of
the voltage waveform during injection are shown in Fig. 8(b),
when a load resistor of 50 is intentionally inserted between
Pij+ and Py of the HVP injector. We confirmed the almost
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linear increase of Vieak against Vepe and the expected agreements
between measurement and simulation. It is of importance to
note for our experiments that the injector exhibits a superior
time synchronization performance than an ESD gun, since the
triggering structure is made of transistors in the former, in
contrast to a mechanical relay switch in the latter.

C. P-Well Waveform Analysis

The chip-level computation of the body voltage in bit-flip
occurrences consists of two steps. First, Pp_y.; waveforms are
calculated by simulating the transient response. Second, the
interpolation is performed from the peak voltage of Pp.yen
waveforms to calculate the body voltage. This two-step approach
eliminates the need of full grained meshing of an entire IC
chip at the transistor-level, while allows the analysis ports to be
assigned sparsely, heuristically, and empirically on the IC layout
of interest. The computation time is then greatly suppressed.

The IC chip model and the HVP injector model are combined
for the transient analysis. To evaluate the response to a positive
HVP injection, we select the analysis ports to be properly
connected in a way as P4 of the HVP injector to Py of the IC
chip model and P;;_ of the HVP injector to Pyss of the IC chip
model. Fig. 9 shows voltage intensity maps constructed from the
peak points of the voltage waveforms of Pp_y.s resulting from
the transient simulation performed for the case of Vi 0f 45 V. It
is exhibited that the distribution is strongly localized around the
position of IC backside injection. We also see that the voltage
difference varies depending on the distance of the point from
TLs.

To evaluate bit-flip errors, the voltages of the NMOS body
coordinates of the D-FF are calculated from the voltage wave-
forms of Pp_ye. The body voltages v41, va2, Va3, vp1, and vps
are calculated from the neighboring Pp_wey peak points using
the piecewise cubic hermite interpolating polynomial. Then,
a circuit-level bit-flip simulation in Section III is performed
using the respective body voltage waveforms represented in a
piecewise linear (PWL) format.

D. Bit-Flip Simulation

Fig. 10 shows bit-flip simulation results with the PWL files
obtained from the Pp_y.; waveforms within the register file area.
In accordance with the voltage intensity maps in Fig. 9, it can be
seen that bit-flip errors occur strongly depending on the injection
point. A key aspect of these results is that not all of the bits
are inverted even in the proximity to the points of injection.
According to the results in Fig. 3, it is assumed that this depends
on the size of v41, Va2, Va3, VB1, and vy and the stored data
of the D-FF. In other words, bit-flip errors due to HVP from the
backside of the IC are characterized by the initial state of () and
the placement of the D-FF relative to the position of the tap cells.
This finally incurs bit-set or bit-reset errors. The analysis will
be detailed in Section V and compared with measured results.
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Fig. 10. Layout-dependent bit-flip errors in simulation. (a) Bit-set error. (b) Bit-reset error.
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V. EXPERIMENTS

A. Measurement Setup
. o . . Fig. 12.  Experimental flow diagram for bit-flip error evaluation.
We experimentally observe the bit-flip errors in the static state

of the bistable circuit by applying a positive HVP injection on

the backside of the IC [13]. The experimental setup is shown in  in thickness after Si backgrinding. The IC chip is mounted in
Fig. 11. The prototype chip [see Fig. 7(a)] was consisted of twin-  a flip-chip system on an evaluation board. The binary digital
well bulk CMOS transistors and back and thinned with 350 pum  numbers among 720 D-FFs in the resister file area are written
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Fig. 13.

and read by a field programmable gate array (FPGA) in the
setup. In Fig. 8(a), Py contacts the Si backside with a needle.
The tip of the injection needle has a spring mechanism that
prevents the chip from being shaved or cracked by unexpectedly
strong pressure on the backside of the ICs. The thin tip of the
needle also precisely focuses on the point of interest on the
back of the register file area. An automatic X—-Y -7 stage with a
resolution accuracy of 2 ym in the XY direction and 1 pm in the
Z-direction, respectively, is remotely manipulated by an external
controller (PC). This setup assures to improve the positioning
accuracy of the needle and the uniform pressure of its tapping on
the IC backside. During the positioning process, the needle first
scans the four corners of the chip with the automatic stage and
calculates a correction value for the axis misalignment between
the stage and the IC chip. The needle tip then moves based on the
layout information and the correction value to accurately target
the test pointin the register file area. F;_ is connected to the Vsg
via an evaluation board. An active probe with the high-voltage
(< 800 V) tolerance captures the backside pulse waveform Vi,cx
with an oscilloscope.

B. Bit-Flip Measurements

Fig. 12 shows the flowchart of the bit-flip error evaluation.
The main part of the flowchart is responsible for controlling the
measurement parameters. Sub I executes the bit-flip measure-
ments. After the bit sequence W}, is written to the register file
on the IC, HVP injection is applied. The bit sequence R; is
read out from the register file and stored in the FPGA with the
associated address information. No clock signal is supplied to the
D-FFs during injection and the value is latched in the follower.
Sub II confirms that bit-flip errors are not semipermanent fault
like latch-up of IC chips or even permanent due to transistor
degradation. If the exclusive OR (XOR) operation among 720-b
sequence between the newly written bit sequences W}, and the
read bit sequences R;_chk without injection wrongly asserts

Layout-dependent bit-flip errors in experiment. (a) Bit-set error. (b) Bit-reset error.

any bit of 1, the setup forces the chip to be rebooted. The XOR
sequence is then looped for classifying whether it is semiper-
manent or permanent, and the setup will terminate if the loop
count continuously increases (assuming it is almost permanent).
If there is no fault in the setup through Sub II loops, the bit-flip
errors determined by the XOR operation between W}, and Ry
are recorded in the PC with associated address information.

We conducted an experiment to investigate the injection po-
sition dependency by using an X-Y-Z stage to contact the
needle at three locations (#p = [Left, Center, Right]) at 500 xm
intervals. Furthermore, to evaluate the response according to the
data stored in the D-FF, bit-set errors (#W; = “00...0”) or bit-
reset errors (#W;, = “11...17”) are measured. This experiment
is repeated 30 times (#n) at each #p and #W,, for statistically
reliable results.

In the following experiments, V¢ is set to 1.6 V and the
bit-flip error of D-FF in the register file area is analyzed. The
precharge voltage Vipg of the charging capacitor of the HVP
injector is 54.4 V and the peak of chip-backside voltage Viacx
is 428 V. Fig. 13 shows the results of the bit-set errors and
bit-reset errors at each injection point on the layout coordinate
plane. It can be seen that the errors are mainly concentrated
at the injection point, while interestingly, the location of the
bit-set errors and the bit-reset errors are not necessarily the
same. This difference in the occurrence of bit-set and bit-reset
errors suggests that the initial state of the bistable circuit and the
placement with respect to the P-well contacts are surely relevant.
In this experiment, there is no permanent fault of the evaluation
IC during the measurement sequence in Fig. 12.

C. Comparison of Measurement Versus Simulation

We here newly introduce the S-axis (—12.39 ym < S <
12.39 pm) for evaluation as shown in Fig. 14 to confirm that
bit-set errors and bit-reset errors are characterized by the D-FFs
placement relative to the P-well contacts.
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Fig. 14.  Normalization of D-FF placement coordinates. (a) Standard cell
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R region

The alignment of D-FFs after a place and route (PnR) process
is categorized into the standard orientation placement and mirror
X placement based on the positional relationship between TLs
and each body node, as shown in Fig. 14(a). The distance
between TLx and TLxy; is 24.78 pum, and the horizontal
coordinate (,5) of the body bias points for v 4 is smaller than that
for vg. We also define S at the center between the coordinates
for va and vp. R region between TLy and TL 1 is divided
into six subregions (R € {r1,r2,73,r4,r5,r6}) with an equal
space on the axis of S, as shown in Fig. 14(b). The relation of
body voltage and possible bit-flips are extracted in each region.

The formula for calculating the error rate in the six subregions
in simulation and experiment is shown in (1), (2).

Bit-error rate equation for simulation

22:1 (Nsetfsim (T_i, P))
3 x Nbits (7‘_1')

Esetfsim (T_i) -
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Zizl (Nresetfsim (T_i7 p))

Er S im(r_t) = . 1
eset_s (7‘ Z) 3 % Nome (T_Z) (D
Bit-error rate equation for experiment
E (7" Z) _ 220:1 2:1 (Nset_exp (T_i, b, TL))
set-ewii = 30 X 3 X Niits (1)
. Ziozl 2:1(Nreset_exp(r—i7pa ’fl))
Ereset_exp('r_l) = (2)

30 x 3 x Nbits(r_i)

where

p = needle point

n = injection iteration

r_i = subregions of R region (i = 1,2,...,6)

Here, Nyis(r_1) are the number of bits present in each subre-
gion of R. The number of bit-set errors and bit-reset errors are
defined as Nget_sim(7_7) and Nyeser_sim (_¢) from the simulation
results in Fig. 10 and Ny exp(7_7) and Nreger exp(r_i) from
the measurement results in Fig. 13. The variable #p represents
the three injection points. In the experiment, the results of 30
iterations by variable #n are averaged.

As shown in the P-well voltage simulation in Fig. 9, the P-well
of the subregions r1 and 76, at both ends of R, indicate a low
voltage because it is connected to the low-impedance metal Vsg
wiring via P-well contacts. The R entirely exhibit the almost
parabolic distribution of P-sub voltage among subregions, as
expected in Fig. 14(b). The results in Section III indicate that
bit-flip errors are distinctively characterized in accordance with
the physical location of Sy, falling in the subregions of {r1, 2},
{r3,r4}, {rb,r6}, as follows in detail.

subregions (i): When Sy, falls in the subregions r1 and
r2, va < vg. Therefore, more “bit-reset
error”’s are observed.
When S, falls in the subregions 73 and r4,
va = vp. As explained in detail in cond.
4 and 5 of Fig. 5, due to the large gate
capacitance of the output INV2 in Fig. 3,
C4 < Cp, “bit-reset error”s are more ob-
served than “bit-set error’s.
When S}, falls in the subregions 5 and r6,
v > vpg. Therefore, more “bit-set error”s
are observed.

The error rates for the six subregions within the R region ob-
tained by simulation and experiment are compared in Fig. 15 and
showing the consistency of trends. This naturally comes from
the P-sub voltage distribution. The simulation also validates
the explanation in Section II that the primary path of current
induced by the positive HVP is formed through the NMOS
body-drain and body-source diodes and incurs bit-flips in D-FF
cells. This will help physical-level designers to properly insert
and locate tap cells in PnR process before sign-off procedures.
The deviation of bit-flip trends within the entire R region can
be further clarified with more detailed models at the cost of
computation.

subregions (ii):

subregions (iii):
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Fig. 15.  Comparison of the bit-flip error rate between simulation and experi-
ment. (a) Simulation. (b) Experiment.

VI. CONCLUSION

Focusing on an IEMI attack from the backside of the ICs,
we devised a new current flow model for bit-flip in static-state
bistable circuits. A positive current injected into a localized
area on the backside of the ICs spreads through the Si substrate
in three dimensions and flows to the PDN. This current flows
through the P-well/N+ diode and charges the gate capacitance of
the next stage. This phenomenon causes bit-flip errors in bistable
circuits in the static state. The difference of resistivity among
PDNs and P-wells leads to the voltage distribution in a region
bounded by tap cells at both ends, and the occurrence of bit
errors varies depending on the transistor placement and stored
data. A model to represent these factors is constructed from IC
chip design data, and simulations are performed. Experiments
are also conducted on a prototype chip in flip-chip assembly to
verify the validity of the simulation results. This research can
be used to improving the backside voltage tolerance of specific
bits without additional processes and to introduce circuit-level
countermeasures using for instance canary circuits in [IEMI, and
is expected to contribute to semiconductor designs that require
high reliability and confidentiality.
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