e"‘NQ

%oBE <

;f Kobe University Repository : Kernel

PDF issue: 2026-10-06

JOv o Fz—rvZRAWHEBETY—7 70 —&1E

:/';2»17_-ZA‘LM-E£1?$-2§>E}:JHJ

RE, #BL

(Degree)
BE (VAT LIERE)

(Date of Degree)
2025-09-25

(Date of Publication)
2026-09-01

(Resource Type)
doctoral thesis

(Report Number)
A 893305

(URL)
https://hdl. handle.net/20.500. 14094/0100498370

X HAVFT VY RMARZOZMERTY. BNER - TEFASZELEY. ZEEETROON TV ZEENT, BIICTRHACEIW,

\j].\]\'l:lihl'[ Y
AN



HtEmX

JAv O Fz—2 AU =H8R
J—4H 20— XTLIZET 50

2025 £ 7 A
HWRERERER D X T LIEHRZEHER
RE @2

N

i



ii



BB L FE  FHTA covvveereeresesesesesesesesesss st st se s sttt s s s bt s et e st ettt bbb s bt st e s sttt sene 1
Lol R D TE B ittt ettt ae et enan 1
1.2 BHIHUIET oottt 9

1.21  MSEU—27 70— AT LADOT —XT 7 F ¥ (BT DB ......... 9
1.2.2 MY —27 70 =T D U OBIEIFL oo 10
1.2.3 HEEEY —27 7o —FEY 2T MIEB T D EHRBESREEORE & T — & B
RADTHNZBIT D BIHUIFTE o.ovevoveeeeeeeeeteetee et 10
1.8 FFED TTE oottt s 11
1.4 I SCODARERR ¢+ttt ettt s b 13

¥ 2%  SPoT #HEbR LI-#fM Y — 27 7o —EH L AT ADT —X 7 7 F v .. 15
2.1 S ettt 15
2.2 MREEY —27 7o =Y AT ADBE e 16

221 U—7 70— LBEOBEEE .o 16
2.2.2 FAREMEIT =27 T 0 DRIHE oo 19
2.2.3  HHHERIT — 27 70— AT DOBEME e, 20
2.3 SPoT ZHEBR L7 7 — 2 7 0 — BB AT A OB oo 25
2.3.1  SPoT #BR LMY — 27 7 — B AT AOT —% 7 7 Fx ... 25
232 R TUT T U a VBRI T e 29
24 BEVAT LT =K T T F X DT oot 32
2.4.1  HREMET =77 T H DI AT = A e 32
242 HEVATAT—FTI7FvDOEX2Y T A Gl oo, 33
2.5 S ettt 38

% 3= Ty s Fr—EIERA LMY — 7 T —E AT ADEIT Y

39
30 S <= 39
3.2 MY —27 7 —EHY AT AOFRIEFRE e 39
8.3 BT —HRGAY — 7 T —FATI U DL et 41
3.3.1 BRT AT — 7 70 —FA T DU DBFEZ ST e 41
332 SDV U7 70 —FITZ L UV DR e 45

1ii



34 SDV U7 70— T D F M oo 47

341 T H VA RDFIM oo 48
B.4.2  MERERTAHL. vttt ettt et enneneaas 51
3.5 FBER ettt ettt ettt sttt s et aeas 53
B8 B ettt ettt e et nennanaes 54

Haw  EHBREHORE L RO R W T — I X DM Y — 7 7 u —E

VAT L bbb

A1 S ettt ettt bbbt a st bbbttt s e bbb ebetens 55
4.2  RERV—7 T70—FHUAT ADIODT T E—F e 56
4.3 SDVCD U —7 7 E =TI U UL e 58
4.3 1 T H T T IV ettt 58
432 VATAT XTI Fx L TV T a DA e 59
44 SDVCD U—2 70 —FEfFY AT DT oo 62
441 BHIGREE ettt 62
4.4.2 T B BRI oottt 65
4.4.3  PEBERTAE..oovieieereeeeeee ettt 66
4.44  SDV /7 & SDVCD F3OD FHGEHAM ... 69
4.5 BER ettt ettt s ettt s et teas 72
4B B S ettt 73
BB TR FERA covvrerreeeeeeresese ettt b et s sttt b b bbb bbb s s et bene 75
5.1 AHFZEOIE L 8D et 75
5.2 TR DFERIE .ottt ee 76
ZEZETURIR vttt ettt a ettt a bbbt a et a bbbt s et s bbb s et s e st ne 79
BIFZEZERRE oottt ettt ettt aeaeee 85
ARG SCOAEIR ©.veveveeeeieeieieiete ettt ettt es bbbt es b b s s s e e s s s ene 87
T ettt bbbttt a bbbttt ettt ettt es e 89

v



E=P/g

FIGURE 1-1 EXAMPLE OF WORKFLOW .....cctttttttiiititttetteeeaaaiittteeeeeesaaiitesteeeessessanbesteeeeesessannseseeeas 2
FIGURE 1-2 EXAMPLE OF CROSS ORGANIZATIONAL WORKFLOW ......cttiviiiiieeniiiieeeniireeesnireeesnnneeeens 3
FIGURE 1-3 CHALLENGES OF THIS THESTS......utttiietttteeeitreeeaerreeeennreeesnsseeessssseessnsseesssssseeessssseees 9
FIGURE 2-1 LIFE CYCLE AND RELATED USERS OF WORKFLOW ...cccceviiuiiiititeeeeenniiiiiteeeeeeeeniiieeeeens 16
FIGURE 2-2 OVERVIEW OF WORKFLOW MANAGEMENT SYSTEM ......ceeiuveeruieerreeeieeeneeesnneeesseesnens 17
FIGURE 2-3 EXAMPLE OF WORKFLOW SEQUENCE .....ccectttiiiiiiittteeeeeriiiiteeeeeeeseiiierteeeessessnnneneeeas 18
FIGURE 2-4 OVERVIEW OF CROSS ORGANIZATIONAL WORKFLOW ......cccviiuiteeiniiieerniieeeenireeeennnees 20

(II) ettt bttt a s sttt ettt s e st ettt senenis 27
FIGURE 2-7 SYSTEM COMPONENTS IN BLOCKCHAIN NODE OF SYSTEM ARCHITECTURE (ID)......... 28
FIGURE 2-8 TRANSACTION FLOW OF CREATE/UPDATE PROCESSING......ccververererrenreareesseesenenenns 30
FIGURE 2-9 TRANSACTION FLOW OF REFERENCE PROCESSING ......ccevvieivieitieeteeeneeenreereenseensnennnes 31
FIGURE 2-10 IMPLEMENTED USE CASE OF CROSS ORGANIZATIONAL WORKFLOW .......c.ccovvevrnnen. 32
FIGURE 2-11 ATTACK TARGET ASSET FROM DATA INTEGRITY PERSPECTIVE ......cccveeevueeereeeenreenne. 34
FIGURE 2-12 ATTACK SCENARIO THROUGH WORKFLOW LIFE CYCLE ....ccccoviieieeiieerecreereeeveennn. 35
FIGURE 3-1 TRANSACTION FLOW OF WORKFLOW EXECUTION PROCESSING.......ccceeeveereeveereeennnns 40
FIGURE 3-2 DATA STRUCTURE OF STATE DB (A)......cuiiiiiiiiiiiieiiiieieieeee e 42
FIGURE 3-3 DATA STRUCTURE OF STATE DB (B)......c.eotiiiiiiiiieieiiirieieete e 42
FIGURE 3-4 READ/WRITE SET IN DATA STRUCTURE (A) ......ovoviietiieeieieeeeieeeeeeeeeee e 43
FIGURE 3-5 READ/WRITE SET IN DATA STRUCTURE (B) ......cveviietiietiieiisieeiereiseveeeresese e 44
FIGURE 3-6 TRANSACTION FLOW OF THE SDV WORKFLOW EXECUTION ENGINE............cccuvrrreeen. 46
FIGURE 3-7 RESPONSE TIME BY DATA SIZE ....cecuveiviiveereesteesieesereeseesseesseesseesssessessesssesssessssessnes 52
FIGURE 4-1 TRANSACTION FLOW USING PDC OF HYPERLEDGER FABRIC .......cccovvevvieereeeirenee 57
FIGURE 4-2 DATA MODEL FOR SDVCD WORKFLOW EXECUTION ENGINE ......cc0cevveereereareereeennnes 59
FIGURE 4-3 TRANSACTION FLOW IN PROPOSED ARCHITECTURE ......cccvvieiuiieerieeiieeenreeeeieeeeeree e 60
FIGURE 4-4 EVALUATED USE CASE OF CROSS ORGANIZATIONAL WORKFLOW .........covvveecveeenreennne. 63
FIGURE 4-5 DATA SIZE OF EACH DATA STORE .....cccviivietiereesieeseesreasseesseesseesseesssesssesssesssessssensnes 65



FIGURE 4-6 TOTAL STORAGE SIZE

FIGURE 4-7 RESPONSE TIME BY DATA SIZE .....utttiiiitteiiiiiteeeniiieeeeniieeeeniteeessiteeessireeessnnreeessnnnees

FIGURE 4-8 BREAKDOWN OF PROCESSING TIME ......ccettiiitteerniireeenniieeeeenireeesnireeessieeeessnreeessnnves

vi



xKERX

TABLE 2-1 EXAMPLE OF WORKFLOW DEFINITION .........coouiuiuieieiereeersesesesesesesesssesssssessssssssssssenseens 18
TABLE 2-2 EXAMPLE OF TRANSACTION RECORD .......cocvoviuiueteeceeereeessesesesesesesesesesesesessssssssssssensnens 19
TABLE 2-3 REQUIREMENTS AND SPOTS IN WORKFLOW DEFINITION PHASE ......c.cocveveveveveveeeeennne. 22
TABLE 2-4 REQUIREMENTS AND SPOTS IN WORKFLOW EXECUTION PHASE ......cocooveveveveeereeeeennnns 23
TABLE 2-5 REQUIREMENTS AND SPOTS IN AUDITING PHASE........coovevevveverererereresesesesesesesnsnenenen 24
TABLE 2-6 COMPARISON OF SECURITY BETWEEN TWO SYSTEM ARCHITECTURES........0cevvvreennnnn. 37
TABLE 3-1 RECORD SIZE (BYTES) ....c.veuveveutetiaeeteeeteeteseeseseeseseesessesesseseseseseseesessssessssessssessesensesens 48
TABLE 3-2 DATA SIZE (BYTES) «....veueiteuteteatetieeteeeteeteseeseseeseseesessesessesessesessesessessesessssessssessesensesenns 50
TABLE 3-3 SPECIFICATIONS OF EVALUATION ENVIRONMENT FOR SDV .......cccoivviviiiieeeeennnn. 52
TABLE 4-1 DATA MODEL OF CHANNEL STATE IN KEY VALUE STORE........ccoveviueuiieieeeeeseesreenenennns 61
TABLE 4-2 SPECIFICATIONS OF EVALUATION ENVIRONMENT FOR SDVCD ........cccovviviviveiieennne. 64
TABLE 4-3 COMPARISON OF DATA SIZE BETWEEN SDV AND SDVCD (1) (BYTES) «...cecvevevevrerennnn. 71
TABLE 4-4 COMPARISON OF DATA SIZE BETWEEN SDV AND SDVCD (2) (BYTES) .....ccvevevvvennnee. 71

Vil



viil



Irh-,l:i

i &

1.1 HIROE=

HWREIR ORI, REICBIT D EVRAT B AIERV AT LT L > TER
SNDEIToT&E, V7 MU= 7R EHMICHABINZET Y /7 SETHD
UML (Unified Modeling Language) [1]%~—2|Z, EYRA 7 1 XD MAITIZHE
iE L7=7tiE [2]%°, BPMN(Business Process Modeling Notation) [3]%D®F U v 7
SEEHWTE YR AT A&k L, SOA (Service Oriented Architecture) [4]5°
EAI(Enterprise Application Integration) [5] % & 7 — % 7 7 F ¥ &% H \» T
ERP(Enterprise Resource Planning) > A7 A L85 Z L1 X D, BEDO UV AT A
EELNRDEVRAT 0 ARG - FET L L LIS, FATRESLFITRERE
BRI D DREICE BT 5 7N — ki L 72> T % (6] [7] [8], BPMN ZDET Y
VIBEmTRBEINTCEDRX AT e AL EHT L FIEE, EVRA T o AEH
(Business Process Management) [9] & FEIZH, Z O F{EZFIE L2 FHRU AT AT
VXA S at A& H L 25 5 (Business Process Management System, AT BPMS)
[10]& L TIRS E L LTV [11],

EVRATBEAOHREZTHL Y —7 70 —IZx LTIE, V—7 7 —EH U X
74 [12] D8It ENTEY, V—27 7u—0EHHET, Eh 22RO RIE
2479 ZEmAReE fe o T D [14] [15] [16], V—2 7 m—E B AT L& WU
— 7 7 a—EOF % Figure 1-1 1R d, V—7 7 a—0BT, BHESEHE, AR, H
Tl HEORRDWIEEPITIERDO NT VT v arnbigang, V—o7
0—EFHYAT AT, POBREINZY—7 70 —ERIESNC, V—r T7a—%
T2V PP R ALK ATV, PSR ICE SN TY — 27 7 —DRiE %
WHT 52 & TU—r 7a—DFTIRELEHT 5,
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Figure 1-1 Example of workflow

LU s, ZOX IRV AT ARFEL, B—MlNOY—27 7n—%2x5 s L
TEY, V=7 7o—EHR A7 AR LOMAEEREICEERH S [17], 2o, fH
Mo E TN DMBEMOY —7 7o —%, KR E L TCEE AW T REE TP X
o, filziE, Figure 1-2 (73 X 912, RENRMEM Y —2 7 0—Th 252K
FifE 7 v AT, MHARN O CRR SN RINAZ BT OMBICIRE L0 b,
RIIE, BARED T m 2BV THEEE ORI NREAEL, LOMEEF A —LR
MOLELE L TEZEINTND, 2O, MY —7 70— OB % Kk
M EF RN TnD, L, BEFOUY—7 7u—E#H T 27 A%, Figure1-11(Z
ALY, H—ENICPA C7e v AT AR E 725 TH Y, kb7 7 2%
ST HHERERC, MALRRIC A DHE T DRI 2 DL TV R W, Mk O U
— 7 7 — T TE R,
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Figure 1-2 Example of cross organizational workflow

ikt L, WWW, CORBA [18], XML [19], Java 7¢ & O LT 215 H L,
R DA O AT L l#l) SRR K OITONT WD, BIZIE, AV —7
T =R AT BB EE 52 LT, REMOY—Y T a—U 2T L EFEBT HI
DA TN TR Y [20] [21] [22], WEMC(Workflow Management Coalition) 1 {2 X
DT —8 74—~ v ORI E L TRENED b Tng (23] [24] [25], L
ML, TNENDOY—7 7 a—FHU AT LMMIZNENORENEHRTH7-0, fHAD
BHEN T TRVHMBMO h 7o ¥ 7 v a BN T, V=27 78 —D7a k205 —
INES A SNTWIRND & 2 RAET D HIEICHEN R D, Bl2IE, V—7 7 r—0D%E
T7at 2B, HIEENKR L LW EEshocEDry —r 7o —Fiy
AT ATHEALSINTESE, EH00U—7 7a—EHY AT AOFRENIE LW D)%
BRI D HETR, EBIL, V=7 70—V —27 7 a—EHZNSET, BEAEETO
TATHAINNRD D, Z07, FIZITMEMY —27 70 —0EREOLONRLI A
Eh, BEMTRELLEY O AREITIRRY, FTRICEITBESG S A S
M, BEAERHCHIEES AT D, REORBENEATLIEELH L, 2D, HIZHE
77 AT TR, V=207 —EXNLFET, BEEICDILL T4 794 7 2k

1 Workflow Management Coalition, “Workflow Management Coalition”, https://wfmc.org
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IZb7zo T, MADEHENSA LT HMBEM T2y —7 7u—% &8 - F173 5 Hik
DELL IR D,

ZOXIBOGERE FCORER NI U7 v a VABHETE LT, 7y 7 Fe—
CEWRR DD, Tay s Fe—F, iaxEy hag Ly 26107 T v b7+ — LE T &
LTERINIZBDOTHY, DO NT oo varvefedleryay s LTINS T
— XDy Y affik, ROT Ay JIZED DNy v aF o—r EWEND T — 2 i
KV, MEON T Y I a T2 ORISAERBICTHELEHIL, T e
¥ DWTE % R E DBIME IARAFE T, BEOSMEM TORBIZESNTT ) AR
FRBARIZ LY, BEOHREBE KT L2, DBBUC L EHETEL N7 07
Va B AEER LTV, Tay s Fo—HNE, IRE N T v v E SR
TEITTHOOHMTINE LTHRBEINTZLOTHY, BICH—ORD -l
MO LETT DRI REFEZGL LTND,

ek, FRO X 5 e EOEHES AT 2 MM COBBI T, &mBgRR & o
FEVRMETHZ LY, VAZZ2R/MELTE T, ZHIZXHLT, VTry 2 Fo—V
DEERFFEO—D2Th L, WS AR EHROTE- IHAHREEZ VWD Z 22k,
MADEEARE T HMEM CEE CE 2 a g5 LRWREL 20, AER
RETHLWMBIV AT HRWT 22 emT&ED 27, ZOX5RT vy 7 Fo—r Ok
BaEH L, BEWENIEDL L CEZEHE LimAE oM c2aeicfa 42 H51E [28]
R, RENEDY T 74 F 2= ZBF D b—=F )T A ERES T T F 2=
IR T4 % 595 [29] [30], @R T 1Y =2 MIhb b LERT — X 2%
FH TR T 241k [81] B2l ERRESNTWD, Fio, T K5 ZptEkiA
Z, LREOI O RV T IA F -V EHOEGEMEO XA — XM L, EIL
AIREMEZ BT 5 7o D2 < O IFLGEEBR B THOI TS [33] [34] [35],

2O XS AR ORI, T a w7 F x— o OHEAR IR A R Dk
IR RPITONTE T, 7y 7 F=— OEBERFERHEE LT, A7—J 07
1, BX2 VT4, T—HORAHE~OKRIEN B 5 [36] [37] [38],

F9, —OHOBEHIAFr—J VT4 Thd, 7uv I/ F—2TIE 7av o
AERALVER & A BTERALEEN N T vy va VA EORIN E D, Ty I F o —

BT NI va i, BN T oY s vaveEEldiTay s 2AKL
B CHET 2720, 2070y 7O A XL s TRV D NP7 va v



PRENRE S D, EDRE, I/ — R Ty 77— NELERS N &
EHERT D ABERAEZIT O 20, ZOT7 /3 Y XL HAEMERRICEES S, K,
By haf oo —H 07 A B EOKEEREEWMI TV v I Tay ) Fz—r
TIE, MFEZEO/ — FPBEBICZTey 7 F=2—2 Ry NU—ZIZBINTE L0,
BEOHDHBIN ) — RR—EBFET DAHE TSR EGBERT VTV XL 205
VERH D, Z0OLX5 RGBT, WEMERICRERPEL 525,

ZOX O RRBEICK L, LY @#ENOLZRRAEIEKT VA Y XL Ko THOBRMERE
) LS E LMY MADPITON TN D [37], F7IT, T4FE TITEBIEALEIC L 5 =L
F—HBEEVBME L o TEY, TREZHHT 2 Z L2 TEET 2 AN RESN
TW5b, £72, FAl—xy NU—7 TUBETE L N7 o7 v a VEEBRIE DL HikE
LT, LAY 2L INsAT7F=—ThI Uo7 va 0B L, ZOMEET
By T — T D FIENER SN TS [40), 2o ko BB LR, e
v 7 F = — 2 BIEROLBEEDOHOFPBHNT, T o7 v a VILHEEZERIES 2
EINHBEL 2D, — T, BN —FZRETLHTIAN— TRy 7 Fz—IZB0
TIE, 7 — FRAMBKIEIC S 2 BREDEHEPEMRNH HR1HET, VMG REEWMT v
Y ALEHWDL LN TED, $77, 7uv /7 F=c—r Mz, F—ELEOXT TT
— 2 ERAFL, BT VB AEARICT AT A RXR—ATHLXF— N 2—A NT %
iz, 7vy 7 Fz—r b RBHCERE L TOSHERMRERSN TS, ZhbDHEIC
L0, B ESCAUBRERE D MREA BRI Z 0 12 < e s T D,

WIZ, BF2UT 4 OFEND D, DHEERLEIZOWTE, Lilkomy, &%
2 U7 ROMBRERE, TR X —{HBEBEOBLL THRA RRFR RSN TE Tz, £0K%,
TuylFe—r ETERRRT 0T T AU EEITT A ATHE D AT —Fa sk
Z7 b 4P REEND L, Av—Far b T 7 NOMENEE ZEN T kR & 7o BB
AL 7pole, ZhUTxtL, 2 — ROBRGERT A v\ F—r, X2V T 47 A MK
D, BEMEMERT DI2DOXNERVIBRINTND [42], 7ry I/ F=—0 EDOT—
ZIZHOWTE, BIAIFE Y b ads o TR EROEA S MRS D07, BGlT—
S AKIIBARESND, KL, BriflGEH2EH L T7 74 N —Rig 4 HBLT
55 4310, A7 F == A ML —UERIEAL, BEINEBEIISNTICRFEL T 2
T REGIET 2 AP RES N TN D [44], 7o, ZIMEBERET L5774 X— K7
7y Fe—rEROWEEERRMERT HI2oN T, BT —# 2 flElT 2 =—X



MEESTETND, TR LT, BHRHAZRET 22—V 07 7 & A%
HIET 5 AR E SN TV D,

BB, T X ORAHEIC L 2BER S5, T uy s F o — T, —EiskEih
T —ZIFHIBRRAEENTE RN E NI KR H 5, ZD7=H, GDPR (General Data
Protection Regulation)iZfR3& S0 2 il AEHARFER S ~DOXHENREETH D &\ 5 [
BRH 5, £z, T—XOHIBRNTEX 720, 7a vyl F=—lilkSndT —X
BERERKLFETDLEWVWOIMERH D, ZNOOMBEICKH LT, A7 —F 807 1 OffE
~OFNERE L TR A7 F=— kY, 7y s Feo—r EOT— 2 BEHIET
% )75, IPFS(InterPlanetary File System)2 ® X 9 720 HA FL—U v AT A LE
L, BMERSCRKET —Z IOV TIEA 7 I VA R L—ITKBIL, Oy v a
BET 2T 0y 7 F == N T 2 EREPRES TN D [44],

O X, WABROIERIZHEY, Ty 7 F o — OF AR E A TN D
W, TaylFe— 0%, ERIITRFRILD K 5 R POER - FLEINEERR
MELF o AERRIC, B— T o7 v a ORI E, S A0 REE R RRe)
X TCETOSINMEA =T AT LHHTH D, —HT, KRG LT LT —
7 7u—ET, QLB 7ot ZOERBRICEENEL Y 5 5 Al ERRLHE 7 ot X
THY, 7R ADOERNLIET, BEEICED HOTA 7 A I NAVNGFEETDH, D
72, BN R THEH TE HMME Y — 27 7 n —FH Y A7 LA &2 EBT 57201217,
FIT7 2= XL2F TR, TNOEDTA 7Y A 7 NVERIZE S T, FrEOMBRIIKFEE
TUNBL A FAT T D HIERLEL 2D, £, QU —7 7 u— 0O/ 7 vt 23 -
FrW I a v OMBEDETHERENDIZD, B— T W7 o a COWMBRERZ T
T, TORET7 B 2T HH I AN L, DFVFORBELZTrEA@EDIC
FITESNTWDZ ENEREND, DL, @U—7 7 o — B IEM IS | % % x5
T DD, BTOERERETOSMEFIHRT D2 LIXTET, [FROBRHFZ R
ETDUENRD D,

FT, QT 7@y, V—7 7n—EFHI AT AIBWOL, AP ERY —
77 —NERINDIGENDD, V—0 70 —DERNERICRDIGEND D%, 7]
BB THD, O, FEEOREWVHBEH Y —77 7o —EFH L A7 A& EH T
L1 ITIE, ERODLIELT, BERICEDITV—7 70 —DT A 7HA 7 NVEERITHES T,

2 IPFS, "IPFS", https://ipfs.io.



FrED T mE AT — 4 Z H— Ok KA T DR ERT 2 2 LB 2D, 2
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LT 5,
(1) V=2 7a—0F4 7% A 7 V2T SPoT ZHER7T 24k 7 —2 7 u—F#
VAT ADT —XT 7 F ¥ DEH
(2 V—20 7 —0FT7 2—XBTDHT —H LTt AOLS AIMMEZ i 2 724
WY —27 7 =37 DFE
(3) #AfEM 7 — 27 7 v — L AT L O KB I51T 2 WA R EHORE & 7 —
KA RER A~ DRI

HREDNLE ST % Figure 1-3 (2777,



Challenge 1: System architecture to eliminates  Challenge 2: Workflow execution
SPoT throughout the workflow lifecycle engine with tamper-resistance

EEOrganization A ﬂEOrg. B EﬁOrg. C 'ﬁ Org. D

(= o o, o,
Definition Tool. D*O_q—»D_D\TD ‘ ‘ ‘
T e T N N
w Submitfifaoproviihoero. ) )
Execution Engiqe

I
I B
‘Audltlng Tool
Blockchain = - - =
Access Control O O O X

Challenge 3: Information disclosure control and reduced data size

Figure 1-3 Challenges of this thesis

1.2 BEEME
121 #ABE 77— J0—8BBIRTFTLOT7—FTOFvICBEHT S

EaPERT S

AR L7 794 F ==V EHSEHGBEIOL S RT 7Y r—ya v a2 RBlT 57
DR Y — 7 7 —FH AT AOEBIZMIT T, 7oy 7 F = —HINETEH L
T2V ONDT —FT 7 F ¥ NMEREINTW5, Bz, ik [46] T, MM cor
VRAT B R IB T LFATIRESCT — 427y Fa— 2 RICHETH LT, M
Mk © R 2T AR R FETT D HEN RSN TV D, £z, R [47]1 T, £
MEMOEROGEIAME L WS AL ZRFET 72012, V=2 70 —D L5 RET R A
TRYRAEERBVICFATT DO BPMS &, TOFTRERELRICERTH1-0
DTy I F o= B ERETHT —XT 7T ¥ DBREINTND, LL, Tuy
JF =R HROEEHTE 27— AR ZRMIET 50123 L, BPMS &7
v 7 F = — O AEERS BPMS (ZEPEHL 2> THEY, 2RO SPoT &7 %,
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Flo, V=7 7u— 2, ERNDLET, EROREPEAL VWoT—EDT A T
AINBDD, FAT7=2—ATHOONDL T —7 7 —0DERIL, SHMHOE Y R AE
HEOEALIZESWTEIICEEAIRE CHLIMNENR D DH, Ty 7 Fx—r ETIE, U—
70— EA~v— a8 T 7 MIEoTEITTLHN, V=2 7 —ERLTEET
DEFEINI T AT DEBRFIC L DERAEENRNLE L 2D, 2O X v AT AOEME
EIZHOWTYH, Av—bhar T2 hERAWTIEITTSZ L1k, SPoT 28R4 %
TEDIHEREZE SN TS [48], L L, V—7 7e—0E#, £T, BEEZThTh
BEENRR L2702 ATHY, 72— AMOBITIIAY—ba 77 FOANEX
P TIEIETERY, 20X IR T =7 70—07 2 —AMOBITE2EH T, Mk
T—778—=DT7 A 7HA 7 NVERIZHES T SPoT 4R L, & TOSIMkMERE T
EHV— 7 u— AT A FRT L2007 —FT 7 F XIS TR,

122 #EE7—o 20— TI PV DOBEEME

U—27 78 —0DFT7 = —RZBIT D SPoT Z#HEkr7T 5 HiEE LT, V—2 71—
BA1T 5 BPMS OfEL 7 1 v 7 F = — > ETEIES 2 9 BULER O 7 1 75 W Th
HAw—har 77 b LTERETSZLICLY, HAOEENRET MM T
— 7 7 u—NERBVILIIND Z LA RIET 2 HEMREIN TN D [49] [50],
F7z, 3wk [61] 62l Tix, Vv s Fa— L LTA—V U T A E2H, E5 AR
DETRAT B A fr M L TR 5 HEN RSN T0 D, SbIZ, Tk [63]1%°
ik b4l T, A=V VT A EDAY—F ar T N TCU—F Tu—FfT Vv
BERETDHIHENREINTHD, LrL, V=270 —0D@KEDOAT v 7B TELL T
—Z R U TR AT TR 8, BEDOAT v FInbi 2V — 27 7 v — L O KK
EBEE LT RERT —XEREFIT U U OFEFIEIIR I TR,

1.23 MBRY7—Y 20—8B X TLIZE T2 FHEATERE DR

EET—REERADOXGIZEY HBEEHTE

Tay s Fr— EEETEY R AT 0 A EFTT DO T — & L OB
OREITSCHR [B5] TS TR Y, B rimikirdl 2z Lo Hiiois A [56] [67]<°
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TEE(Trusted Execution Environment) D{E [568] [59]73 2 S5, LivL, Z
NHIEAY—Far T 7 8T — 2 OWEMEZ BRI ICRT L TR T 2 7291
FIAT2HETHY, V—r 7 —WBIIB WY — 27 7 v —S IR CIImE 3
LWENTR <, BINFARIMIRT T 2 BB MR ME L STV T2, IEHTE R,

Ty Fr—rXy FU—7 EOT =2 OIRREZIHIT 72D, FrED / — RIZ
DIET — 2 A7 L, SRFERD 720 ) — RiZiFny v 2 fEO R E T 5 2 LT &
D, T2 OB ERRTHIEL LT, ary—y T AT ey ) F e — D
—>T& % Hyperledger Fabrics TiZ, Private Data Collectiona & FEIE L 5 HEBEA TR
ffltsnTnsd, LinL, 7= OBEMPRIESND DIFH—D T %7 &g AT
LTOHTHY, V=0 70—l T 5 —8ED s 7 %7 v a s LTIRGE
SNy,

e, TuylFa—r b7 =2 EBEAHIET 2 51EE LT, IPFS O X 9 248~
FAINYAT MCT —ERIEZRAEL, Ty 7 Fo—r B3Ny ¥ 2 [HEDO IR
TLHEMERS N TS [60], LU, 20Xk I Fikzy—r 7a—|Z#A Lz
B, V=2 7a—T—F ORI VERMT D EITHRDN, V= Tu—FT =2 D
BE2FH =k T 570, KSAZDOLOZE[HIE LT 7 — 2 OHIREZRGIE L2V 3
HZEIETERY, BIOFELELT, I IrvarOEESEEEDTT Ry T
T —UIFERT H 2 LT, T EEHIE LT/ — RERERT 5 Block Summarization
EMEIEN D HAMBIRE SN TWDEN [61], 2T v 7T L ORENME R Y —7 7o —
TIFE S 720,

DL, V= T7u—F—2O—BWEEHRLOD, T OWEMRL T - &
DB ALATEFATIIFRIE DD B 720,

1.3 WERDFFE
& IR E AR 2 7, AR B E T B,

:

|

(1) SPoT ZHERR L=V —2 7 u—EH L AT LDT —F%7 7 F %

3 The Linux Foundation, "Hyperledger Fabric - Hyperledger", https://www.lfdecentralizedtrust.org/projects/fabric.
4 The Linux Foundation, "Private Data - Hyperledger Fabric Docs,", https://hyperledger-fabric.readthedocs.io/en/latest/private-
data/private-data.html.
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BEOT7 = — XNl ENLT—2 70 —DF 4 7H A 7 MIENT, K7 =—X
NOERIZE 1T D SPoT #HERT 2721 T, 72— XM EBITT 2B0T 7V r—
varrarl T AEELT—XOZFELICEBWTYH, SPoT #HRT 2 LENRH D,
UKL, &7 = — AW E T a0y J Fo— B O T 0 7T NMUEERETH D
Av—hay 77 FCEETHIET TR, ZhHDAY—Fary 77 Mtz
WESEHZ LT, 7TV r—varral T AMOT—2BITEEZOLOEHERT 5,
EBNDFIT 7 =2 — A ~OBTIZBNTE, V—7 7 —ERA~Y—h a7 7 b &
HOWTHEBELEY =/ Ju—EFKE, V—/ 7 —FTA~v—brars 77 FBSHA]
REZRIE CHBEFATRIEICKMN T 2, ZOXIRT =77 F¥I2LY, 16K, FFED
VAT LDEHEPIT o TV T == AROBATIERB KR Z2< L, 7 = —XHOBATIZ
B} 5 SPoT % HEERT %,

2 7uy I Fx—UEIEHLICHRMY —7 7 —EBL AT ADOFfT Vv
kMY —27 7 —DFEIT P ThHAY—har b7 7 FOFEREIZB VT,
U—7 7 — O EBEL, —#HOLE T a2 EE L TT —F OB I AN
EERRRETAMERD D, ZHIIXL, V—27 7 — B\ RN T v ST D T
Y a Y OMABEDETHLZEIERL, AT v TTOT —2 O—B Mz Rk
THODT —FtEEE A~—hary 877 NOFEFRERET 5, £, 20T —
K & REEF R AR LB G S L e D ATREME D 8 2 7 — Z | O IR & AL EE
RO FIZOWT, BT —2 7o —fFl&323E L, FHlid 5,

(3) 1FMBIRHPHDOIRE & ITTRMED2NT — X I L DM Y — 2 7 —E s v

AT I

BRSNS 57 0y 7 F 2= Fy NU—=27I12BWT, 7 —F OB REH 2[R
ET D7D DOERE L LT, Hyperledger Fabric Tl Private Data Collection 23t &
NTWo, ZOKRREZM#EMY —27 7 e —IZ@HT 5548, @QICRLiEXoE, v—7
T7a—DAT v THTOT —F OB L RIFFICRIET 2 LERHDH, ZIUTxL, @
EDORAT vy T OT—=F AT v 7 THEREE L TN 27 TId7% <, Private
Data Collection (23 WTHlL /) — RIZHMISND N T o7 a oy v 2 52 TG
L, SNEHWTEAT vy T OT7T = 2B LT ) 2 TENT —FZ DB 57K
kY, T — 2 OTRMEZHERT 2 XA RET 5,
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1.4 FERIXDIERK

AF T4 5 B DR S I, 2 \UUBFELZLLTO X 5 Ik T 5,

952 FCIE, Sk [62] [63lickS&, MM CORMAEZEE Lizay Y —v 7 LA
Tuy s Fo—rEHn, T —27 e —EFRICBT5 714 7 7 AV RRIChTE
o> TIEET 5 SPoT, FHZ, V—27 70 —DEHRT = —ANDLETT7 = —RIBITT D
BUCTHEET D SPoT 28R 5V AT AT —F T 7/ F v 2B L, KBV 410
CESAY AT DOFMIZL Y, BEFXDOEX 2V 7 4 FHEEZIT .

58T TIE, Sk [64] [6511cHES%, MMMV —27 7o —FHIY AT LADOT —F T
JFx TMET DV —r 7n—3TAv—bar 77 hoFEFE LT, V=27
PR EELCT 2 ORSAEIET AV — 7 T =T Vo 0FET %
RRL, WML T — 2 HEOBR TEAMLTMT 5,

%4 EmTIE, Sk [66] [67)ICES%, RANROT—Z T =7 T7u—7—2 DG
PEZRGE L, 2008 M CTOB RO RHEHH 2 [REST DM Y —27 7o —Ff72 v
ZIEL, WPMERE &L T — 2 B EOBLL CTEMMEZTET 5,

5 ETIEL, Mime LTAMETHELNICRRLENL, SBROBELIE~S,
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Irh-2:r:=
SPoT Zz#br L =M Y —o O n—FH
VATLDT—FTITFY

21 #E

AKETIE, V=770 —DERNOET, BEEIIEDLV—07 70 —DT7A4 7% A7)0
2R%B LT SPoT ##br3%, MM Y —2 7o —EHOL AT AT —%T7 7 F ¥
ERET D, BET—FT7 7 F XLV, MEHY —2 7o —IlB T 20B T a kR &
T—EORIAVY AT BT S Z AN ET D,

WRDT—7 7 u—FHL AT LTI, V=27 78—DFA 7H A7V ThDIER,
EIF, BEEOZTNENOMEL, £PRL 27 A CHRE LTV, AWVIEBEEERR
BT HEEMBEE oY — 7 7 u —FHAERRICEIT 572012, T b OHE
SPoT ZHEBR L7 CHEBLT DM ENH DH, ZnixtL, 7 ry 7 F=—r el
WAHZ EIZRY, ZNENOLRE T ot X%, SPoT Z kbR L7k THITTHZ &2
T& 2, LoL, Bz, V=278 —ERDO7 0L ATBNT SPoT 4R L72L L
ThH, BEOFIETIE, GELEEEL FTREICEET 2B W TREY AT A
BEENNIET D720, OB SPoT &7e b, ERARDPUIAIND U AT R3H
Ho RETIE, V=270 —0D% 7 x—RX%2 70y Fx—r EDA~Y—Fars 77
FEHWTIHET DL LEHIL, F7 2 — AN EIT OB DA~— ar T 7 N
HESED 2 IR, 72— XWMEeBITT 2RO T — 22 v X7 LB ITRAT
BPICEBT LV AT LT =T 7 F X 2R ET D, ZOT7—FT7 7 F %Ik, £7
== AN IZT TR, 72— AMOBITHEO T, V=270 —D7 A4 7% A7
JVERIZIE - T4 T O SPoT #HEkRT %,

DT, T 22fi ROV —7 70 —EFHL A7 LOMRETI L7295 2T, ik
MU —27a—07 A 7% A 27 WZETH SPoT W L, kY —27 7o —&H
VAT LOEMERERT L, ZOBEMICESE, 2.3HiT, MlkHY —2 7 r—I2BiT
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% SPoT Z4HEls LT dfkI T — 27 7 a0 — &P AT ADT —X% 7 7 F v 2428 L, #28
T—=%T 7 F ¥ 2 WA OWNEE 7 o —%5d 5, 0%, 24 HlZBWT, U—
770 —=DTA THA TR ST2HEL TV A SLx 2T 4 Mo fE 51

DNTIRR D,

22 MR-V 70— FESATLOEHR
221 7—9 70—RBEOHE

AHEITIE, V=7 70—, BLOZDOFETEERT LV —7 7n—EHI AT A
DOMEIZOW T T 5, V—2 78 —%, B¥OEIRATaEAO—HTHY, £
ROERK, B, AT, KR, BRNRRBREOEGERLE, BEOAT v 7ol sh
b, U—r 7u—2i%, £, E7, BEEDO I SO 72— XOHRENE T A 7V A
INBH D, Figure2-11%, V—27780—0D 35D 7 =—R&, %7 =2—XIBITHHE
HA—YZR LTV, IO 7 =—XTERT =— A THY, V—r 7u—EHE,

EVR AN EASNTY =7 T —EZR e ElT 5, I, FIT7=2—ATlE, U
— 7 7 a—ERICESE, V- T a—HENT — T a—%kh, LT 5, U—
7 70 —DFEITBEIZV—27 7o —FHY AT AMIEESH, BT = —XICRBWTE
BEFEICEVZREND, V=2 7 —FHI AT AL, ZNHDOV—7 7 —0H T =
—ADTA THIA I NBEEERTHVAT LATHY, VAT LEREICL > TEFHA S
no,

Definition Execution Auditing
[ ) .. [ ] [ ] .
a Workflow Administrator & Workflow Processors & Auditor
Define workflows Initiate/Execute Audit results of executed
based on the business workflows based on their workflows
rules and user roles definitions and roles

o -
a System Administrator

Maintain the workflow
management system

Figure 2-1 Life cycle and related users of workflow
Figure 2-2 |ZHERD T — 7 70 —EH L 2T AOWELY RS, UV—2r 7o —EFHL 2
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TAE, V—r a0, v—r 7 —EHE, BIOEEEHO IA4T NS
TV r—vay, V—rran—EHlEAOY—7 7a—&iY—, V—27 T7a—0ik
EEHEEZ AW T —7 70 —ERICESLK UV —7 7o — (T A HIE L, E17H
BARERIE L CRET D, V—2 7a—3To 0 DUnbilkEng, %7 = —
AT, V=0 7a—EHENT—7 7a—FitY — L ERWTY —7 7 —EREE
L, V=27 7u—EHL 2T MIENT 5, FT7=2— AT, V=2 7u—FTx
YUVOREEIEEIEIC LY, T R—RIR SNV — 7 T a—DREEZ SR L,
U — 2 7 a—RUEE QMBI DWW TR 2, FATHRERIE, EITasigsiseic v
T AR RAFEN, 7 TAT U NT 7V r— a3 &l L CERE~DOSMRIKE
et 5,

@ Workflow
@ Administrator
Create
Workflow
D"O—Qi_D‘]_’Q Management
Workflow L System
Design Tool Workflow Definition =
Deploy
Workflow State
= 2
Management - 2
_Update System
Execution Record Administrator
Workflow Management = Audit
Engine Execute
Client :
Application Processor UI\ @udltor UI
® o o o o o
& & & ah & &
Workflow Processors Auditors

Figure 2-2 Overview of workflow management system

J— 7 7 —EZEDHEEICIZZL OZ— 350 [68], Table2-1 12733 X 9725
— ARG L L CERIND, ZOHTIE, V—2770—(X 5 D2ORAT v I HiERRE
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U, Figure 2-3 ISRt KOV =T T7u—Dr—7 AL
WD AT w7 (Next Step) 7 4 —/L Fi

Table 2-1 Example of workflow definition

, BItESM(Prerequisite) &
IREINTAT v THIOBKRE LTERSND,

Step Operator Operation Prerequisite Next Step
Initiate  Proposer Set item1 and item2 - Update request
request
Update  Approverl Approveiteml and Initiate request  Approve
request item2. requestl

Set item3 and item4 Approve
request2
Approve Approver2 Approveiteml, item2, Update request  Approve
requestl item3 and item4 request3
Approve Approver3 Approve iteml, item2, Update request Approve
request2 item3 and item4 Request3
Approve Approver4d Approve iteml, item2, Approve Requestl
request3 1item3 and item4 Approve Request2
ApproveRequestl
InitiateRequest I—-| UpdateRequest ApproveRequest3
ApproveRequest2

Figure 2-3 Example of workflow sequence

TDU— 7 a—NFETT7 o — AT IS &, WHEREIL Table 2-2 @1 V) G

N, ET 72— ATRV—V 70 —DAT —Z ABWRTHT-0

A TR R#E L LTRSS D,
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Table 2-2 Example of transaction record

Time Operator Step Operation
8/9/2020 09:05 AAA Initiate request Initiate
8/9/2020 10:12 BBB Update request Approve
8/9/2020 11:23 CCC Approve requestl  Approve
8/9/2020 13:41 DD Approve request2  Reject

ROV —r 7u—EFH AT NE, EE T ZAOFL L EE 2 X N OHIEZE B
Mz, BN CTONEFIAZEE L TR SN TWD, 6o T, MO AT L5
HENEHTREE DT —Z_R— 2 L B —DOH— 3 FCEIfET 5,

222 #MEET—Y 70—0HE

MR Y — 27 7 v —3, Figure 2-4 (ZREN5 L 912, WElE L O oY —27 7
H—OMABEOEEBERDL I ENTE D, MM Y —7 70 —D% 27 v 7%, e d
LMFENT — 27 7o —IZESWTRE E D, MENY —7 7 e —i3, 2.2.1 THHL
R EARRICERR S NS, LvL, MY —2 7 ua—iX, oMoy —2r 7 n
—EHEDPHBHOGRICESTERL, EROMBO Y —27 7o —LEHE L,
FHCHLIERENEET D, 207D, MENT—2 7 a— L 13872 5 EHHEN
WELIRD,
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o
<
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Internal Workflows — =
— = | ==
Submit Amend Approve
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< e | & é
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Figure 2-4 Overview of cross organizational workflow

223 HBRT—V J0—8EIXTLOEHK

2.2.2 Tk~_7= X 912, MEE Y —27 70—, AVOEHEEMREZHHRIC T 220
B CER, OB, FHINDS, LERo T, MEHoOY—7 7o —%2%2C 08 5
72Ol MM TEETE DUHELT — 2 EHEIT O VAT ANRE LR D,

U —7 7 ua—DEF, FIT, BE T = —XZEBIT AT 1 X2\ T, Figure 2-1
IR LIz2—, Figure 2-2 [IZR L7e U —27 70 —EH L 27 ANDOET —ZIZED
X 9 72 BE(CRUD(Create, Read, Update, Delete) #1795 /A 8FL L, ZiL D OWLFE
B ZALHE Y — 27 7 e —ICBWTETT ORISR b o B L, 2 E O
T ATHEAL S D SPoT Z i H L7 Rz Table 2-3, Table 2-4, Table 2-5 (Z
Y,

9, BT = — AT, MY — 2 7o —oB ko VT BT 5 U —2
7 n—EHENY — 7 7 n—E#% %t (nitiate) L, T D%, EEOSIMHE D OFE
#H(Update) ) 7 =2 F 2B LT7=DH, UV—2r 7 —ExN NS EAgree) SN, &5
12, BEINFZERT 7 A NVNB VAT DEHFEICL > TIITEREEIZFE(Deploy) S5,
EFRORME, B, AETeRRIBNTUL, V27 70 —EREZOEGREDED,
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MM TR RIREIND Z N E LD, LIz o T, EERT 7 A VBB O
0, FEEOHMEDO T —7 7 n—EHEST AT NFHE KT D KEE [SPoT-1] % Bk
PR MERNSH D, £, V—7 7 —ERT 7 A NVEFATRE~FEET L 70 R 1
BOWTIE, REMICAEBE LY =7 70 —ExK%Y, WS AR EITREICEESTH &
ME LT D, LIeRoT, ZORENREZFFED T AT NERE KT 5 IREE
[SPoT-2] Z kw4 2 LB b %,

WIZ, FAT7 = —RIZBWTE, ERT7 = —RACBWTHAELZY—7 7 —EFKIC
KSWT, 2O VWTANCRET 2T —7 7o —0BHERNT —7 7 a—% ik
(Initiate) L, = D%, EFICHE > CTHEAMFRO U — 27 7 0 —LHLE R F H(Update) JLFE &
Toletk, V—2 7 —=»5%T(Close) T 5, ZDO—HDOWIIZIBNT, V—2r 71 —4L
HNRER7 = — A CTEELEERBY ICFEITIN TN L, KOFETAT—H A LE
TBENL S A< M TIHE SN TS Z LMY —27 7u—o8iit L7 b,
LIeioT, V=2 7 n—EROEMZREM#ED > 27 DEBLE KA L TV 5 0R1E
[SPoT-3]%°, FATAT — & ARLEATIRIE D H 2 K iEAMME D o~ 27 LEBE ITUKAF L T
W2 IRAEISPOT-4l & HEbR 3 2 MR & 2,

RBIZ, BET 2 —XZBWTL, BEENESIEMRNO Y —7 70 —ExK L FAT
JBRE DT — & %L (Collect) L, ZIL D DT — X BEAS LTV H0E ) M Z iR (Audit)
T5, T=FORELIICEBNTIE, EXT 7 AANFT7 =2— A2 B L THEASH
TWRWZ &, FFT77 2 — A TR SN RTH HIATRIED, V—2 71 —5%
THRIZLSASNTORNWZ EREM LD, LI > T, BEROSIHMEN S DT —
S %, FEEDORMRD v AT DB ITKAF LTIRREISPoT-5] 2 R4~ 2 L EN B 5,
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Table 2-3 Requirements and SPoTs in workflow definition phase

Phase
Process
Data Workflow
(Create,  Definition
Read,

Execution
Update,

Record
Delete)

Workflow

Status
Operator
Requirements
SPoT

Definition

Initiate Update Agree

C R, U R, U
Workflow Workflow Workflow
Administrator Administrator Administrator

The workflow definition and the record of agreements

are stored securely

The workflow definition or the record of agreements
are managed by single workflow administrator or

single system administrator [SPoT-1]

22

Deploy

System

Administrator

The workflow
definition is
deployed to the
execution

environment as
agreed in the

definition phase

The workflow

definition is

deployed by a

single system
administrator
[SPoT-2]



Table 2-4 Requirements and SPoTs in workflow execution phase

Phase Execution
Process Initiate Update Close
Data Workflow R R R

(Create, Definition

Read,
Execution C R, U R, U
Update,
Record
Delete)
Workflow C R, U R, U
Status
Operator Workflow Workflow Workflow
Processors Processors Processors
Requirements - The Workflow processes are executed based on the workflow
definition as agreed in the definition phase.
The execution record and the workflow status are stored securely and
shared among organizations.
SPoT - The workflow definition is managed by a single system administrator

[SPoT-3]
The execution record or the workflow status are managed by a single

system administrator [SPoT-4]
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Table 2-5 Requirements and SPoTs in auditing phase

Phase Auditing
Process Collect Audit
Data Workflow R R

(Create, Definition

Read,
Execution R R
Update,
Record
Delete)
Workflow
Status
Operator Auditors Auditors
Requirements The execution records are not The execution records are consistent
falsified after the case was among organizations
closed.
SPoT The data from multiple

organizations are collected by a
single system administrator

[SPoT-5]

FREFE D — 27 7n—EHI 2T MBI 28I Y 27 kL, 2 TOSIEMED

BHETEXDLVATLAEZERT LD, V—r 7u—0 DI (4 7% A4 7 V&@LU T,
L5 5 2D SPoT ZHEfRd B2 MENH D,
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2.3 SPoT Z#HRLI-EEBRT7—2 J0—BEBIXTLD
BZ=
2.3.1 SPoT ##Bg L-$A@EY—0 20— X TLODT7—F

TIOF¥

2.2.2 THE~_7= X912, MEkE Y —27 7o —i%, MfENT —2 70— LMy —2
Ta—0 2 DO M OLEK SIS, Figure 2-2 O X 9 kDU —7 7 o —EH Y
AT BE, BIANEETHH STV D, 1> T kY — 27 7 e —FB Y 27 A1,
BEFOMBNY — 7 7 —FH AT AL Ot EBET H0ERHH, £1-, 2.2.3
TR, FER T — 27 7 5 —12oW T, 550 SPoT ZHERT 54BN D 5.,
520 SPoT ® 5 5, SPoT-1 & SPoT-4 1%, TNETNERT =— X, FET7 = — X
BOTHEIEE NI 50507 — 2 OFEHFIEICET S SPoT Thod, ZDXH 7%k
SPoT IZ, ;R T —F %7 v v/ F=—r LITKNT 5 Figure2-5 DL 57 —F%7 7
FXIZELoTHRTE S, 207 —%7 7 F ¥ (DTIE, ROV —7 7a—EFHI AT
LB Y —7 7 —0FRT U E LTRIAL, 20 TR E TRy I F o —
VNN T D ZHIZRY, BERT = —RXIBITDERT — X VOAELBROK S A, FE
177 = —=RCBIF D FETREROL S A EH T2 R TED, LrL, V=7 78—
ERICIEDNWTY =7 70 —DF T2 E T 2 FT= V0%, SR WT L),
HOLWVLIHE =ZENEETHEPR AT AL L CTEHSND T, SPoT-3 & L TZET
LY, FATE UV EEET DM VAT AEHEE N SPoT e, U—r T a—
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Figure 2-5 System architecture of cross organizational workflow on blockchain (I)
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Figure 3-3 Data Structure of State DB (b)
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v M, Figure 3-4 (Z/RTHE Y, Y43% Action DHEHRIiEO L 2 — K&, Ekand
KD Action O SND, MUY —7 7u—ZHclET 51 a— oW, Ll
DL a— RIZOWTIE, Read/Write ¥ v MIGEENT, /— FRTHREWLE(THOR
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Figure 3-4 Read/Write set in data structure (a)
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(a) (b) (a) (b) () (b) () (b)
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Blockchain # &b 7= A ML —UREIT 10 A7 v 7HTHM 4kBMFETH S, A 1000
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I Fr—r Iy NT—7 B L, & ERMT R (Endorsement Policy)iZ1%, 38 / —
KON, 2 7 — K5O Endorsement #EICAE & e T A L,

Figure 3-6 OMELT7 0 —|ZBWT, LBQ@)TY FA T v T F IV r—ra RN
TZFEFFEL T, LHA0) THIREZIET D £ TORERM %4, State DB ~0
EBXIALT — X EEEEH S TEH L2 % Figure 3-7 127”7,

51



Table 3-3 Specifications of evaluation environment for SDV

Item Spec
Hardware CPU Xeon 8175M (2.5GHz) x 2 cores
Memory 8GB
Software 0S Ubuntu 18.04.5 LTS
Blockchain Hyperledger Fabric 2.2.1
Database CouchDB 3.1.0
Language Node.js (client/chaincode)
Blockchain Network Configuration 3 Organizations on a single instance
Endorsement policy 2 out of 3
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Figure 3-7 Response time by data size
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Table 4-1 Data model of channel state in key value store
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Table 4-2 Specifications of evaluation environment for SDVCD

Item Spec

CPU Intel(R) Xeon(R) Platinum 8259CL CPU @ 2.50GHz
Memory 16GB

0S ubuntu24.04, Linux Kernel 5.15.0-1053-aws

Blockchain Platform Hyperledger Fabric v2.5.9

Database CouchDB

Language Golang (Smart Contract)
typescript (Client program)

Number of nodes 3

Endorsement policy 2 out of 3
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Table 4-3 Comparison of data size between SDV and SDVCD (1) (bytes)

Scenario 1 Scenario 2
SDV SDVCD SDV SDVCD
Organization A 65600 13440 | 1185600 13440
Organization B 65600 13440 | 1185600 13440
Organization C 0 1920 0 1920
Total 131200 28800 | 2371200 28800
SDVCD/SDV(%) 21.95% 1.21%

Table 4-4 Comparison of data size between SDV and SDVCD (2) (bytes)

Scenario 3 Scenario 4
SDV SDVCD SDV SDVCD
Organization A 39360 8832 711360 16256
Organization B 45920 9984 829920 17792
Organization C 39360 8832 711360 16256
Total 124640 27648 | 2252640 50304
SDVCD/SDV(%) 22.18% 2.23%
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