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Wu Kang Lee Our
MU Hash 4 6 6 7
Sym 2 2 2 3
XOR 2 3 1 3
Rand 2 2 2 2
FA Hash 4 4 4 4
Sym 1 1 1 1
Asym 3 3 2 2
XOR 0 0 0 0
Rand 1 1 1 1
HA Hash 6 6 6 5
Sym 1 1 1 4
Asym 3 3 3 3
XOR 3 3 1 1
Rand 1 1 1 2
Table — — Use —
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Authentication scheme with user anonymity is an important area of research. In particular, it is required in
wireless environments, because an adversary can intercept a user’s identity from a wireless network easier
than a wired network. An adversary can localize the user using the intercepted identity. In order to avoid such
risks, Zhu et al. proposed an anonymous authentication scheme. In their scheme, there are mobile users, for-
eign agents, and one home agent. When a mobile user visits a foreign agent, the home agent tries to authenti-
cate the user instead of the foreign agent. In exchange for the existence of the home agent, the user does not
have to use public key cryptosystems like groups signatures. Because Zhu et al.’s scheme has security weak-
nesses, Kang et al. and Lee et al. improved Zhu et al.’s scheme independently. In addition to improved security,
Kang et al. aim for giving expiration date to the mobile user. However, they just assume that the user’s device
does not work if it is expired. On the other hand, Lee et al. apply user-chosen passwords. Unfortunately, their
scheme is not secure against password guessing attacks. In this paper, we propose a secure anonymous authen-
tication scheme with expiration date. The proposed scheme can overcome the disadvantages of Kang et al. and
Lee et al.
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