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Polynomial Representation of a Visual Secret Sharing

Scheme and Its Application

Hidenori KUWAKADO'® and Hatsukazu TANAKA', Regular Members

SUMMARY A visual secret sharing scheme {VSSS) is one
of secret sharing schemes for images. Droste showed the method
for constructing VSSS based on basis matrices whose contrast
was high. Koga, Iwamoto, and Yamamoto also proposed the
method for constructing a lattice-based VSSS and its polynomial
representation. It is known that many good VSSSs are not in
the class of lattice-based VSSSs. In this paper, we show the well-
defined polynomial representation of a VSSS based on permuting
different matrices for black-white images. The necessary and suf-
ficient condition of the existence of a VSSS based on permuting
different matrices can be obtained from the proposed polynomial
representation. This condition is useful for constructing a good
V55S. We also point out that without additional data, it is pos-
sible to achieve member verification by using a VSSS. Using the
proposed polynomial representation, the probability of detecting
a cheater is analyzed.

key words: information security, visual secret sharing, polyno-
mial representation

1. Introduction

A visual secret sharing scheme (VSSS) that was pro-
posed by Naor and Shamir [10] is a method for sharing
black-white images in an unconditionally secure way.
In a (k,n) VSSS a secret original image is encoded to n
shares. To decode the original image it is necessary to
have k shares, print shares on transparencies, and stack
them. Then the original image shall be recognizable.
Although k shares have sufficient information to repro-
duce the original image precisely, the reconstructed im-
age is not precisely same as the original image: (i) since

one pixel is encoded some subpixels in a share, the size.

of the reconstructed image is larger than that of the
original image, (ii) a white pixel in the original image
may not be all white upon reconstruction, and a black
pixel may not be all black upon reconstruction.

In order to resolve these issues, the construction
of a VSSS with small size and high contrast have been
studied (1], [3]-[5]. The concept of contrast on a VSSS
was introduced by Naor and Shamir [10], and it rep-
resents the recognizability of a reconstructed image.
Although their definition of contrast has intuitive ap-
peal, the experimentation in [4] shows that it is in-
sufficient for evaluating the quality of a reconstructed
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image. To evaluate the quality of a reconstructed im-
age precisely, different definitions of contrast have been
also proposed. We note that the optimality of a VSSS
depends on the definition of contrast.

Thus it might be not advisable to optimize only the
contrast based on some definition. Eisen and Stinson
[4] suggested how to construct VSSS for given parame-
ters that were related to contrast. Using combinatorics
and the linear programming, they showed the necessary
condition of the existence of a (2,n) VSSS for given pa-
rameters that were related to contrast. However, it
seems difficult to extend their analysis to a (k,n) VSSS
where k£ > 3. This paper mainly discusses how to con-
struct a (k,n) VSSS where k > 3 for given parameters.
The results of this paper are as follows.

1. We give the well-defined polynomial representation
of a (k,n) VSSS for black-white images. The poly-
nomial representation of subclass of (k,n) VSSSs
has been introduced in [5]. However, the previ-
ous polynomial representation is not applicable to
many good (k,n) VSSSs. The proposed polyno-
mial representation is applicable to wider subclass
of (k,n) VSSSs that includes many good (k,n)
VSSSs.

2. Using the proposed polynomial representation, we
obtain a sufficient condition for the existence of a
(k,n) VSSS for given k,n and contrast. If parame-
ters that satisfy the sufficient condition are found,
then it is easy to achieve such a (k,n) VSSS from
its polynomial representation. Comparing with the
analysis in (2], the analysis based on the proposed
polynomial representation is clear and does not de-
pend the definition of the contrast.

3. We examined the existence of a high contrast VSSS
using the proposed polynomial representation. As
a result, we discovered better VSSSs that were not
obtained by the previous method.

4. A VSSS can detect the existence of a third party
whom a dealer does not distribute a share to. We
show the probability of its detection using the pro-
posed polynomial representation.

The organization of this paper is as follows. Sec-
tion 2 describes the relationship of classes of VSSSs
and three kinds of definitions on contrast. In Sect. 3,
we study the relationship between a matrix and a poly-
nomial, and propose the definition of a VSSS by poly-
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nomials. Then an example of a good VSSS obtained
by our polynomial representation is shown. In Sect. 4,
we point out that the member verification can achieves
by using a VSSS without additional data. Section 5
concludes this paper.

2. Preliminaries
2.1 Different Permuting Matrix

A matrix M, is called a different permuting ma-
trix if it consists of different permutations of a vector
(@y,a2,...,a,)" where a; € {0,1} and the Hamming
weight of the vector is h. We do not distinguish be-
tween M, p and its column-permutated matrix.

The size of a different permuting matrix M, ; is n
rows and (}) columns. The following is an example of
a different permuting matrix.

1
1
0

10
Mo = 0 1
1 1
Let M, » be a different permuting matrix. Consider the
reduced matrix such that a row is removed from My, »,

denoted by M,E_hl). We obtain the following theorem
from the structure of a different permuting matrix.

Theorem 1: The reduced matrix MTE;I” is a differ-
ent permuting matrix, or the concatenation of different
permuting matrices. Precisely speaking,

M(_hl) =Mn—l,h—1]Mn—1,h‘ (1)

n,
for0< h <n.
We notice that Mi_hl) is independent on the removed

row. The following éxa,mple is the case of removing the
second row or the third row from M3 3.

L1 0\ the2ndrow ([1] 1 (1))
M3'2 = 101 removing
01 1 theﬂ.row 1 1 0
1 01
column 1 0 1
ermutation -
e Mé,z” = ( 01 1 ) = Mz,1|M32

Similar to the order of columns, the order of the con-
catenation of different permuting matrices is ignored.

2.2 Definitions of a VSSS

Naor and Shamir [10] defined a VSSS as follows.

Definition 1: Let us consider two sets of n x m
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Boolean matrices C,, and Cp. To share a white pixe|
the dealer randomly chooses one of the matrices in Cw_'
and to share a black pixel, the dealer randomly chooseg
one of the matrices in Cp. The chosen matrix defines the
color of the m subpixels in each of the n transparencieg,
If the following three conditions are met, C,, and Cj are
called a (k,n, h, £, m) VSSS.

1. For any S € C,, the “or” of any k of the n rows
has a Hamming weight of at most m — h.

2. For any S € Cy, the “or” of any k of the n rows hag
a Hamming weight of at least m — ¢, where h > ¢,

3. For any subset {iy,%2,...,%5} C {1,2,...,n} with
q < k, the two sets obtained by restricting each
matrix C, (resp. Cp) to rows ij,is,...,1, contain
the same matrices with same frequencies.

When there is no misunderstanding, the parameter
(k,n, h,€,m) is often omitted.

Usually, C,, (resp. Cp) consists of all matrices ob-
tained by permuting the column of a matrix S,, (resp.
Sy) called basis matrices. The definition of a VSSS
based on basis matrices (called a BM-VSSS) is as fol-
lows [4].

Definition 2: If the following conditions are satisfied.
two n X m matrices Sy, S, are called a (k,n,h,£,m)
BM-VSSS.

1. The “or” vector of any k of the n rows in S,, sat-
isfies that its Hamming weight is at most m — h.

2. The “or” vector of any k of the n rows in S}, satisfies
that its Hamming weight is at least m — £. To
guarantee that reconstructed white pixels appear
lighter than reconstructed black pixels, we have
h>¢.

3. For any subset {i1,12,...,%} C {1,2,...,n} with
g < k, the matrices obtained by restricting S,, and
Sp to rows 41,142, .., 14 are equal up to column per-
mutation.

If S, and S, are different permuting matrices or the
concatenation of different permuting matrices, it is
called a (k,n,h,¢,m) DPBM-VSSS. We observe that
the Hamming weight of the “or” vector of any k of the
n rows in S, of DPBM-VSSS is precisely m — h, and
that of the “or” vector of any k of the n rows in Sp of
DPBM-VSSS is precisely m — £. The class of DPBM-
VSSSs is very important because many good VSSSs
shown in (3], {10] are in the class of DPBM-VSSSs.

Koga, Iwamoto, and Yamamoto [6] introduced the
concept of a finite lattice in the framework of a VSSS
(called a lattice-based VSSS). Their idea is useful for
constructing a VSSS for color images. Moreover, they
also showed that a lattice-based VSSS was able to be
represented by polynomials, and the construction of
lattice-based VSSS was reduced to solving partial dif
ferential equations [5].

However, several DPBM-VSSSs do not satisfy the
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definition of lattice-based VSSS. For example, the fol-
lowing (2,3,2,1,3) DPBM-VSSS is not a lattice-based
VSSS [6]. Notice that this (2,3) DPBM-VSSS is opti-
mal in the sense that contrast of Naor and Shmiar is
the highest.

1 0 0 1
Sy=110201], S=1[0 (2)
1 0 0 0

o = O
—_— o O

Conversely, a lattice-based VSSS is a DPBM-VSSS.

In [2], the definition of a canonical (k,n) VSSS
has been given. The class of canonical (k,n) VSSSs is
located between the class of lattice-based VSSSs and
that of DPBM-VSSSs. For example, Eq.(2) is the
DPBM-VSSS, but neither the canonical VSSS nor the
lattice-based VSSS. Equation (14) stated in Sect. 3.3 is
the DPBM-VSSS and the canonical VSSS, but not the
lattice-based VSSS.

Summarizing the discussion above, we see the fol-
lowing relationship among classes of VSSSs.

Lattice-based VSSS < Canonical VSSS
< DPBM-VSSS
C BM-VSSS
C VSSS

Hence, the polynomial representation of a lattice-based
VSSS is not always applicable to a DPBM-VSSS. One
of the objectives of this paper is to give the well-defined
polynomial representation of a DPBM-VSSS.

2.3 Definitions of Contrast

The parameter called contrast is probably the most im-
portant because it represents recognizability of a recon-
structed image. Naor and Shamir defined the contrast
as

h—1¢
. )

where £ (resp. h) is the number of white subpixels when
an original pixel is white (resp. black) [10]. To obtain
a clearer reconstructed image, we would like to h to be
as large as possible, and ¢ to be as small as possible.
Moreover, to reduce the amount of data of a share, it
Is desirable that the value of m is as small as possi-
ble. Thus the definition of ayg has intuitive appeal.
However the experimentation in [4] shows that it is in-
sufficient for evaluating the quality of a reconstructed
image. Hence different definitions of contrast have been
Proposed; Verhael and Van Tilborg’s contrast is

ayy = =t @
YV mh+ o)
and Eisen and Stinson’s contrast is
h—1¢
Qpg = ——.
BS = = (5)
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Generally speaking, it seems difficult to estimate
the quality of a reconstructed image only by contrast.
Eisen and Stinson also suggest that what is important
is the minimum value of m for given k,n,h and £. Ac-
cording to this idea, they show the necessary condition
for the existence of a (2,n,h,¢,m) BM-VSSS in [4]. In
order to obtain the necessary condition, they examined
the property of basis matrices of a (2,n, h, ¢, m) BM-
VSSS in detail. In the case of a (2,n, h, £, m) BM-VSSS,
it is sufficient to consider all combination of two rows
of a basis matrix. However, it seems difficult that Eisen
and Stinson’s analysis is extended to a necessary condi-
tion for the existence of a (k, n, h, £, m) BM-VSSS where
k > 3 because we have to consider all combination of &k
rows of basis matrices.

3. New Construction of a DPBM-VSSS
3.1 Polynomial Representation

First let us consider the relationship between a differ-
ent permuting matrix and a polynomial. A different
permuting matrix M, , corresponds to the following
polynomial with two variables b, w.

M,, < bhyn—h (6)

h!(n — h)!
In this paper Eq. (6) is called the polynomial represen-
tation of M, ;. We observe that the polynomial repre-
sentation is uniquely decided from a different permut-
ing matrix, and vice versa. Appendix states the intu-
itive interpretation of this polynomial representation,
and compares this polynomial representation with the
polynomial representation of [5].

The number of columns of M, , is computed by
multiplying coefficient 1/(h!(n — h)!) by n!, where n
is the sum of the degrees of b and w. As mentioned
in Sect. 3.2, the number of columns is one of important
parameters for a VSSS because it is closely related with
contrast.

For example, the polynomial representation of
M3 5 is as follows.

M3,2 =

O =

10 1.
0 1 | & 0w (7)
11

The number of columns is (2 + 1)!/2 = 3.

The concatenation of different permuting matrices
corresponds to the addition of their polynomial repre-
sentations. For example,

1 0 011 1 0
M3‘1PM3,2 = 01 01 0 1
0 0 1]0 1 1

1 1
& —bw? + =b?
2w+2 w
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Notice that Ms | M3, corresponds to bw?. That is, a
usual addition of polynomials is available.
Next let us consider the polynomial representation

of M }. As shown in Sect.2.1, Mé,_zl) is equal to
MQ‘IHMg‘z. Accordingly, we have
- 1
MY = Moy |Maa & bw + 50 (8)

From Eq. (1), the polynomial representation of M, (= 1)

is given as
1
bh—]. n—h
h-Din-nt “
. 1
Ri(n—1— h)!

M,(l;” &

Brwt iR 9)

Here, we observe that Eq.(9) is total differential of
Eq.(6). For instance, Eq.(8) is total differential of
Eq. (7), that is,

Thus removing a row from a different permuting matrix
corresponds to the total differential of the first order of
its polynomial representation.

In general removing d rows from a different per-
muting matrix corresponds to total differential of the
d-th order of its polynomial representation. Moreover,
such a relationship holds for the concatenation of any
different permuting matrices. Notice that the resulting
polynomial representation depends on only the number
of removed rows. Consequently, the polynomial repre-

d)

sentation of MTE:,I is given as follows.

d
(-a) . (0 . 9 1 h, n—h
Mo (Bb * 3w) AT

For simplicity, we denote by ¢? the d-th total differen-
tial operator, i.e.,

AN
d _ [ 2 o
V= (ab * 8'w) '
The relationship between removing rows and total dif-
ferentiation was originally stated in [5]. Note that the

definition of their polynomial representation is different
from our definition.

3.2 DPBM-VSSS Using the Polynomial Representa-
tion

We apply the polynomial representation to a DPBM-
VSSS. The polynomial representation of a different per-
muting basis matrix is called a different permuting basis
polynomial. By using different permuting basis poly-
nomials, the definition of a DPBM-VSSS is rewritten
as follows. Let polynomial representations of different
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permuting basis matrices S, Sp be

respectively. Then the parameter m, which is the num-
ber of columns of a basis matrix, is computed as

m=n!-Py(l,1) =n!- B(1,1).

The matrix that consists of any k — 1 rows of S, is rep-
resented by ¢" **1P,(b,w). Similarly for Sp. Since
k — 1 shares do not reveal any information on the orig-
inal image, the following equation must hold.

YRR (b w) = ™R Py (b, w) (10)

Equation (10) corresponds to the third condition of Def-
inition 2. The matrix that consists of any k rows of S,,
is represented by 1" ~* P,,(b,w). Similarly for Sp. In or-
der to recognize the original image by stacking & shares,
the following equation must hold.

YR Py (b, w) # ¥ FPy(b, w) (11)

Since the parameter h is the number of all zero
columns of a matrix that consists of any k rows of
S., h is obtained by multiplying a coefficient of w*
of Yy~ kP, (b,w) by k!, i.e.,

h=k!- 9" *P,(0,1), (12)

where 1" ¥P,(0,1) implies substituting 0 and 1 after
totally differentiating P, (b, w). Similarly, the parame-
ter £, which is less than h, is computed as

¢ =k " FPy(0,1). (13)

Summarizing the discussion above, we obtain the fol-
lowing definition of a DPBM-VSSS.

Definition 3: Let P,(b,w) and Py(b,w) be polyno-
mials as

T

s,
Pybw) =Y ——brw™
gﬂ(n—a)'
. t 1 ﬂ !.
Pb(b,w)=§mb

where s; and t; are non-negative integers. A pair of
P,(b,w) and Py(b,w) satisfying the following condi-
tions is a (k,n, h,¢,m) DPBM-VSSS.

wn k+1P ( ) T.bn k-HPb(b w
Pk Py (b,w) # " F Py(b, w),
h==k. "qb"“kPw(U, 1),

{=k! -w“’_ka(U, 1) < h,
m=mn!-P,(1,1) =n!- Py(1,1).
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Definition 3 immediately leads the necessary and suf-
ficient condition for the existence of a (k,n,h, ¢, m)
DPBM-VSSS. The following theorem is obtained by
rearranging coefficients of P, (b, w), Py(b,w) in Defini-
tion 3.

Theorem 2: Let different permuting basis polynomi-
als for a white pixel and a black one be

Puolbrw) =2 g™

T

b
Bobyw) =3 qe b ™
i=0

1=

respectively. Given k,n,h, ¢, and m, a (k,n,h,£, m)
DPBM-VSSS exists if and only if there are s; and
t; (i = 0,1,...,n) satisfying the following equations.
This is also a sufficient condition for the existence of a
(k,n, h, ¢, m) BM-VSSS.

¢ n—k+1 n—k+1
n—k+1 n—k+1
2 ( i )Siﬂ': > ( i )‘fw

1=0 1=0

forVj=0,1,...,k—1,

n—k n—k
n—k n—=k
2( i )“*ﬁz_o( )

for 37 =0,1,...,k,

n—k —k
=)

]
n—k
i=0
n T
050
. =0 =0

The essential part of previous constructing methods of
VSSS is how to combine various matrices [1]-[3], [10].
However, using polynomial representation, we can re-
duce the construction of VSSS to the problem of deter-
mining the coefficients of polynomials.

In [2], the condition of basis matrices for the opti-
mal contrast of Naor and Shamir has been given. Spe-
cializing Theorem 2 to maximum Naor and Shamir’s
contrast, we obtain the condition of [2]. As stated in
Sect. 1, the definition of Naor and Shamir’s contrast is
not always best for indicating the recognizability of a
reconstructed image. In the case of other contrasts, the
condition of [2] is not available.

3.3 Example

To construct a (2,4, hk,¢,m) DPBM-VSSS where m <
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50, we searched s; and ¢; satisfying the following equa-
tions.

. 3 3
3 3 ,
Z(i)SH-j = Z(z_)ti-{-j for Vj = 0,1,
=0 i=0
2 2
2 2 .
Z(i)s'ﬁ-‘j % Z(z)tﬁ-j‘ for 3.? =0,1,2,
i=0 i=0
2
{ h= Z(z) Sis
im0 \!
2
2
S0
1=0 L
4 4
4 4
B (e S0
\ 1=0 1=0

As a result, a (2,4,h,4,m) DPBM-VSSS with the
largest contrast of Naor and Shamir a s and the small-
est m is

1 1 1
P, (b,w) = §w4 + gb“, Py(b,w) = Zwaz, (14)

that is, h = 3, £ = 1, m = 6, and ays = 1/3. It
seems difficult to find this (2,4, 3,1,6) DPBM-VSSS
by using Droste’s method because Droste’s method is
for finding VSSS with the smallest m; the (2,4, h, £, m)
DPBM-VSSS with the smallest m is

Py (b w) = %w‘t + %b“, Py(b,w) = %b%, (15)
that is, h=1,¢ =0, m = 4, and ays = 1/4. We note
that the VSSS with the smallest m is not always the
optimal VSSS in the sense that the value of ang is the
largest.

Next, One of (2,4, h, ¢, m) DPBM-VSSSs with the
largest ayy is given by Eq.(15), where ayy = 1/4.
One of (2,4, h, £, m) DPBM-VSSSs with the largest agg
is also given by Eq. (14), where ags = 2/7.

Remark The examples above are optimal for each of
contrasts under the condition m < 50. Although the
better VSSS with m > 50 might exist, it is not practical
because the size is too large.

4. Member Verification in DPBM-VSSS

Before discussing the member verification with a VSSS,
we consider the existence of a dishonest user in ordi-
nary secret sharing schemes. The dealer keeps the orig-
inal secret information, and distributes n shares gen-
erated with a (k,n) secret sharing scheme to n users.
Suppose that just k& users participates in the informa-
tion reconstruction and a user who does not receive a
share from the dealer is included. Hereafter, we call
a user who does not receive a share from the dealer
a dishonest user. For example, let us consider (3,3)
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Shamir’s threshold scheme over GF(p) [11]. The dealer
distributes a share (i, f(7)) to User 7 (i = 1,2, 3), where
f is a randomly chosen polynomial with degree 2 over
GF(p). Assume that User 1, User 2, and User 4 take
part in the information reconstruction. Although the
dealer did not distribute a share to User 4, User 4 can
take part in the information reconstruction because it
is easy for User 4 to forge share (4,y) if p is known,
that is, User 4 may choose a value of y (€ GF(p)) at
random. In such a case, it is impossible for User 1 and
User 2 to detect the existence of dishonest User 4. Al-
though the reconstructed information might be equal to
the original information accidentally, it is different from
the original information in almost all cases. Regardless
of the validity of the reconstructed information, User 1
and User 2 cannot detect the existence of the dishonest
user.

In order to detect the existence of the dishonest
user, we have two methods; one is that k£ + 1 (or more)
users participates in the information reconstruction,
and the other is that authenticated data is added to
shares. The former method is not available when just
k users participates. Using the latter method, it is pos-
sible to detect the existence of the dishonest user. The
disadvantage of the latter method is the increase of the
size of a share. Including the case of the dishonest act
of the users who received the shares from the dealer,
the relationship between the probability of the detec-
tion and the size of a share is studied in [7],(8]. From
these previous works, it is impossible to detect the ex-
istence of the dishonest user by just k users without
auxiliary authenticated data in ordinary secret sharing
schemes.

We discuss how to detect the existence of the dis-
honest user in a (k,n) DPBM-VSSS. From the following
discussion, it is possible to detect the existence of the
dishonest user by just k users without auxiliary authen-
ticated data. For example, consider the (3,3,1,0,4)
DPBM-VSSS such as

P, (b,w) = %w:" + %b%.,

(16)
Py(b,w) = L2 - Lps,
o 2 3
From Eq. (16), User 4 learns that the size of a share is 4,
and the number of “0” in a share is always 2. Assuming
that User 4 takes part in image reconstruction with
share “0011,” we consider the following typical cases.

case 1 If shares of User 1 and User 2 are “0110” and
“0101,” then the reconstructed image is recognized
as a white pixel. User 1 and User 2 cannot detect
the existence of the dishonest user.

case 2 If shares of User 1 and User 2 are “0101” and
“1001,” then the reconstructed image is recognized
as a black pixel. User 1 and User 2 cannot detect
the existence of the dishonest user.

case 3 If shares of User 1 and User 2 are “0011” and
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“0101,” then they are aware of the existence of the
dishonest user because the following matrix, whic},
consists of their shares, is not a different permyt.
ing matrix represented by Eq. (16). However, it ig
unknown who is dishonest.

0 011
0 1 01
0 01 1

The number of possible pairs of shares of User 1, 2 is 24,
The number of pairs of shares of User 1, 2 that a differ-
ent permuting matrix is obtained by adapting them to
User 4’s share “0011” is 8. Therefore, the probability
that User 1, 2 cannot detect the existence of the dis-
honest user is 1/3. In other words, the existence of the
dishonest user is detectable with probability 2/3. Even
if User 4 chooses any vector with size 4 and Hamming
weight 2, this probability is not changed. Notice that
it is unknown who is dishonest even if the existence of
the dishonest user can be detected.

In the (k,n) DPBM-VSSS with basis polynomi-
als P, (b,w), Py(b,w), suppose that kg (< k) dishonest
users to whom the dealer did not distribute shares take
part in image reconstruction. In order that their exis-
tence cannot be detected, the dishonest users need to
find a different permuting matrix Y (b, w) satisfying the
following conditions. Notice that the size m of a share
is given as n! - P, (1,1).

k
Ai i, k—1i
Y(b,%‘) = Zmb w

i=0 '
m=k!'-Y(1,1)
P*Y (b, w) = " kR P (b w) (17)

Namely, when the honest users’ vectors are combined
the dishonest users’ ones together, it has to become a
k xm different permuting matrix. Equation (17) means
that vectors of the k — kg honest users appear in the
forged different permuting matrix. Here, ¥"~* P, (b, w)
and Y™ *Py(b,w) are trivial solutions of Y'(b,w). In
addition, we observe that there is no other solution be-
cause of the property of a different permuting matrix.
Accordingly, if dishonest users do not show a matrix
represented by ¢" %4 P, (b,w) to honest users, the k
shares do not become a different permuting matrix.

The correct k shares are " %P, (b,w) or
Y% Py(b,w). We denote them by

k

WEPu(bw) = 3ot

i:O ’ ) (18)
™k Py (b, w) = ngi—wbiwk_‘.

243 !

When we distinguish between the different permuting
matrix of Eq. (18) and its column-permuted matrix, the
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numbers of different matrices are computed as

m! m!
lr\rw,k = k (k 3 Nb,k = k R
[Ic” [
1=0 1=0

Similarly, the k — k4 shares of honest users are denoted
by

YRR P (b, w) = ¢ R TR By (b, )

k—kqg

— k —i
Zz" k— kd—t)'b ’ (19)

and the number of different matrices represented by
Eq. (19) is obtained by

m!
Ng_k, =
1=0

From discussion above, the ky shares of dishonest users
are denoted by

Y RPy (bw) = w“—’“de(b w)

— k—i 9
and the number of different matrices represented by
Eq. (20) is obtained by

ml

B H)\(kd)

For the k — kq shares of honest users, since there are
(Nw,k + Ny k) /Nk—k, matrices for dishonest act to be
be successful, the probability of success of dishonest act
is obtained by

Ny

d

From this equation, it is desirable that m is large in
order to improve the probability of detection of the ex-
istence of the dishonest user. This requirement con-
tradicts requirement to improve contrast of the recon-
structed image. Finally, in the case of k = 2, the exis-
tence of the dishonest user even if a large m is employed.

5. Concluding Remarks

In this paper we have proposed the construction of
a DPBM-VSSS by using polynomials. Although the
polynomial representation of [5] is applicable to only
the class of lattice-based VSSSs, our polynomial rep-
resentation is applicable to the wider class of DPBM-
VSSSs, Using the polynomial representation, the con-
struction of the optimal DPBM-VSSS is reduced to the
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problem of determining the coefficients of polynomials.
It remains an open problem to find an efficient algo-
rithm for solving the problem of determining the coef-
ficients of polynomials. In addition, we showed that a
DPBM-VSSS was useful for preventing an illegal user
from joining in the image reconstruction.

This paper discussed the class of DPBM-VSSSs. A
(k,n) DPBM-VSSS guarantees that the reconstructed
image by any k shares has same recognizability, i.e.,
contrast. However, in the case of a (k,n) VSSS which
is not a DPBM-VSSS, the recognizability of a recon-
structed image depends on the combination of k shares.
If we consider the average recognizability of the recon-
structed image, then there might exist a better VSSS
outside of the class of DPBM-VSSSs. We will study
the efficient construction for the wider class of VSSSs.
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Appendix

The polynomial representation is based on the follow-
ing intuitive idea. The Hamming weight of a column
in a different permuting matrix is important, but the
order of columns is meaningless. Roughly speaking, the
term “b"w"™~"" means the n-dimensional column vec-
tor with the Hamming weight A. The number of such
a vector is n!/(h!(n — h)!). When we consider a (k,n)
BM-VSSS including a (k,n) DPBM-VSSS, the number
of rows of the basis matrix must be n. Hence we omit
the numerator n! which does not depend on k,k. The
another reason why we ignore the numerator n! is that
the polynomial representation is well-defined when one
row is removed from the basis matrix. Conversely, we
define the polynomial representation in such a way that
Eq. (9) holds.

We compare our polynomial representation with
the polynomial representation of [5] (called the KIY
polynomial representation). The KIY polynomial rep-
resentation is defined for a column-permuting ma-

trix. A matrix My[a;, as,...,ay] is called the column-
permuting matrix if it consists of all permutation of a
vector [a;,as,...,an|t. For example,
b b b b w w
Ms[b,b,w] = b w b w b b
w b w b b b

Considering b = 1 and w = 0, the class of VSSSs whose
two basis matrices are column-permuting is a lattice-
based VSSS. We see that the (2, 3,2, 1,3) DPBM-VSSS
shown in Sect. 2.2 is not a lattice-based VSSS.

In addition, the KIY polynomial representation of
M,a1,az2,...,ay,] is a monomial ajaz - - - a,. For exam-
ple, the KIY polynomial representation of M3[b, b, w] is
b?w. The KIY polynomial representation is not appli-
cable to a different permuting matrix. For example, the
following different permuting matrix cannot be repre-
sented with the KIY polynomial representation.

110
Msys=| 1 0 1
01 1

Using our polynomial representation, Msj o is repre-
sented as b%w/2. As shown above, the KIY polyno-
mial representation is not suitable for constructing a
VSSS of black-white images. However, we should note
that our polynomial representation is closely related
with the KIY polynomial representation. For exam-
ple, M3 appears in M3[b, b,w] 2!(3 — 2)! times, which
is the value of the denominator of the coefficient in our
polynomial representation. We can interpret our poly-
nomial representation as follows: the repeated columns
in the column-permuting matrix are represented as the
denominator of the coefficient of the polynomial.
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