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Abstract: A Preneel-Govaerts-Vandewalle hash function with a
prefix-free padding method (PF-PGV hash function) is a block-cipher-
based iterative hash function. Chang et al. claimed that 16 PF-PGV
hash functions were indifferentiable from a random oracle. This letter
shows that 4 out of 16 PF-PGV hash functions are not indifferentiable
from a random oracle.
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1 Introduction

Applications of cryptographic hash functions include authentication systems,
public-key schemes, digital signature schemes, and multi-party protocols.
Since the security of these cryptosystems has been often proved in the ran-
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dom oracle model, constructing a hash function that is indifferentiable from
a random oracle has been attracting interest.

A Preneel-Govaerts-Vandewalle hash function with a prefix-free padding
method (PF-PGV hash function) is an iterative hash function based on a
block cipher. A PGV hash function has 64 variations for connection and
constant addition [1]. Coron et al. [2] have shown that the Davies-Meyer
hash function with a prefix-free padding method, which is one of 64 PF-PGV
hash functions, is indifferentiable from a random oracle. After then, Chang
et al. [3] have claimed that 16 PF-PGV hash functions are indifferentiable
from a random oracle. This letter shows that 4 out of the 16 PF-PGV hash
functions are not indifferentiable from a random oracle’.

2 Definition and known results

Let E(k,z) be an ideal cipher from {0,1}" x {0,1}" to {0,1}" and let D(k,y)
be its decryption where k is a key, x is a plaintext, and y is a ciphertext.
A hash function H from {0,1}* to {0,1}" is constructed with E. Consider
an adversary A that distinguishes between H and a random oracle R from
{0,1}* to {0,1}". Then, the advantage of A is defined as

Advy(A) = Pr[AT5ED = 1] - pr [ARSTTT — ]

where S and T are simulators of E and D, respectively [2, 3]. Notice that
simulators S, T do not see the adversary’s queries to R. A hash function H is
said to be indifferentiable from the random oracle R if there are simulators .S,
T such that Adv(A) is negligible for any efficient adversary A. Conversely,
H is said to be differentiable from the random oracle R if there is an adversary
A such that Advy(A) is not negligible for any efficient simulators S, T'.

Given a message m, a prefix-free padding method Pad(), and a compres-
sion function F' derived from FE, a PF-PGV hash function H is defined as
follows:

1. Split the padded message Pad(m) into ¢ n-bit message blocks m1, mao,
cey My

2. Let hg be a public constant. For i = 1 to t, compute h; = F(h;—1,m;).
3. Output h; as H(m).
Two examples of prefix-free padding methods are given below [2].

Prefix-free padding method 1: The padding method consists in prepending
the message size in bits as the first message block. The last message
block is then padded with bit ‘1’ followed by zeros. This padding
method assumes that the message size is less than 2.

Prefix-free padding method 2: The padding wastes one bit per a message
block where a message block includes n — 1 bits of a message. The one
bit is bit ‘17 if the message block is the last one, otherwise it is bit ‘0’.

!The preliminary version of this letter appeared in [4].
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Table I. PGV hash functions. (w;=h;—1@®m;, v: constant)

No. F(hi_l, ml) No. F(hi_l, mz)

1 E(mi,hi_l) P hi_1 9 E(wi,mi) Dv
2 E(mi,wi) D w; 10 E(wi,mi) D w;
3 E(mi, hi—1) & w; 11 E(mi, hi—1) ®v
4 E(mi,wz-) P hi_1 12 E(wi,h- ) ®v
5 E(w;,m;) & my 13 | E(mg, hi—1) ®&m;
6 E(wi, hi—1) @ hi—1 || 14 | E(w;, hi—1) & w;
7 E(wi,mz-) P hi_1 15 (mz,wz)

8 E(w;, hi—1) ®my 16 E(m;,w;) ®&my

Note: The index of functions in [3] is different from that in [1].
The above table follows the index of [3].

The compression function F' derived from FE is written as
F(hi_l, mz) = E(a, b) Dc

where a,b,c¢ € {h;—1,m;,w;,v}, w; = h;—1 & m;, and v is an n-bit public
constant. Accordingly, there are 64 PF-PGV hash functions.

Coron et al. [2] have proved that the Davies-Meyer PF-PGV hash function
(No.1 in Table I) is indifferentiable from a random oracle in the ideal cipher
model. Chang et al. [3] have claimed that 16 PF-PGV hash functions in
Table I were indifferentiable from a random oracle in the ideal cipher model.
From results of [1] and [3], other 48 PF-PGV hash functions are differentiable
from a random oracle.

3 Distinguishing attack

This section shows that PF-PGV hash functions using the following com-
pression functions F' (No. 11, 13, 15, 16 in Table I) are differentiable from a
random oracle.

F(mi, hi—1) = E(m;, hi—1) ®v, F(m;, hi—1) = E(m;, hi—1) & my,
F(mg, hi—1) = E(mi,w;) ®v,  F(mg, hi—1) = E(mg, w;) @ m;.

It should be noted that four compression functions are invertible if a message
block m; is known. This property allows an adversary to distinguish between
these PF-PGV hash functions and a random oracle.

As an example, we show a distinguishing attack against the 11th PGV
hash function, F(m;, hi—1) = E(mj, hi—1) @ v, with the padding method 1.
Let (®,%.,V,) € {(H,E,D),(R,S,T)}. Consider an adversary A defined
below.

(1) (1)

1. Choose an n-bit string m; ’ and an n — 1-bit string m, ’ at random.

2. Let m(V) = mgl) I mgl) where || denotes the concatenation operator on
strings. Make a query m) to oracle ®. The answer ®(m1)) is denoted
by (1),
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3. Ask the value of \I!d(mgl) | 1, @ v) to oracle ¥;. The answer is
denoted by x.

(2)

4. Choose an n — 1-bit string my " at random.

5. Ask the value of \Ile(mg) || 1,x) to oracle ¥.. The answer is denoted

by .

6. Let m?) = mgl) I méZ). Make a query m(? to oracle ®. The answer
®(m?) is denoted by h(?),

7. fydv= h?), output 1, otherwise output 0.

If (¢,¥,.,¥,) = (H, E, D), then the probability that A outputs 1 is 1. Next,
suppose (¢, V., ¥;) = (R,S,T). Since simulators S, T" are not allowed to
see the communication between A and R (i.e., m®, D m® and h(Z)), the
simulators cannot know mgl) and h(®). However, the simulators have to
answer y satisfying y @ v = h(® to behave like E, D. In other words, the
simulators have to guess the value of h(?) = R(m&l) | mg)) without knowing
mgl). No simulators can correctly guess h(?) with a probability larger than
27" because R is the random oracle. Hence, the advantage of A is Advy(A) =
1 — 27", which means that this PF-PGV hash function H is differentiable
from the random oracle R. Similar attacks are applicable to other three PF-
PGV hash functions. Even if the prefix-free padding method 2 is used, the
above attack can be modified without loss of advantage Adv(A).

4 Conclusion

This letter has demonstrated the distinguishing attack to disprove Chang
et al.’s claim, that is, their claim is partially incorrect. No attack for distin-
guishing between the other 12 PF-PGV hash functions and a random oracle
has been found.
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