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I PAPER 

Video Watermarking of Which Embedded Information 
Depends on the Distance between Two Signal Positions 

Minoru KURIBAYASHIt a), Regular Member and Hatsukazu TANAKAt, Fellow 

SUMMARY One of the important topics of watermarking 
technique is a robustness against geometrical transformations. In 
the previous schemes, a template matching is performed or an ad­
ditional signal is embedded for the recovery of a synchronization 
loss. However, the former requires the original template, and the 
latter degrades the quality of image because both a watermark 
and a synchronization signal must be embedded. In the proposed 
scheme only a synchronization signal is embedded for the recov­
ery of both a watermark and a synchronization loss. Then the 
embedded information depends on the distance between two em­
bedded signal positions. The distance is not changed seriously by 
random geometrical transformations like StirMark attack unless 
the embedded signal is disturbed. Therefore, a watermark can be 
extracted correctly from such geometrically transformed image if 
the synchronization signal can be recovered. 
key words: watermark, synchronization signal, StirMark, 
patchwork, . video sequence 

1. Introduction 

According to the recent advances of information tech­
nology in the World Wide Web, digital contents are 
often treated via an internet for a commercial purpose. 
However, digital contents can be copied easily without 
any degradation and hence the copyright protection is 
the important problem in this field. Digital watermark­
ing [1] is one of the effective schemes to protect the 
copyright of authors by preventing the illegal copy of 
digital contents. The digital watermark is an embedded 
signal to carry some author's proper information, which 
can not be perceived but can be extracted only by the 
authorized party. Therefore, the author can claim his 
copyright if the embedded signal indicates his proper 
information. 

A watermark should retain the important feature 
so that it may not be deleted even if any kind of signal 
processing, such as linear or nonlinear filtering, non­
invertible compression, addition of noise, etc. were per­
formed. In general, many proposed schemes can im­
munize the above attacks, but the robustness against 
geometrical transformations such as rotation, scaling, 
translation, etc. is difficult to achieve because the co­
ordinate of embedding position is different from that 
of extracting. Some schemes [2], [3] can immunize such 

Manuscript received July 23, 2002. 
Manuscript revised May 12, 2003. 
Final manuscript received August 20, 2003. 

tThe authors are with the Faculty of Engineering, Kobe 
University, Kobe-shi, 657-8501 Japan. 

a) E-mail: minoru@eedept.kobe-u.ac.jp 

geometrical attacks so as to embed a watermark in the 
invariant domain against the attacks. However, if an 
image is is bent slightly and randomly by several ge­
ometrical attacks, it is extremely difficult to extract a 
watermark in such schemes. We call such attack ran­
dom geometrical attack. Therefore, it is necessary to 
recover the coordinate of the embedded position if ran­
dom geometrical attack are performed. For still images 
we had already proposed a template matching method 
[4], [5] to recover the coordinate. It works effectively but 
requires whole or a part of the original image, and the 
amount of required memory becomes very large when it 
is applied for a video sequence. Kusanagi et al. [7] had 
proposed a new recovery scheme using a patchwork al­
gorithm [8]. In their scheme a synchronization signal 
is inserted in several positions to tolerate for random 
geometrical attack. Then two kinds of signals, a water­
mark and a synchronization signals, must be embedded 
in the video sequence and hence the quality will be de­
graded. And to recover the synchronization loss, first 
they extract a synchronization signal and then correct 
the distortions caused by random geometrical attack. 
Therefore it needs additional heavy computation be­
fore extracting a watermark. 

In this paper, we propose a new scheme to embed 
a watermark in the video sequence. When a synchro­
nization signal is embedded, a watermark is embedded 
as a distance between two signal positions. Generally 
a position where a watermark has been embedded may 
be changed by random geometrical attack, but the dis­
tance between two signal positions will not be affected 
seriously. Therefore, a watermark can be extracted cor­
rectly even if such geometrical attack would be per­
formed. And the watermark extraction and recovery of 
synchronization signal can be performed by easy com­
putations as the correction of the distortions caused by 
random geometrical attack dose not need in our scheme. 
In order to embed a synchronization signal, a patch­
work algorithm is applied because it is well known that 
a synchronization signal can remain in a video sequence 
even if random geometrical attack were performed [7]. 
However, the recovered positions are not always reli­
able as a wrong position may be selected, and hence 
the watermark may not be extracted correctly. In or­
der to improve the reliability, a correction method is 
introduced and the performance is evaluated by com­
puter simulation. 
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Embedding synchronization signals may be a best 
solution to achieve a robustness against random geo­
metrical attack. Previously such signals are used only 
for the recovery of the synchronization loss. Our scheme 
shows the possibility of the another usage of the syn­
chronization signals, which is a new channel to embed a 
watermark. Such a new channel will be very attractive 
to embed an information if the synchronization signal 
is used to tolerate for the robustness against random 
geometrical attack. Furthermore, if the amount of wa­
termarking information is small, only our scheme is ap­
plied, otherwise hybrid system, both our scheme and 
conventional watermarking scheme, may be applied. 

This paper is organized as follows. In Sect. 2 an 
embedding algorithm and attacks what we apply in this 
paper are described. Section 3 describes a new method 
for embedding and extracting a watermark. The va­
lidity of our scheme is evaluated in Sect. 4. Finally we 
conclude this paper. 

2. Preliminary 

2.1 Patchwork Algorithm 

The patchwork algorithm which is based on the statisti­
cal distribution is proposed in 1995 by Bender et al. [8]. 
In the embedding process, a pair of pixels of which lumi­
nance values are ai and bi is selected pseudo-randomly. 
Let Si be given by 

(1) 

then the average value of Si is expected to be zero, and 
the summation of Si 

n-l n-l 

S(n) = LSi = L(ai - bi) (2) 
i=O i=O 

has a Gaussian distribution if the number of samples 
is large enough. When I-bit information is embedded, 
Eq. (2) is changed to the following S(n), where a is a 
positive integer. 

n-l 

S(n) = L((ai + a) - (bi - a)) (3) 
i=O 

n-l 

= L(ai - bi) + 2na (4) 
i=O 

Then the distribution of S(n) shifts to the positive di­
rection (see Fig. 1). 

In patchwork algorithm the number of samples 
should be large. If the operation is performed only in a 
small block, the embedded signal may not be extracted 
correctly. In order to embed in a small block, the op­
eration is performed for several frames of a movie file. 
So our proposed scheme uses the patchwork algorithm 
to embed a synchronization signal in a video sequence 

The number of S(n) 
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Fig. 1 The number of S(n). 
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Fig. 2 A target area of the patchwork. 

of 18 X 18 pixel 'block of 30 frames. If the block size be­
comes large , the computational cost increases though 
the number of necessary frame decrease and vice versa. 
Therefore considering the trade-off, we define the pa­
rameters as above. Figure 2 illustrates the embedding 
region in which each pair of pixels is selected randomly. 

2.2 Geometrical Attack 

StirMark attackt [9] is a widely used benchmark tool 
to evaluate a watermarking technique. It changes an 
image slightly by rotation, stretch, shift, shear, etc. 
when it is performed with default parameter. Since 
the StirMark attack performs such attacks randomly, 
the attacked image will be different in every time. The 
randomness gives no effect for the evaluation of a still 
image, but affects seriously if a different attack is per­
formed , to each frame because there is a strong correla­
tion 'among several frames. Hence we perform the same 
attack to each frame by setting a seed parameter "-s," 
where other parameters are defaults. 

In an extraction algorithm, the shifted and ro­
tated position should be recovered. We have proposed a 
searching protocol in [4] and [5] of which simulation re­
sults indicate that the amount of shift 0' is -6 ::; 0' ::; 6 
in both horizontal and vertical directions. Therefore 
the position embedded a synchronization signal should 
be searched in such area. As a consequence, our scheme 
can recover the embedded watermark if slight rotation, 
shift, row and column removal attack, and even Stir­
Mark attack are performed. 

tStirMark3.1 : http://www.cl.cam.ac.uk/-fapp2/ 
wa termar kingj stirmar k31 j index. html 
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3. Proposed Scheme 

In this section we propose a new idea on how to embed 
a watermark and how to extract it ingeniously. Taking 
the random geometrical attack into account, synchro­
nization signals are embedded into some blocks of which 
positions can be determined uniquely by a watermark. 

3.1 Embedding 

In our scheme the distance between two embedded po­
sitions of synchronization signals depends on the water­
mark. N x x Ny synchronization signals are embedded 
in blocks Bx,y, (0 ~ x < N x , 0 ~ y < Ny) of 30 frames 
by the following patchwork algorithm, where the block 
size is 18 x 18. Here the bit-length of a watermark is 
Nw = 2Nx N y - Nx - Ny. Before embedding a wa­
termark, the initial positions must be determined by a 
secret key in order to specify synchronization positions 
uniquely by a watermark. 

Let (XBx,y' YBx,y) be the coordinate of an upper 
left pixel in the block Bx,y and be a position of syn­
chronization signal. Then, using a secret key, the ini­
tialization process is performed. 

Step 1. Specify the first initial position from the upper 
left region using a secret key, which coordinate is 
(XBo,o, YBo,o), 6 ~ XBo,o, YBo,o ~ 12. 

Step 2. Initial coordinates YBo,j and XBi,o are deter­
mined by the following equation respectively. 

YBo,j = YBo,o + 35j + OO,j, (1 ~ j < Ny), (5) 

XBi,o = XBo,o + 35i + Oi,O, (1 ~ i < N x), (6) 

where OO,j and Oi,O are random numbers satisfying 
the following inequalities. 

100,j I < 4, (7) 

In the initialization process each parameter is deter­
mined considering the following property. As the edge 
of a frame sometimes contains redundancy, it may be 
clipped by an attacker. Since the amount of shift caused 
by StirMark attack is -6 ~ 0' ~ 6, the region which 
is in 6 pixels from the edge will be removed by the 
attack. So it is better to avoid embedding a water­
mark in such region and hence we determine the initial 
position (XBo,o, YBo,o) in the above defined range. If 
the embedding position is selected from a few candi­
dates, an attacker may be able to find easily. However 
if the number of candidates is increased, the number of 
embedding signal is decreased. Therefore considering 
the trade-off, we define each parameter in Eq. (5) and 
Eq. (6). 

From each initial coordinate two lines can be drawn 
as shown in Fig. 3. Then a synchronization signal is 
embedded in the intersections. The position of a block 
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Fig. 3 The candidates of each embedding position determined 
by a watermark. Where 6. is the candidates of the embedding 
positions. 

Bo,o has already determined in the initialization pro­
cess and the others can be taken from one of two or four 
possible positions indicated by a triangle in Fig. 3. The 
position is determined uniquely using the distance be­
tween two adjoining blocks which depends on a water­
mark. Here, the number of pairs of two adjoining blocks 
to the horizontal direction is Ny -1 in each column and 
hence the total number is Py = N x (Ny -1). Similarly, 
that of vertical direction is Px = Ny (N x-I). There­
fore we can decide Px + Py distances for synchroniza­
tion signals to be embedded and hence the bit-length of 
the watermark is N w = Px+Py = 2Nx N y -Nx -Ny . 
Let W = {Wt I Wt E {O, I}, (0 ~ t < N w )} be a water­
mark information vector. Then, each position for a syn­
chronization signal to be embedded is determined by a 
watermark as follows, where the coordinate of X and 
Yare the vertical and horizontal direction respectively. 

Horizontal Direction (t = 0) 
for x = 1 to N x do 
{ 

for y = 0 to Ny do 
{ 

if Wt = 0 then 

(8) 

else 
{ 

if YBx-1,y (mod 35) < YBo 0 + 4 then 

(9) 

'else 

(10) 

} 
t=t+1 

}} 
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Vertical Direction (t = Py) 
for y = 1 to Ny do 
{ 

for x = 0 to N x do 
{ 

if Wt = 0 then 

else 
{ 

(11 ) 

if XBx,Y_l (mod 35) < XBo,o +4 then 

(12) 

else 

(13) 

} 
t=t+l 

}} 
After determining the embedding position, a syn­

chronization signal is embedded using a patchwork al­
gorithm. Here, the conventional algorithm should be 
modified adaptively considering the distortions because 
a signal embedded in the smooth area of an image be­
comes more perceptible compared with the noisy area. 
Therefore, at a pixel ai the value a in Eq. (3) is replaced 
with 

(14) 

where f3 and "( are constant positive weighting param­
eters, and Tai is a parameter which depends on the 
variations in the pixel. From Eqs. (4) and (14) it is 
guaranteed that the distribution of S (n) is shifted to at 
least 2f3n from zero and the distribution is illustrated 
in Fig. 4, where h is a threshold to determine the po­
sition whether a patchwork signal is embedded or not. 
Generally, the Laplacian operator is used for the de­
tection of the edge area, but the operator is sensitive 
to noise. Then the Sobel operator [10] is used to deter­
mine the weight in our scheme as it gives better results. 
Let f(ai) be an output value of the Sobel operator at 
a pixel ai and str be an embedding intensity. Then Tai 

dependent on the variation in pixels 

I 

//';\'\\ 
/ .•.......•......... / '... . .. . " ... , ...................... .. 

o h 2(3 n 2(3 n(1 +y Ta) 

Fig. 4 Changes in a distribution of Sen). 

is given by the following equation. 

T = { f(ai) 
ai str 

3.2 Extraction 

if f ( ai) < str 
otherwise 

(15) 

The watermark can be extracted according to the 
distance between two synchronization positions. So 
the synchronization positions should be detected first. 
Then only the possible two or four positions illustrated 
by the triangles in Fig. 3 should be checked after deter­
mining the same initial position as determined in the 
embedding process. However, if random geometrical at­
tack were performed, the positions should be searched 
in the area K depicted in Fig. 5. Therefore, the extrac­
tion process has the following hierarchical structure in 
our scheme. First, the possible two or four positions 
are examined for all N x Ny intersections. If the sum of 
SBx ,y (n) is less than a threshold N x Nyh, each position 
in which SBx,y (n) has the maximum value is selected 
from each area K. 

The procedure to extract the watermark is shown 
as follows. 

Step 1. Determine the same initial coordinates as de­
termined in the embedding process. 

Step 2. Perform the patchwork extraction process in 
the possible two or four positions shown by the tri­
angles in Fig. 3. Then, the position where S Bx ,y (n) 
has the maximum value is determined as the syn­
chronization position. 

Step 3. If the sum of SBx,y (n) exceeds a threshold 
N x Ny h, then go to Step 5, else to the Step 4. 

Step 4. Calculate SBx,y (n) at every possible position 
in the search area K, and determine the position 
where SBx,y (n) becomes maximum. 

Step 5. In the horizontal and vertical directions the 
embedded watermark can be extracted as follows. 

Horizontal Direction (t = 0) 
for x = 1 to N x do 
{ 

for y = 0 to Ny do 

K 
I I 

~~~ ~::l:.::r:: 
UI 

8 I I 

I I 

- - - - b - -b - - - - - - - -b- -b- - - -
I I I I 

- - - --L:s - -I:s - - - - - - - -A- -A- - - -

Fig. 5 The searching area K for each embedded position. 
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{ 

Dy = IYB - YB I X,Y x-l,y 

t=t+l 
}} 

o 
1 
NULL 

Dy < 4 
4 < Dy < 12 
otherwise 

Vertical Direction (t = Py) 
for y = 1 to Ny do 
{ 

for x = 0 to N x do 
{ 

t=t+l 
} }, 

Dx < 4 
4 < Dx < 12 
otherwise 

(16) 

(17) 

(18) 

(19) 

where NULL means that no watermark exists. 

3.3 Correction Method 

In the extraction process there is no grantee that the de­
termined synchronization position is correct. If a wrong 
position is detected, then "NULL" may be returned as 
an error from the Eqs. (17) and (19). Then no opera­
tion is performed to the error position in the previous 
process. And if the distance Dy or Dx is accidentally 
in the range of which a watermark Wt can be judged 
zero or one, the wrong position seems to be impossi­
ble to correct. However, if almost all positions are de­
tected correctly, the error may be able to correct from 
the following reason. The embedding positions should 
be on the intersections of horizontal and vertical lines 
illustrated in Fig. 3. Then a position far from the inter­
section can be estimated as a wrong position. There­
fore the synchronization position can be recovered if the 
search is performed again around the intersection. 

For the correction procedure, the following three 
steps should be inserted between Step 4 and Step 5 in 
the above extraction process. 

1. Estimate the vertical lines vlinel [j] and vline2[j] 
from YBi,j' and the horizontal lines hlinel[i] and 
hline2[i] fromXBi,j respectively. 

2. Determine the possible area at each intersection as 
depicted in Fig.6. 

3. On the positions far from the area, search the po­
sition in which SBx,y (n) takes the maximum value 
in the area. 

- ~ t+-I"rl+.,r'rlf----L------/"----A--hline 1 [x] 
I 

vline 1 [y] vline 1 [y+ 1] 

hline2[x] 

hlinel[x+l] 

hline2[x+ 1] 

I vline2[y] Ivline2[y+ 1] 

3271 

Fig. 6 The reduced searching area using estimated lines. 

In Step 5 of the extraction process the detector 
may output NULL even if the position is in a cor­
rect area. For example, if X B = hlinel[x] - 2 and x,y 
XBx,y_l = hlinel[x] + 2, then Dx = 4. To improve the 
wrong detection of a watermark, Step 5 is modified to 
the following. In the horizontal direction we draw each 
line vline[j] in the middle of vline1[j] and vline2[j]. If 
both YBi,j and YBi-1,j are less than vline[j] or more 
than vline[j], then a watermark Wt is considered zero, 
else one. Similarly, the detection process in the vertical 
direction is also modified. 

4. Computer Simulated Result 

In order to evaluate our proposed scheme, computer 
simulation has been executed under the assumption 
that the MPEG-compression algorithm is applied for 
a video sequence, which is corrupted by the StirMark 
attack with default parameters. The detail specifica­
tions for computer simulation are given as follows. Test 
video sequences are "Flower Garden (F)" and "Tennis 
(T)" with 150 frames of 352 x 240 pixel, and only 30 
frames are used to embed a synchronization signal. The 
length of the watermark information is 93 bits where 
N x = 6 and Ny = 9, and the number of patchwork is 
54( = 9 x 6). Parameters in patchwork algorithm are 
{3 = 1, "( = 0.1 and the number of samples are set 
to 10,000. The numerical results given below are the 
average values of 1000 results. 

4.1 Degradation 

In order to evaluate the quality of the watermarked 
video sequence, PSNR is calculated in each frame which 
is embedded a synchronization signal. Since 30 frames 
are used to embed the signal, the average PSNR value of 
such frames are examined. Figure 7 depicted the result 
for embedding intensity str. Here, from the point of 
degradation the embedding intensity str can be set 50 
for "Flower Garden" and 30 for "Tennis." 
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Fig. 7 PSNR versus embedding intensity. 

Table 1 Tolerance for MPEG compression. 

bit-rate I bit error rate 
str [Mbps] F T 

2 6.56 0.33 
20 3 1.95 0.00 

4 0.50 0.00 

2 2.86 0.00 
30 3 0.49 0.00 

4 0.00 0.00 

2 1.29 0.00 
40 3 0.97 0.00 

4 0.00 0.00 

2 0.96 0.00 
50 3 0.89 0.00 

4 0.00 0.00 

4.2 Non-geometrical Attacks 

In this subsection we examine the robustness of our 
scheme against non-geometrical attacks such as MPEG 
compression, Gaussian filter and Median filter. Since 
the synchronization positions are not changed in such 
attack, the position is examined only from the pos­
sible two or four positions depicted in Fig. 3. First, 
a watermarked video sequence is compressed by the 
MPEG algorithm with low bit-rate to examine the ro­
bustness. Table 1 shows the average number of error 
bits in the watermark extracted from the compressed 
sequence with each bit-rate and the robustness against 
MPEG compression is different for each the video se­
quence. Here, if the embedded information is encoded 
by error correction code, the information can be de­
rived correctly from the compressed image by error cor­
rection. Next, the robustness against Gaussian filter 
and Median filter are shown in Table 2 and Table 3, 
where the attacks are performed using the StirMark 
tool. For the embedding intensity str = 50 to "Flower 
Garden" and 30 to "Tennis," the error rate is enough 
low, hence error correction code can work well. As the 
consequence, our proposed scheme retains a tolerance 
for non-geometrical attacks. 

Table 2 Tolerance for Gaussian filter. 

bit error rate 
str F T 

20 6.39 2.12 
30 3.31 0.52 
40 0.00 0.52 
50 0.00 0.00 

Table 3 Tolerance for Median filter. 

bit error rate 
str F T 

20 14.81 2.67 
30 5.41 1.02 
40 2.18 1.02 
50 0.97 1.02 

30 

25 -.-- - - .- - - - .- - - -

~ 20 
.0 
S 0.25 degree -----*-::s 
Z 15 0.50 degree --+-S 
t:: 0.75 degree --*--~ 

10 
1.00 degree --0---

5 2.00 degree --.--
----------'- .............. 

0 
20 30 40 50 

Embedding Intensity sIr 

Fig. 8 Tolerance for rotation (Flower Garden). 

30~--------~----------~---------, 

25 ------------.---.-------__________ • ________________ _ 

0.25 degree -----*-

0.50 degree --+-

0.75 degree --*--
10 

1.00 degree --0---

2.00 degree --.--
40 50 

Embedding Intensity sIr 

Fig. 9 Tolerance for rotation (Tennis). 

4.3 Geometrical Attack 

In this subsection, we perform several geometrical at­
tacks included in StirMark to check the robustness. A 
watermarked video sequence is rotated slightly so as 
not to spoil the quality of the image. The extraction 
results after the rotation are shown in Fig. 8 and Fig. 9. 
From those figures if the angle is less than 2 degree, 
such rotation dose not affect seriously to extract a wa­
termark. 

Next row and column removal attack is performed 
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Table 4 Tolerance for five columns and rows removal attack. 

I I 
bit error rate 

str t----=-F ------''----=-T --

20 3.52 ( 4.16) 0.45 (0.62) 
30 1.38 (1.74) 0.15 (0.28) 
40 0.62 (0.79) 0.07 (0.15) 
50 0.26 (0.30) 0.05 (0.09) 

Table 5 Tolerance for random geometrical attack. 

I I 
bit error rate 

str I------;=;F'---------'-----=-T ----i 

20 6.83 (8.36) 1.35 (2.12) 
30 2.10 (3.04) 0.61 (1.01) 
40 0.89 (1.59) 0.33 (0.60) 
50 0.59 (1.24) 0.37 (0.17) 

Table 6 Tolerance for StirMark attack. 

I I 
bit error rate 

str t-------.F~-----.-------;T=----; 

20 15.03 (16.93) 4.70 (5.92) 
30 5.80 (7.23) 2.73 (3.72) 
40 2.81 (3.72) 1.89 (2.66) 
50 1.93 (2.59) 1.40 (2.04) 

to evaluate the robustness. Since the quality of the im­
age is degraded with respect to the number of removed 
raw and column, only five rows and columns selected 
randomly are removed in our simulation, which results 
are shown in Table 4. From the results, our scheme can 
immunize the row and column removal attack. 

Random geometrical attack is performed to eval­
uate the robustness of our scheme. Then a same at­
tack is used to every frame in a watermarked video 
sequence. Table 5 shows the results, where the value 
in the parenthesis indicates the average bit error rate 
obtained without correction method. It is evident that 
the correction method can improve the decision error 
on synchronization positions. And the results indicate 
that our scheme can immunize the random geometrical 
attack. 

Table 6 shows the tolerance for the StirMark attack 
with default parameters. Then every frame is attacked 
using a same seed parameter "-s," where the version of 
StirMark is 3.1. Table 6 shows the results. From the 
results, Stir Mark attack which performs several attacks 
dose not affect seriously to the embedded signal. If 
str = 50 for "Flower Garden" and 30 for "Tennis," 
then the error rate is not so high that a watermark 
may be extracted well with the aid of error correction. 

4.4 Consideration 

If the embedding intensity is increased, the robustness 
can be improved, but the degradation of the image be­
comes large, which is a trade-off. In our scheme the em­
bedding intensity is set different for two video sequences 
according to their characteristics. Because the degra-
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dation in the region that has a motion becomes less 
perceptible than in the motionless region, which is sim­
ilar to the relation between noisy area and smooth area. 
For "Flower Garden" the whole region in the frame 
moves and contains a lot of high frequency components. 
On the other hand, the background of "Tennis" dose 
not move for several frames though it is noisy pattern. 
Therefore, the embedding intensity can be raised for the 
case of "Flower Garden." From the above fact, the em­
bedding intensity str should be changed dependent on 
not only the character of one frame but also the motion 
among several frames. Further a weight parameter Taj 

should be determined considering the motion, which is 
left for our future work. 

Our proposed scheme applies patchwork algorithm 
to embed a synchronization signal in a video sequence. 
Since the main idea is to embed a watermark as an in­
formation about distance between two synchronization 
signal positions, if there is better method to embed a 
synchronization signal, our scheme can be modified by 
exploiting it. 

5. Comparison with Other Schemes 

Watermarking schemes robust against random geomet­
rical attack can be classified into the following five 
methods. 

• Use an original image for the recovery of the syn-
chronization. 

• Embed in the low frequency components. 
• Use the feature points. 
• Embed both a watermark and a synchronization 

signal. 
• Embed a periodical watermark. 

Several schemes [4], [5], [12] apply the original work 
to recover the synchronization loss and show the good 
results, but it is not desirable to use the original work 
in extraction operation. 

A watermark embedded in the low frequency com­
ponents is not seriously affected by the attack. In [11] 
a watermark is embedded in the very low DCT coeffi­
cients of crominance components, but the scheme needs 
a lot of computation to transform the whole image to 
the frequency domain and reduces the security of the 
secrecy of the embedding position as there are only a 
few candidates for the positions which should be se­
lected from the very low frequency components. But 
the patchwork algorithm in our scheme can use a se­
cret key from a lot of candidates, and the parameters 
of 8(0, j) and 8( i, 0) are also the secret. 

In [13] the feature points are used to divide an im­
age into regions which shape are triangle, and a water­
mark is embedded in such regions via an affine transfor­
mation. The triangle is affected by random geometrical 
attack, but the distorted triangle can be specified us­
ing the feature points and hence the synchronization 
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can be recovered. If the scheme is applied for a movie 
file, every frame should be independently performed 
the resynchronization process. The scheme seems to be 
able to extract a watermark from a geometrically dis­
torted image more accurately than our scheme as the 
distortion can be recovered adaptively for each frame, 
but the computational complexity may be larger than 
us. There is a trade-off between the computational 
complexity and the accurate extraction, it may depend 
on the situation for the applied system. 

Our method recovers the synchronization loss us­
ing a synchronization signal. And the synchronization 
signal is ingeniously utilized to embed a watermark 
though it is embedded only for the recovery of the loss 
in the conventional scheme [7]. If the amount of em­
bedded information in our scheme dose not satisfy the 
needs for an applied system, an ordinal watermarking 
method should be used to embed more information. 
Then the synchronization loss can be recovered by the 
signal embedded using our method. For example, 18 
patchwork is embedded in [7] as a synchronization sig­
nal. If our scheme is applied, extra 27 bits information 
may be embedded as a watermark, where N x = 3, 
Ny = 6, N w = 2Nx Ny -Nx -Ny = 27. 

Embedding a periodical watermark proposed in 
[14] is one of a remarkable methods to recover a syn­
chronization loss. The periodical pattern gives an in­
formation about the synchronization to the detector. 
However, it may also give the information to an at­
tacker, though the detection rate will be higher than 
that of our scheme. 

6. Conclusion 

We have proposed a new idea to embed a watermark 
in a video sequence. It is embedded as the distance 
between two signal positions embedded for synchro­
nization. Our proposed method has the following two 
advantages. First, the degradation of image can be 
improved because only the synchronization signal is 
embedded for the recovery of both a watermark and 
a synchronization loss. Second, a robustness against 
random geometrical attack can be achieved as the dis­
tance is not changed seriously by the attack. Though 
sometimes wrong positions are detected in the recovery 
process, an error correction method can be applied for 
correcting the detection error. As the consequence, our 
scheme immunizes the StirMark attack, which can be 
certified by our simulated results. 
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