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Fingerprinting Protocol for On-Line Trade Using Information Gap

between Buyer and Merchant

Minoru KURIBAYASHI'®, Member and Hatsukaza TANAKA ™), Fellow

SUMMARY  The homomorphic property of the public key cryptosys-
tem has been exploited in order to achieve asymmetric fingerprinting such
that only a buyer can obtain fingerprinted content. However, this requires
many computations and a wide-band network channel because the entire
uncompressed content must be encrypted based on the public key cryp-
tosystem. In this paper, instead of the homomorphic property, we introduce
the management of the enciphering keys for the symmetric cryptosystem.
Based on a buyer’s identity, a trusted center issues the buyer a partial se-
quence which is one of the two elements in the entire sequence. Although
a merchant shares the entire sequence with the center, he cannot extract the
buyer’s key sequence from it. Such an information gap enables our protocol
to be asymmetric and efficient. For each packet of content, the merchant
produces two marked packets that contains a *0” or “1” information bit,
and they are enciphered using the two elements from the entire sequence.
Subsequently, the buyer obtains the two ciphertexts (the encrypted marked
packets) containing the information bits of his identity. Since the mer-
chant does not know the ciphertext decrypted by the buyer, an asymmetric
property is achieved. In our protocol, before trade between a buyer and a
merchant, the merchant can produce and compress the marked packets; this
enables the reduction of both the computational costs for the encryption and
the amount of data for transmission. Since only the enciphering operation
is performed by a merchant in the on-line protocol, real-time operation may
be possible.

key words: fingerprinting protocol, key management, asymmetric property,
symmetric cryptosystem

1. Introduction

Due to the rapid growth of the Internet, the transmission
of multimedia content has become considerably easier and
faster. It provides us numerous possibilities to produce
applications and cultivate new business. However, it also
increases the risk of unauthorized distribution of intellec-
tual content such as music, images, movies, etc. Without
copyright protection, a business may not be feasible. One
of the candidates for copyright protection is the technique
of watermarking [1] that enables the embedding of sub-
information in digital content without causing serious degra-
dation. In order to identify an illegal user of redistributed
content, an author should embed a digital fingerprint in the
content at the time of selling it. Such a technique is called
fingerprinting.
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Fingerprinting techniques are classified into two
schemes. One is the method to produce the fingerprint
itself, and the other is the protocol for embedding infor-
mation in digital content. In the fingerprinting technique,
each user purchases content containing his own fingerprint;
hence, each content is slightly different. If users collect
some content, they may attempt to find the difference and
delete/change the embedded information. In order to with-
stand such an attack, one of the schemes generates spe-
cific codes such as c-secure code [2] and anti-collusion code
(ACC) [3]. A cryptographic protocol for trade between a
buyer and a merchant is considered in the second scheme. If
both the buyer and the merchant obtain fingerprinted content
in the protocol, the merchant cannot accuse the buyer of il-
legal distribution of the copy, even if the buyer’s fingerprint
is extracted. This is because the merchant may distribute
it himself in order to frame an innocent buyer. Hence, it
is desirable that only a buyer is able to obtain his own fin-
gerprinted content in the protocol; such a protocol is called
asymmetric fingerprinting protocol.

In [5]-[8], the asymmetric protocol is performed by ex-
ploiting the homomorphic property of the public key cryp-
tosystem that enables a merchant to embed an encrypted fin-
gerprint in an encrypted content. Since the ciphertext is
computed using a buyer’s encryption key, only the buyer
can decrypt it; hence, only he can obtain the fingerprinted
content. Although the homomorphic property is effective
for constructing asymmetric fingerprinting, there are prob-
lems in its implementation. In general, multimedia content
such as music, images, and movies should be compressed
as they contain considerable redundancy. However conven-
tional schemes cannot compress the content in order to em-
bed an encrypted fingerprint by exploiting the homomor-
phic property. It also requires extremely high computational
costs to encrypt an entire uncompressed content on the ba-
sis of public key cryptosystem. In addition, a merchant must
perform the embedding and enciphering operations on each
request from a buyer. Thus, from the point of view of data
size and the computational costs, the conventional schemes
are extremely inefficient. Balleste et al. [9] proposed asym-
metric fingerprinting using a trusted third party (TTP) and
symmetric fingerprinting to overcome the problem. How-
ever, most parts of the protocol in this system are performed
by TTP, and a merchant functions as a sales agent of the
TTP. Therefore, the amount of load on TTP is extremely
large.

In this paper, we propose a new fingerprinting proto-
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col based on the key management by a trusted center. The
objective of our scheme is to reduce the computational costs
required for both the buyer and the merchant and also reduce
the volume of communication. Without using the homomor-
phic property, a trusted center manages the enciphering keys
for the cipher communication between a buyer and a mer-
chant; however, it does not participate in the protocol. A
buyer who registers at the center is assigned a partial key
sequence that has been entrusted by a merchant. Here, the
key sequence is designed to indicate the buyer’s fingerprint.
Hence, a buyer distributing the sequence may be traced. An
excellent feature of our fingerprinting is the maintenance
of an information gap between a buyer and a merchant by
the generation of the key sequence in order to achieve the
asymmetric property. In our protocol, content is partitioned
into small packets and two kinds of watermarked packets
for each packet are calculated. Subsequently, every set of
two watermarked packets is encrypted using different keys
selected from the key sequence. When a buyer receives the
encrypted packets, he can decrypt one of them because the
assigned key sequence is one of the selected keys. Since
the buyer’s key sequence indicates the buyer’s fingerprint,
the decompressed content from the decrypted packets also
contains it. In this case, it is remarkable that a merchant
cannot know which of the ciphertexts is decrypted by the
buyer. Such a feature completes the asymmetric property in
a fingerprinting protocol.

This paper is organized as follows. In the next sec-
tion, we review the conventional fingerprinting schemes and
highlight the problems. The proposed fingerprinting pro-
tocol is introduced in Sect. 3, and security is discussed in
Sect.4. The efficiency of the protocol is considered in
Sect. 5. Finally, Sect. 6 concludes.

2. Overview of the Fingerprinting Protocol

The fingerprinting technique can prevent people from ille-
gally redistributing digital content by enabling a merchant to
identify the original buyer of the redistributed copy. In this
paper, we consider the cryptographic protocol for finger-
printing. In the protocol, a merchant embeds a buyer’s iden-
tity (fingerprint) in his content using a watermarking tech-
nique. Here, the protocol is classified into three schemes.

Symmetric Scheme: A merchant embeds a buyer’s finger-
print in his content, and he knows the fingerprinted
content after completion of the protocol. Thus, if the
copy is found to be redistributed, the buyer can claim
that it was done by the merchant. Further, a malicious
merchant may try to frame an innocent buyer by ille-
gally distributing the fingerprinted content.

Asymmetric Scheme: In order to solve the drawback in the
symmetric scheme, a public key cryptosystem is ap-
plied to the fingerprinting protocol. Although both the
merchant and the buyer can perform the encrypting op-
eration using the buyer’s public key, only the buyer can
decrypt the ciphertext. Therefore, only the buyer ob-
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tains the fingerprinted content in the protocol.
Anonymous Scheme: To protect the buyer’s privacy, nei-
ther the fingerprinted content nor the buyer’s identity is
revealed to a merchant. However, a buyer redistribut-
ing the content can be identified by the merchant by
referring to the registration log at a trusted center.

In the asymmetric fingerprinting scheme [S]-[8], a
buyer and a merchant jointly embed a fingerprint. First, the
buyer encrypts a fingerprint and sends it to the merchant.
The merchant verifies that the received ciphertext is made
from the buyer’s fingerprint and embeds it in his encrypted
content by multiplying these ciphertexts based on the homo-
morphic property of the applied public key cryptosystem. If
an operation on a ciphertext space results in an operation
on the message space, the cryptosystem is homomorphic;
principally, the former operation is multiplication and the
latter is one of the three operations, addition, multiplication,
and exclusive or, in public key cryptosystems. For example,
RSA [10] and ElGamal [11] retain multiplicative properties,
Okamoto-Uchiyama [12] and Paillier [13] retain additive
property, and exclusive or operation is retained for quadratic
residues [14]. Adaptive exploitation of such a property can
help achieving asymmetric fingerprinting.

Let E(m) be a ciphertext of a message m. The homo-
morphic property satisfies the following equation:

E(my) - E(my) = E(f(m1, my)), 1

where f(-) is one of the three above mentioned operations.
If m, is regarded as digital content and m; as a fingerprint,
the encrypted information can be embedded in the encrypted
content by multiplying those ciphertexts. Only the buyer
has the decryption key of the ciphertexts as these are calcu-
lated using buyer’s public encryption key. Since the finger-
printed content is decrypted only by the buyer, the asymmet-
ric property is satisfied. The embedding operation based on
the homomorphic property is basically performed for each
fingerprinting information bit; therefore, each bit is embed-
ded in a corresponding position. Thus, m, is not the entire
content, but one of the components, like the frequency ele-
ments to be fingerprinted by a watermarking technique. In
order to maintain the secrecy of the embedding position, ev-
ery component should be encrypted and sent to a buyer after
embedding, thus encrypting the entire content.

Before beginning the protocol, a buyer must register at
a trusted center to join the system. If a buyer redistributes an
illegal copy, a merchant can trace the buyer from the regis-
tration log. The buyer then obtains the proof of registration
like the digital signature from the center in order to convince
the merchant that he is a legitimate user. The fingerprinting
protocol begins with the sending of the proof by the buyer
to the merchant.

The homomorphic property of public key cryptosys-
tems enables achieving the asymmetric property of the fin-
gerprinting protocol. Such a system can work in theory,
but is extremely difficult to implement in a real network be-
cause it needs many computations and considerable network
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capacity. Generally, public key cryptosystems are used to
share a common key for the symmetric cryptosystem that
requires significantly fewer computations. However, in the
above protocol, the entire content is encrypted based on pub-
lic key cryptosystems. Unfortunately, the content cannot be
compressed because of the following reason: The compres-
sion of the ciphertext is impossible because the value of the
ciphertext acts like a random number. The content that is
compressed before the enciphering operation must have a
fingerprint embedded in it. However, it is desirable to em-
bed a fingerprint in uncompressed content considering an
attack that changes the format of the content [1]. Therefore,
for robustness against the attack, the content should not be
compressed in the conventional schemes. As a result, the
amount of data being encrypted based on public key cryp-
tosystems becomes very large, and hence the protocol be-
comes inefficient.

3. Proposed Fingerprinting Protocol

In this section, we propose a new fingerprinting protocol
based on key management. In order to improve the compu-
tational costs and the amount of the transmission data, the
symmetric cryptosystem is applied to the fingerprinted data
after compression. Subsequently, the asymmetric property
of the fingerprinting protocol is achieved by managing the
key.

3.1 Initialization

There are three parties in our fingerprinting protocol buyer,
merchant, and trusted center. Before beginning the trans-
action between a buyer and a merchant, both of them must
register at a trusted center in order to set up the system.

First, a merchant prepares an initial key table such that
each index 7,(1 < i < n) and its corresponding key k; are
listed, and defines a function g(-) to generate the extension
key sequence. The size n implies the permissible number of
users in our system. When a merchant joins the system, he
registers the initial key table and ¢(-) with a trusted center.
The initial key table is like a code book assigned for buyers.
Note: The only security requirement for the initial key table
is that no party other than the merchant and the center can
access the table. Thus, the merchant can randomly produce
the key table. In this case, the size of the table becomes
large if the number of buyers is increased. However, it can
be produced efficiently by following an encoding procedure
like the cyclic code; in such an event, only the generator of
the code is required.

Next, each buyer registers at the center. The center as-
signs a key to a buyer from the initial key table and produces
the extended key sequence using a function g(-). The buyer’s
key sequence is selected from a part of the sequence based
on the buyer’s identity information.

Let k; and its index i be the assigned key for the i-th
buyer, then the extended key sequence is generated as

glk;) = {ki,l0 <t <2L-1}. 2
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g(k) = [kuo] [kir] |
@-» seicct @-> seiect @-> seiect
lkeyi,gl =

Fig.1  Generation of a buyer’s key.

key; = | keyio] [ keyi|

The requirements for the function ¢(-) are enumerated as fol-
lows:

e For a given k;;, no information about k;,,(t # t') is
leaked.

e For a given g(k;), no information about g(k)), (i # i') is
leaked.

The buyer’s fingerprint is calculated from his identity infor-

mation ID; using an invertible function A(-) and a random
number r;

w; = h(IDi|r;) 3)

= {wijlw;; €{0,1L,0< j< L1}, “4)

where || implies concatenation. Following this, the center
produces the buyer’s key sequence

key; = {key; ;0 < j<L-1}, (5)
where
kioj (w;; =0)
k L= »2] 5J 6
i { kigjer  (wij=1). ©

Figure 1 briefly illustrates the procedure for generating the
key sequence key;. When a buyer registers at the cen-
ter, he receives his own key sequence key; and its index
i. The center also issues a registration proof reg; like
a signature so that the buyer can trade with a merchant.
Here, h(-) is kept secret by the center and the information
(ID;, 1,1, reg;) is stored in the registration log. Note that the
triplet (key;, i, reg;) is valid for one purchase from a mer-
chant. If a buyer uses it more than twice, the anonymity of
the buyer is not maintained and his security may be threat-
ened.

It is remarkable that a buyer can be traced from the key
sequence key;. Since in our setting, key; ; is selected from
one of k;; and k;2;.1 based on w;;, the sequence key; se-
mantically indicates the hashed value of the buyer’s identity.
When a merchant finds a key sequence key; and its index i,
he can obtain the corresponding fingerprint w; as follows:
First, the merchant finds a key k; by referring to his key ta-
ble using the index i and generates the key sequence g(k;).
By comparing the illegally distributed key sequence key;
with the generated sequence, each bit of w; is easily iden-
tified. As a consequence, a buyer illegally distributing the
sequence will be traced.

In our scheme, the secret information preserved by a
trusted center is (A(), r;, w;), and the public information is
g(-). The center does not reveal the fingerprint w; to the mer-
chant and the buyer. For anonymity, a buyer’s identity ID;



KURIBAYASHI and TANAKA: FINGERPRINTING PROTOCOL FOR ON-LINE TRADE USING INFORMATION GAP BETWEEN BUYER AND MERCHANT

and his key sequence key; are kept secret from a merchant.
On the other hand, the merchant retains initial key table and
the generated key sequence g(k;). As aresult, an information
gap is created between the buyer and the merchant.

3.2 Protocol

We now describe the fingerprinting protocol between a
buyer and a merchant. The protocol begins by sending an
index i and the registration proof reg; from the buyer to the
merchant. After verifying the proof, the merchant generates
a key sequence key; using a key k; that can be identified
from a key table by the index i. Using the generated key se-
quence g(k;), a requested content is encrypted based on the
symmetric cryptosystem.

Let X = {X;|0 < j £ L - 1} be the digital content of
the merchant. The fingerprinting protocol is performed as
follows:

Step. 1 A buyer sends his index i and registration proof reg;
to a merchant to begin a fingerprinting protocol.

Step. 2 The merchant verifies the validity of reg;.

Step. 3 The merchant prepares the key &; corresponding to
the index i from a key table and generates the key se-
quence g(k;).

Step. 4 For each packet X;,(0 < j < L — 1), the merchant
performs the following operations (see Fig. 2).

4.1 Two kinds of packets X§O) and X;l) are calculated
for one packet X; by embedding information bit
“0” and “1”, respectively.

4.2 Both the packets X and XE.]) are compressed.

4.3 An information string that guarantees the success
of the decryption is attached to each compressed
packet.

4.4 The compressed packets with information strings
are encrypted based on the symmetric cryptosys-
tem. Following this, k;,; is used for the com-

pressed packet of X;O) and k;2j.1 is used for that

/ AN
"o — erf/beddin g embedding «—"1"

Cx ) C X )
comp'ression complression
- encrg‘/ption encr}/ption -
¢ '
/

permutation

Ciphertext g'v(c(,o),c(.l))

Fig.2  Enciphering operation in the fingerprinting protocol.
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of Xﬁ.l). The produced ciphertexts are denoted by

¢ and c?), respectively.
4.5 The order of the two ciphertexts is rearranged by
a permutation function o j(ci.o), cﬁl) )

Step. 5 The ciphertexts O‘j(cg.o),ci.l)), 0<j<L-1)are
sent to the buyer from the merchant.

Step. 6 The buyer decrypts parts of the ciphertexts using
his key sequence key; and decompresses the com-
pressed files. Finally, the fingerprinted content can be
obtained.

X = (Xl €(0,1,0< j<L-1) ™

When enciphering operations are performed, k;2; is
used to encipher the compressed packet in which an infor-
mation bit “0” is embedded. It is remarkable that k;5; is
selected for key; ; if the fingerprinting information bit w ; is
“0” in Eq. (6), otherwise k;,;,1 is selected. When the buyer
tries to decrypt a received ciphertext o j(ci.o), cgl)), 0<j<
L — 1), he obtains two bit strings. One is a properly com-
pressed packet that contains w; ;, and the other is a random
number that implies decryption failure. The buyer easily
finds the proper bit string using the attached information
string. Therefore, what the buyer obtains from the cipher-
text o~ j(c;o), cgl)) is X@iJ) in Step 6. Consequently, the buyer
can obtain the fingerprinted content X®?. In our protocol,
the merchant can embed a signal in his digital content; how-
ever, he cannot know which ciphertext of (cj.o), ci.l)) is de-
crypted by the buyer.

3.3 Tracing

When a buyer distributes an illegal copy, he must be identi-
fied by extracting the embedded fingerprint. We discuss the
tracing method and the requirement for our system.

When a merchant finds an illegal copy, he tries to ex-
tract a fingerprint. If he succeeds, he sends the extracted
fingerprint @; to a trusted center in order to find out the cor-
responding buyer. As the center knows the invertible op-
eration #7!(-), the identity of the illegal buyer is specified.
Since only the buyer has the fingerprinted content that con-
tains his fingerprint, he cannot repudiate the allegations of
illegal distribution of the content.

Step. 1 A merchant sends a fingerprint @; to a trusted cen-
ter.
Step. 2 The center decodes the buyer’s identity,

IDj|lr; = k™" (y), 3

and checks the relationship between ID; and r; by re-
ferring to the registration logs.

Step. 3 Before revealing the identity /D; to the merchant,
the center requests proof that guarantees the transaction
between the buyer and the merchant.

3.1 The center sends an index i.
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3.2 The merchant returns the corresponding registra-
tion proof reg; received from a buyer.

3.3 The buyer is regarded a traitor if reg; is valid, oth-
erwise the merchant is guilty.

3.4 Features

In a generic watermarking technique, an attacker cannot
modify/delete the embedded information without a secret
key to embed information. The same key is also required for
the extraction of a watermark. If a different key is used to
produce marked packets X and X;l) for each buyer, a mer-
chant may not be able to identify the secret key uniquely to
extract a fingerprint from an illegal copy because he does not
know which key is used to embed a fingerprint. Therefore,
we give the following definition.

© (D

Definition 1: The ciphertexts o-]-(cj N ) are calculated

from the same marked packets X;O) and X;l) for every buyer,
although the enciphering keys are different.

From definition 1, the marked packets X © and XV can
be calculated before trade with a buyer. Therefore, opera-
tions 4.1 and 4.2 in the protocol should be performed before
trade.

In a market, varied content is displayed and sold to
multiple buyers. In our scheme, the required computations
during trade with buyers reduce if the marked and com-
pressed packets have been previously prepared by a mer-
chant. For example, assume that a merchant possesses «
contents Xg, (1 < s < @). Before selling those contents, he
pre-processes them and stores the marked and compressed

ones xio) and x?). In each request from buyers for the con-

tent X, the merchant encrypts only x§0) and x?) using the
key sequence generated from k; that is determined by the
buyer’s index i. Since the symmetric cryptosystem is ap-
plied in our scheme, the enciphering operation can be per-
formed in real-time. Streaming of the fingerprinted contents
may be possible if one selects a streaming cipher for the
symmetric cryptosystem.

For the realization of our scheme, robustness against
compression must be satisfied for the applied watermark
technique. In our scheme, compression is performed merely
to reduce of the redundancy in content and not to elimi-
nate the embedded information as an attack. Therefore, it
is rather easy to satisfy the requirement for the existing wa-
termarking schemes. However, considering the attacks from
malicious buyers, a robust watermarking technique should
be applied. Since the embedding operation can be per-
formed independent of the buyer’s identity, any watermark-
ing technique can be applied.

4. Security Analysis
4.1 Security for the Buyer

In a fingerprinting protocol, information pertaining to an in-
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nocent buyer should not be leaked to a merchant. Therefore,
we should consider the anonymity of the buyer and the se-
crecy of his key sequence. Here, we assume that a merchant
never colludes with a trusted center. Thus, the center is ab-
solutely trusted in our protocol. It is clear that if a buyer
distributes his key sequence, he can be traced as discussed
in the previous section. The following discussion pertains
to the merchant with regard to whether he can obtain some
information about the buyer during the protocol.

o Anonymity of a buyer

In the protocol, a buyer only reveals an index i assigned
to him from a trusted center. Hence a merchant can not
know the relationship between the index i and the buyer
without referring to the registration log of the center.

A merchant can generate every key sequence as he has
the initial key table and the function g(-). However, the mer-
chant cannot obtain information on the buyer’s key sequence
key; from the generated ones g(k;), even if the index i of the
key is revealed.

e Secrecy of a buyer’s sequence

The buyer’s key sequence key; is generated by select-
ing a part of the key sequence g(k;). The selection
depends on the buyer’s fingerprint w; that is gener-
ated from the buyer’s identity /D; using a function A(-).
Therefore, without w;, it is impossible to know which
of the two sequences k;5; and k;»j,; is selected for
key; ;. Since the identity of a buyer and A(-) are kept
secret by a trusted center, a merchant cannot obtain the
fingerprint w; and, hence, cannot obtain key;.

In our fingerprinting protocol, both a buyer and a mer-
chant cannot know the fingerprint w; itself. They only ex-
change related information such as the index i and cipher-
texts. Even if the merchant is able to send the ciphertexts
that the buyer obtains with a specified fingerprinted con-
tent, the probability that the merchant can frame an innocent
buyer is equal to the probability of guessing w;.

In a tracing protocol, a merchant may try to frame an
innocent buyer by generating a binary sequence randomly.
Here, if the function A(-) is assumed to be an encoder such
that /D; is encoded to a binary code, the success probability
of such an attack can be decreased by designing a low cod-
ing rate. This seems to make the system inefficient, but only
a few expansion of the rate is adequate. The merchant may
be suspected by the center as a hostile party depending on
the number of trials of the attack. For example, if a merchant
submits wrong fingerprints (that have not been assigned to
buyers) many times, the center can detect the illegal action
of the merchant.

If a merchant colludes with a hostile buyer, the cen-
ter can obtain the buyer’s fingerprint and attempt to analyze
the encoding function /(-). However, no innocent buyer will
be framed even if the attack succeeds because of the follow-
ing reason. Each fingerprint w; is generated from each user’s
identity ID; and each random number r;. Hence, the random
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number makes it difficult to produce a valid fingerprint. Fur-
thermore, the merchant must present the valid registration
proof in the tracing protocol, which is equivalent to break
the digital signature scheme applied at the trusted center.

Since the triplet (key;, i, reg;) is issued for each fin-
gerprint w; and is used only once, an illegal buyer is ac-
cused only for the corresponding illegal distribution. Even
if a merchant finds one fingerprint w;, he cannot abuse it
to frame a buyer for the redistribution of other content.
Therefore, the one-time triplet guarantees the security of the
buyer.

4.2  Security for the Merchant

A fingerprint should be extracted correctly from an illegal
copy. It should not be modified or deleted by attacks. In
this subsection, we discuss the security with regard to the
merchant in the proposed fingerprinting protocol.

First, we consider the information that a buyer can ob-
tain during the protocol. It is clear that a buyer can obtain his
key sequence key;, its index i and the registration proof reg;
from a trusted center. However, he cannot obtain further in-
formation for the following reason. When a buyer registers
at a trusted center, a key sequence key; and its index { are is-
sued. The key sequence is generated from the functions g(-)
and h(-) using the original key k;, but these parameters are
not revealed to the buyer. Since the function g(-) satisfies
two requirements, the buyer can obtain no information on
the other keys k; ; and the key sequence g(k}) from key;. One
candidate for such a function is a chaotic sequence genera-
tor [15], [16]. It is composed of a deterministic equation, but
the generated sequence is randomly distributed and is unpre-
dictable. If the parameters of the function are controlled by
the key %;, the analysis of the function becomes difficult and,
hence, a buyer can obtain no useful information on the other
keys. The registration proof reg; is merely the signature that
guarantees the legitimacy of the buyer. Hence, he cannot
know the procedure to generate his key sequence due to the
lack of information.

For each packet X;, a buyer receives two ciphertexts

(0

¢; and c(jl) containing the information bits “0” and “17,
respectively. However, a buyer has only one of the de-
cryption keys of the ciphertexts. A merchant encrypts the
marked packets XE.O) and X;l) using k;2; and k;2 .1, respec-
tively. However, a buyer’s key key; ; is selected from one of
these two keys, and the selection is governed by a trusted
center. Because of the secrecy of the operation, a buyer
cannot know the other key; hence, both the ciphertexts 05,0)
and c(jl) are not decrypted by the buyer. What the buyer ob-
tains from the ciphertexts is X and the original packet
is withheld from him. If the order of the ciphertexts is
known, a buyer can know the embedded information bit
from the decrypted packet. However, the random permu-
tation o j(ci.o), ci.l) ) makes it difficult to determine the order.
As a consequence, a buyer cannot obtain the embedded in-
formation bit.
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From the above discussion, it is evident that no infor-
mation on a buyer’s fingerprint is leaked from the transmit-
ted ciphertexts to the buyer. It is difficult for a buyer to an-
alyze the fingerprint by himself from the fingerprinted con-
tent. However, some buyers may collude and try to find the
embedded fingerprint by comparing their fingerprinted con-
tents. Considering a collusion of hostile buyers, it may be
effective to apply a collusion resistant code such as c-secure
code [2] and ACC [3]. Such codes can be generated by a
function h(-) when a buyer’s key sequence is produced at a
trusted center.

5. Considerations
5.1 Asymmetric Property

In order to convince a third party that a buyer has redis-
tributed an illegal copy, a merchant must not obtain the fin-
gerprinted content in the protocol. As mentioned in the pre-
vious section, a merchant cannot know a buyer’s key se-
quence key; which is a partial sequence of the key sequence
g(k;). Hence, he cannot know which of the transmitted ci-
phertexts cﬁ.o) and cg.l) is decrypted by a buyer. Therefore,
a merchant cannot obtain the fingerprinted content until a
buyer redistributes it. As a consequence, our fingerprinting
protocol has an asymmetric property.

5.2 Efficiency

In general, multimedia content such as music, images, and
movies must be compressed because they contain a lot of
redundancy that can be reduced efficiently without serious
degradation of their quality. However, in order to achieve an
asymmetric property by applying the homomorphic prop-
erty of public key cryptosystems, the digital content cannot
be compressed in the conventional fingerprinting protocols.
The message space of the ciphertext is not utilized efficiently
in several schemes [5],[6],[8]. In [7], although the entire
message space is used, the enciphering rate of the cryptosys-
tem is 1/3 when the Okamoto-Uchiyama encryption scheme
[12] is applied (1/2 for the Paillier scheme [13]). The en-
ciphering rate of our scheme is 1/2 as two types of marked
packets are produced from one packet. However, the total
amount of the transmission data is reduced by compress-
ing the marked packets before the encryption. Since there
is considerable redundancy in multimedia content, the com-
pression rate may become very high. Therefore, the amount
of transmitted data is much smaller than the conventional
schemes. It is unrealistic to encipher uncompressed content
and to transmit the expanded ciphertext.

With regard to the estimation of the total amount of
computation, accurate numerical comparison may be diffi-
cult because it depends on the applied cryptosystems, em-
bedding operation, and compression algorithm. Neverthe-
less, our scheme has such an attractive property that the wa-
termarked and compressed content are produced while off
line. It enables our fingerprinting protocol to be performed
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Table1 Comparison of efficiency.
Conventional | Proposed
cryptosystem public key secret key
enciphering rate 3(2) 2
compression impossible possible
off-line protocol impossible possible

on the fly because only the enciphering operation like stream
cipher is required during the on-line protocol. Furthermore,
the off-line operations which are mainly compression and
embedding, are performed only once for each content in
our scheme. For a merchant, once the sale of the content is
completed, the transactions with the buyers are not a time-
consuming task as compared with the conventional scheme
that must perform enciphering and embedding operations
for each order from each buyer. The comparisons are sum-
marized in Table 1. A drawback of our scheme is the size
of the user key sequence that is issued by a trusted center.
If the size of each secret key applied for the enciphering
of each packet is 128 bits and the number of packets is L,
then the total size of the user key sequence becomes 128L.
Achieving a reduction in the size of the user key sequence
will constitute our future work.

5.3 Comparison with Related Works

Although the distribution of fingerprinted content is
achieved by a symmetric scheme in [9], almost all compu-
tations required for the protocol are performed by a trusted
third party; such an operation is performed when a buyer
places orders with a merchant. In our scheme, the trusted
center only issues key sequences for users, and the distri-
bution of the fingerprinted content is performed between a
buyer and a merchant in a real-time operation because of the
off-line computations. Hence, the protocol in our scheme is
more suitable for realization.

From the viewpoint of distributing several variants of
each packet, our scheme is similar to a dynamic traitor trac-
ing scheme [17]. A data supplier distributes a variant to each
user in order to trace an illegal user once the variant is redis-
tributed. The scheme introduces a dynamic setting in which
on-line feedback from illegal users may be detected by the
data supplier. This enables the supplier to find the traitors by
adaptively distributing a variant to each user. However, the
dynamic setting is applicable only for the symmetric trac-
ing system because the dynamical selection of the variants
is managed by the supplier. If the management is performed
by a trusted center in order to achieve the asymmetric prop-
erty, the characteristic of the dynamic setting does not func-
tion. Furthermore, the dynamic setting requires real-time
feedback from illegal users, which can be easily avoided. As
opposed to the dynamic setting, our scheme is a static set-
ting that can activate the tracing operation whenever illegal
copies are found. In such a scenario, tracing a traitor from
illegally distributed media such as CD, DVD, USB storage
devices, etc. is possible.
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6. Conclusion

We have proposed a new fingerprinting protocol based on
key management by a trusted center. The center only is-
sues key sequences for users during registration, and the
fingerprinting protocol is performed between a buyer and a
merchant. Since symmetric cryptosystems can be applied in
our scheme, the required computation is considerably lesser
than the conventional schemes that exploit the homomor-
phic property of public key cryptosystem. By assigning a
proper key sequence to each buyer, only a part of the trans-
mitted ciphertexts is decrypted, which is the fingerprinted
content. With the assistance of a compression algorithm,
our scheme can reduce both the computational costs and the
amount of transmission data.
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