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SUMMARY  This paper presents a resilient cache memory for dynamic
variation tolerance in a 40-nm CMOS. The cache can perform sustained
operations under a large-amplitude voltage droop. To realize sustained op-
eration, the resilient cache exploits 7T/14T bit-enhancing SRAM and on-
chip voltage/temperature monitoring circuit. 7T/14T bit-enhancing SRAM
can reconfigure itself dynamically to a reliable bit-enhancing mode. The
on-chip voltage/temperature monitoring circuit can sense a precise supply
voltage level of a power rail of the cache. The proposed cache can dynam-
ically change its operation mode using the voltage/temperature monitoring
result and can operate reliably under a large-amplitude voltage droop. Ex-
perimental result shows that it does not fail with 25% and 30% droop of
Vaa and it provides 91 times better failure rate with a 35% droop of Vyq
compared with the conventional design.

key words: design for robustness, cache, variation tolerance, 7T/14T
SRAM

1. Introduction

Technology scaling increases the threshold-voltage (Vi)
variation of MOS transistors mainly because of random
dopant fluctuation, NBTI and RTN. The minimum operat-
ing voltage (Viyin) of SRAM cell increases as the Vy, varia-
tion increases with technology scaling, which degrades op-
erating margin of a processor. A processor with a shrink-
ing operating margin is more susceptible to power supply
noise, IR drops, and temperature fluctuations. Especially,
electric control units in electric vehicles suffer large temper-
ature fluctuation and large voltage fluctuation/droop caused
by motor noise, EMIs, voltage surges, and sudden interrup-
tions in wiring harness connections. A sudden interruption,
for example, can cause disconnection of the ECU to the
power supply for several milliseconds. Power supply cir-
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cuits implemented in the ECU have large capacitors to im-
prove tolerance against sudden interruptions. If the capac-
itance is hundreds of microfarads, then the voltage droops
caused by the sudden interruptions are reduced to less than
20% droop, with droop duration in the milliseconds. But the
use of a large capacitor for the ECU should be avoided for
reason of reliability, cost, and size. Consequently, voltage-
variation (the voltage droops of 20% V4q) and temperature-
variation tolerant processors are needed for ECUs in electric
vehicles.

Earlier designs [1]-[3] have addressed timing errors
caused by a high-frequency (ca. 100 MHz) voltage droop.
A tunable replica scheme [4] can reduce Vi, of SRAM by
9% under 13% voltage droop. However, they cannot miti-
gate embedded SRAM margin failures caused by large am-
plitude (ca. 20% of Vyq) voltage droops. An SRAM block in
a processor with high integration and minimum-size transis-
tors determine the Vi, of the entire processor. For dynamic
variation tolerant processors, a fault-tolerance cache is nec-
essary.

A common fault-tolerant cache architecture uses re-
dundant columns/rows [5]. The architecture requires many
redundant columns/rows to accommodate the large number
of faults. The columns/rows are inefficient in low failure
rate situations. The PADed cache proposed in [6] uses a
programmable decoder to remap faulty cache lines to non-
faulty ones. As another solution, the error correction code
(ECC) has been applied to caches [7]-[9]. Two-dimensional
ECC proposed in [8] combines vertical and horizontal er-
ror coding. In [9], 1-bit ECC is applied to cache blocks
uniformly. Blocks containing two or more defective cells
are protected selectively with multi-bit ECC. The Multi-bit
ECC check bits and the block locations are stored in a small
dedicated cache. These techniques are not effective for large
amplitude voltage droops that cause many faults.

Herein, we present a resilient cache memory that can
perform sustained operations under a large-amplitude volt-
age droop. To realize sustainable operation, the resilient
cache exploits 7T/14T bit-enhancing SRAM, which has a
more reliable operation mode and on-chip voltage monitor-
ing circuit.

Copyright © 2014 The Institute of Electronics, Information and Communication Engineers



NAKATA et al.: A 40-nm RESILIENT CACHE MEMORY

External

333

Test voltage control

DC-DC regulator

Vref

DAC control

i 256-KB 8-way cache } !
! (256 kbitx8) Reconfigure | Autonomous resilient |!
! i <« £_cache cache controller i
! I Thermal !
! JI s Monitor 1
! || On-chi Eosult Autonomous !
! Vad_rt Vdd_test Vdd_rt Vdd_test ||| | EFHEH P Monitoring L__controller !
! volt./temp. instruction i i 1
! _d[l‘ _qg 'd[: 'd[: monitoring Online testing ||
! 3 . controller 1
! t ; crestt 1| [ Test module |||
N A 7THAT I Daa || [T=——rli
| . . . . T | Data transfer
! ||bit-enhancing]|bit-enhancingl|||||H |Testbus |4 unit !
! SRAM SRAM ] Address | * i
! tag array data array ‘—"R e = I
H[L_19 kbit) 256 kbit Realtime " Data i
e e m e . —. X EXTUF == === = !
Fig.1 Block diagram of the resilient cache.
Operating margin
enhancing feature
2. Proposed Resilient Cache BL /BL L /BL
WLO ? WLO ’
The resilient cache (Fig. 1) is a 256 KB 8-way cache mem- J_ J_ J_ J_
ory array with 7T/14T bit-enhancing (BE) SRAM bitcell
structure [10], voltage and temperature monitoring circuits
[11], and an autonomous resilient cache controller. Each ICL -
memory block can be switched individually its power sup-
ply to the power supply for runtime operation (Vgq_() or the
power supply for testing (Vaq_rest). The power supply of the -|- -|- -|- -|-
monitoring circuits and the power supply of the controller WLA1 ‘ ¢ wL1 ¢ .
are separated from the power supply of the memory blocks. Cog_\tl- 6|1|- SRAM 7T/1g1';‘|:\i;n-ir_itha“¢ing
The local power rails of the memory blocks are monitored feell palr fee
by voltage monitoring circuits, which can obtain a precise Fig.2  Schematics showing a conventional 6T SRAM bitcell pair and

supply voltage level at a testing time and monitor a volt-
age fluctuation during runtime. Furthermore, a temperature
monitoring circuit can sense the on-chip temperature. The
temperature information recorded at a testing time is used
in a temperature correction of the Vy;,. The autonomous re-
silient cache controller comprises an autonomous controller
and an online testing controller with a test module and data
transfer unit. The online testing controller can execute mem-
ory testing that is completely transparent to user accesses.
The controller obtains an operating margin and Vi, of the
memory block. The autonomous controller controls a prob-
ing point of the voltage monitor and reference voltage (Vier)
using the external DAC. It receives results from the moni-
toring circuits. The results are used for voltage droop de-
tection and block-basis voltage droop control, as described
reminder of the paper.

2.1 7T/14T bit-Enhancing SRAM Bitcell

Each SRAM cell in the proposed resilient cache comprises
7T/14T BE SRAM cell structure [10]. The 7T/14T BE
SRAM cell has a pair of conventional 6T SRAM bitcells.
The internal nodes of the pair are connected directly by two
additional PMOS transistors as presented in Fig.2. This
structure of 7T/14T BE SRAM provides an additional oper-

7T/14T SRAM bitcell.

Table1  Two operation modes of 7T/14T bit-enhancing bitcell.
# of memory cells | # of WL cL
comprising 1 bit drives
Normal 1 (7T/bit) 1 Off (“H”)
Enhancin . “
(read) 9 2 (14T/bit) 1 On (“L”)
Enhancing . “w
(write) 2 (14T/bit) 2 On (“L”)

ation mode designated as the enhancing mode along with the
normal mode. The two modes of 7T/14T BE SRAM are pre-
sented in Table 1. Figure 3 shows bit error rates in 7T/14T
BE SRAM and in the other scheme. In enhancing mode, the
added transistors are activated and BE SRAM features reli-
able operations especially at low voltages by combining two
bitcells.

2.2 On-Chip Monitoring Circuits

On-chip monitoring circuits, presented in Fig. 4, comprise a
source follower (SF) and a latch comparator (LC) [11]. Sup-
ply voltage monitoring circuits measure the supply voltage
fluctuation on power rails of each SRAM array. Temper-
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ature monitoring circuits sense thermal diodes placed near
the center of the cache macro.

Voltages on the probing point and thermal diode are
level-shifted by the SFs. The level-shifted voltage (V) is
compared with the reference voltage (Vyr) by the LC in syn-
chronization with a sampling clock. The LC outputs “1” or
“0” corresponding to the comparison result.

The on-chip monitoring circuits are area efficient and
sense accurate voltage level of the SRAM array, in addition
to the cache temperature. Therefore, they are suitable for
use in online built-in self-tests (BISTs) and voltage droop
detection.

2.3 Block Basis Online Testing

Figure 5 shows the block basis online testing scheme for the
proposed resilient cache. The online test controller conducts

1E+00
= 6T =7T normal

=+ 1-bit ECC
= 14T enhancing

1E-02
1E-04
1E-06

1E-08

Bit error rate

1E-10

1E-12
03 04 05 06 0.7 08 09 1.0
vdd (V)

Fig.3  Bit error rates (BERs): “6T”, “1-bit ECC” and *“7T normal” and
“14T enhancing” using 7T/14T Bit-enhancing SRAM.

Sampling
CLK Thermal Sampling
Probing Point diode CLK
Supply voltage Temperature

monitoring circuit monitoring circuit

Fig.4  Supply voltage/temperature monitoring circuit.
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memory testing on each memory block in order of the phys-
ical block address. The supply voltage of the testing block is
decreasing gradually during the testing time. The controller
records the testing voltage and temperature from the on-chip
monitoring circuits with respect to each operation mode of
BE SRAM at which the first failure is detected. The resilient
cache still has cache lines to which data can be allocated
even if memory testing is working because it is block-basis
testing. The memory blocks, except the current memory un-
der test (MUT) block, are still accessible. Thereby they can
operate as runtime (RT) blocks.

The testing controller uses the test bus separated from
the user bus. The proposed testing scheme is transparent to
the processor operation. Although one cache way cannot be
used during the testing, the IPC performance degradation in
the SPEC 2006 [12] benchmarks is less than 1%. The test is
conducted periodically. The testing cycle can be regulated
outside the cache (e.g. a cycle responding to a control pe-
riod of the software). The IPC degradation is 1% at most,
although it depends on the testing cycle.

The flowchart in Fig. 6 depicts the online testing flow.
At the beginning of memory testing on each block, the data
transfer unit transfers data from the MUT block to the previ-
ous MUT block. The MUT block power supply is switched
to testing voltage (Vyg_test)- After switching, a testing is exe-
cuted to evaluate whether the failure is detected or not. If not
detected, then Vyqg e 1S decreased by one step and the test-
ing is executed again. If detected, then the voltage at that
time is recorded with temperature. Having completed the
testing on one block, the online test controller sets Vyq_test t0
a nominal Vg4 and changes next block into MUT. This flow
continues until all blocks have been tested.

Operation of the data transfer unit is depicted in Fig. 7.
First, physical block O is tested. Physical blocks of 1-7 op-
erate as runtime blocks. Next, the data transfer unit transfer
data from physical block 1 (next MUT block) to physical
block 0 (previous MUT block). After the transfer, physical
block 1 is tested. Physical block 0 and physical blocks 2—
7 operate as runtime blocks. In this way, the MUT block
moves among 8 blocks without losing the memory contents.

An example of test results is presented in Fig. 8. The
online testing controller has a test result table to record Vi,
corresponding to temperature. The recorded testing volt-

. Th I diod
Actual V44 and temperature On-chip voltage and Temperature /efma lode

| ] temperature monitor » Testing Vyq
K] Power switches ,,’ Runtime
° Vid_test IR M Sensed actual Vg J u /I
E [ Testing  Vddr _ Vo 1 R R .
o voltage -y <

— > coe
g’ Testing 4 4 4
= block Physical Physical Physical - Vgq probing point __ g Physical
g selection block 0 block 1 block 2 block 7
@ Runtime Runtime Runtime | _SRAM block
£ block 0 block 1 eee block 6 |
= Testing (logical) Under Test (logical) (logical)
o

data/addr. - Test bus
N g v v v User bus

Fig.5

Online testing architecture.
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Vd'd_test F 1100 kHz Vp-p~100 mV

noise

Monitor traces actual Vu« Vbottom
Test result table T
Actual Vi, [mV]

Normal BLKO BLK1 BLK2 BLK7
V.in| 875 | 900 | 925 [ " | 875
N Temp.| 40 | 40 50 50 [degC]
s Vi | 725 | 725 | 750 | - [ 700
Temp.
“Temp.| 40 50 50 || 50 ———monitor

Fig.8 Block basis actual Vi, and temperature recording.

age is actual Vi, of the memory array because the on-chip
voltage monitor probes the local power rail of the memory
blocks. The voltage monitor traces the bottom level of the
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Fig.9 (a) Example of voltage waveform. (b) Voltage droop detection

vmin_normal

scheme.

BLK # BLKO BLK1 BLK2 BLK3
Vmin_normal 875 mV | | 900 mV | | 925 mV | | 950 mV
Vmin_ENH 725 mV | | 725 mV | | 750 mV | | 750 mV
Op. mode Normal Normal

BLka | [ BLk5 | [BLKe | [ BLKY
Droop adaptive  [925 mv| [900 mv | [925 mv | [875 mv

control results  [Z550u oo mv | [725 mv | [700 mv
are used for cache

reconfiguration BETH [Norma | JHEXII [ Normal

(a)

BLKO BLK1 BLK2 BLK3
X o (Way0) 0 (Way1) 0 Way2 0 |WaE3i
3 Normal Normal 512ﬁ 512
~1023|32 KBl 1023 [ [32 KB] [16 KB] [16 KB]

BLK4 BLK5 BLK6 BLK7
X 0 Way4 (Way5) o Way6 (Way7)
3 Normal| 512 Normal
= M6 KB , 1o3 |32 kB] M6 KB 153|132 KB

(b)

Fig.10  (a) Block basis voltage droop control. (b) Cache configuration
during voltage droop.

testing voltage (Vporom) during the testing time to record an
actual V.. The test result table is used as a reference for
the voltage-temperature variation adaptive control described
later.

2.4 Voltage and Temperature Variation Adaptive Control

Figures 9, 10, and 11 present a voltage-temperature varia-
tion adaptive control scheme. The autonomous controller
detects degradation of the operating margin caused by the
voltage and temperature fluctuation. If the margin is insuf-
ficient for stable operation, the controller changes the oper-
ation mode of 7T/14T bit-enhancing SRAM to the 14T en-
hancing mode. This adaptive control enables maintenance
of the required voltage margin in the current operating con-
dition.

To detect the voltage droop, reference voltages “high”
(Vref nigh) and “low” (Vier_iow) are set to the proper level, as
shown in Fig.9. Vg4 is monitored by the monitoring circuit
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In autonomous cache controller

Test result table
Normal BLKO BLK1 - BLK7
- | 875

Coeff. table

degC | read | write

Coefficient

data Testing-time temp.
Temp. compensation Vmin correction
coeff. calculation
y Vintable [mV]

Runtime BLKO BLK1 .« BLK7

e.g.
temperature |80 degC
Temperature
monitor

EnH[ 750 [ 725 | - 725

Fig.11  Vy;, correction responding to temperature variation.

using Vier_nigh and Vier_tow. When Vyq falls below Viet pigh,
a timer starts to count. Then, as Vg4 falls below Vier 1ows
the timer stops to count and a gradient of the voltage droop
is calculated. The autonomous controller estimates whether
the Vyq drops below Vpin normar O not using the gradient.
If the gradient is greater than the threshold value, the con-
troller estimates that the Vyq crosses Viin_normai- If not, the
controller estimates that the Vyq does not cross Viin_normal
(shown in Fig. 9(b)). The resilient cache changes the opera-
tion mode to the 14T enhancing mode at the voltage below
Vinin_normal- Lhe controller may miss detecting very steep
droops and very slow droops. The very steep droops are
caused by high frequency noises. SRAM cell is less suscep-
tible for the high frequency noises [14]. The reconfigura-
tion of the cache is accomplished even in case that the volt-
age droop is very slow because the autonomous controller
changes operation mode to 14T enhancing mode when the
supply voltage falls below specified level.

This voltage variation adaptive control scheme is per-
formed in a block-basis manner. Only blocks for which the
Vaa drops below its Vinin_normal change the operation mode to
the 14T enhancing mode as presented in Fig. 10. The other
blocks keep the operation mode as the 7T normal mode.
Dirty lines in the proposed cache can be written back to
main memory even if the Vyq drops by 35% in 100 us.

To reconfigure the blocks, the tag array of the resilient
cache must be modified. One bit is added to the tag bits in
each cache line. The comparators for the tag comparison
must be extended for the additional bit. The additional bit
holds MSB of the index and is compared as the LSB of tag
bits. Moreover, the decoder must be designed so as not to
choose the half index. The LSB of the decoder input is fixed
to “0” in the bit-enhancing mode.

The Viin at runtime is corrected in response to the run-
time temperature to compensate the temperature fluctuation
(shown in Fig. 11). The autonomous controller obtains the
current temperature using the on-chip temperature monitor
and looks up Vi, in the test result table. The Vi, corre-
sponding to the current temperature is calculated using these
data. The coefficient data to compensate temperature differ-
ence between the testing time and current time are recorded

IEICE TRANS. ELECTRON., VOL.E97-C, NO.4 APRIL 2014

Transition Target SN

Index BLK 0 (Way 0) BLK 1 (Way 1) BLK 7 (Way 7)
0 (LRU) ]
1 1 (LRU)
- < Migration -
Even V| (LRU)
odd [ __(tRO) M e D Searching
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Fig.12  Migration process for dirty cache lines in the mode transition
target way.

in coeflicient tables. The calculated V,,, are collected in
Vmin tables. The V,;, tables are used to determine the thresh-
old of the gradient in the droop detection.

When the autonomous controller changes operation
modes of the blocks into bit-enhancing mode, the dirty
cache lines in the blocks must be migrated. The migration
process is shown in Fig. 12. In this example, a target block
of the mode transition is block 7. The controller searches
dirty cache lines in the odd index of block 7. Dirty lines in
the even index do not need to migrate because these lines
are used after the mode transition. If the dirty cache line is
detected, then the cache line migrates into the LRU cache
line in the same set. If the LRU cache line is also dirty, then
the LRU line is written back to main memory before the de-
tected dirty line is migrated. If the detected dirty line is LRU
line, then the line is written back to main memory.

If the Vyq is over Vier_nign again, then the autonomous
controller changes the operation mode of the blocks from
bit-enhancing mode to normal mode. In such cases, it is
unnecessary to migrate cache lines. The controller simply
inactivates the control signal of the 7T/14T bit-enhancing
SRAM (CL depicted in Fig.2) and sets the cache state of
the cache lines in the odd index to invalid.

3. Measurement Results

3.1 On-Chip Voltage Droop Waveform and Vp,;, of Mem-
ory Blocks

Measurement results obtained using a test chip fabricated
in 40-nm CMOS (Fig. 13) are presented in Figs. 14-16.
The voltage monitoring circuit measures the on-chip voltage
droop waveform (Fig. 14). An upper waveform in Fig. 14 is
the injected waveform from outside the chip. This wave-
form is measured at off-chip probing point on the global
power rail. A lower waveform is acquired by measurement
with the on-chip monitoring circuit, which probes the local
power rail of each memory block. The on-chip measurement
waveform presents a different shape from that of the injected
waveform because of parasitic elements of the chip. The re-
sult shows that the on-chip monitoring circuit is necessary
to obtain a precise voltage level.
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Fig.14  Measured off-chip/on-chip voltage droop waveforms.

Measured Vy;, characteristics of the memory blocks
are shown in Fig. 15. The Vs are acquired for 8 blocks
of 11 chips at each operation mode of BE SRAM. The
temperature at the measurement is normal (25°C) and high
(100°C). The averages of the Vi, of the worst block (i.e.
Vmin Of the entire cache) for 11 chips are 1015 mV in nor-
mal mode and 806 mV in bit-enhancing mode at 25°C. At
100°C, the average Vi, in normal and bit-enhancing modes
are 1050mV and 827 mV respectively. Results show that
changing the operation mode of BE SRAM to bit-enhancing
mode improves the operating margin by 205 mV at 25°C and
223 mV at 100°C, on average.

3.2 Voltage Variation Tolerance

The voltage variation tolerance of the resilient cache is eval-
uated using a voltage droop injection to the external power
supply rail. During voltage droop injection, the trace of
cache access is input to the resilient cache. Then the ac-
cesses to fail bits are counted. Five cache traces were taken
from SPEC2006 [12]. The evaluation shows that the re-

337
. 1100 Temperature: 25 degC Normal
E 1050 Normal mode ——1st
. ——2nd
< 1000 NI —=-3rd
5 —— 4th
m 90 Worst V.|~ 3th
AT 7 min | —— 6th
> 900 v " (1st blk) 7th
2 850 . . S N 8th
T 800 | ww Ay e ”K\‘ N Best Vi, [—=1st
£ N /,r,*\‘g R 8thblk) |—*2nd
w 750 & el NN, —3rd
S 700 hatadzg s ——4th
S —+ 5th
g 650 . / —=— 6th
S 600 Enhancing mode ;:R
123456789101 -
Chip # Enhancing
1100 Temperature: 100 degC Normal mode Normal
£ 1050 B
< 1000 \ i
o 950 ‘(’:’Otfitl I:;min ——5th
s —— 6th
E\ 900 7th
2 850 Rest v 8th
est Vinin  [—==1st
g 800 8th blk) |- 2nd
w 750 —3rd
2 S o
E 650 / —=— 6th
S 600 Enhancing mode gtn
t!
123 4Cf1i3#7 8 91011 Enhancing

Fig.15  Vpins of eight memory blocks of 11 chips (measured).

silient cache does not fail irrespective of the droop duration
length when the voltage droop amplitude is 20%. Therefore,
it is seen that the resilient cache can be applied to the ECUs
in electronic vehicles.

To investigate the voltage variation tolerance of the re-
silient cache, we conducted evaluations under voltage droop
conditions with amplitude higher than 20%. The amplitudes
are assumed to be 25%, 30%, and 35% of V4q as shown
in Fig. 16(a). The droop durations are 50 us, 500 us, 5 ms
and 50 ms. Evaluation results under 25%, 30% and 35%
droop condition are depicted respectively in Figs. 16(b)—
16(d). Under 25% and 30% droop conditions, the failures
increase linearly with droop duration length without the pro-
posed scheme (no variation adaptive control and always nor-
mal mode). Using the proposed scheme (variation adap-
tive control and adopt switching to enhancing mode), the
resilient cache does not fail irrespective of the droop dura-
tion length. Under a severe 35% droop condition, failures
without the proposed scheme increased numerically to about
ten times of those under a 25% droop condition. Using the
proposed scheme, the failure rate improved by x91 of that
without the proposed scheme under 50 ms droop duration
length.

3.3 Processor Performance

The cache reconfiguration affects processor performance.
The cache capacity decreases by 16 KB when one block
changes its operation mode into bit-enhancing mode. The
capacity decrease degrades processor performance since
cache misses occur more frequently. Figure 17 shows nor-
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Fig.16  Voltage droop tolerance and failure count evaluation: (a) droop
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Fig.17 Normalized IPCs with respect to the number of bit-enhancing
mode blocks.

malized instruction per cycles (IPCs) with respect to the
number of bit-enhancing mode blocks. The evaluation is
conducted using gem5 simulator [13], with benchmarks se-
lected from SPEC 2006 [12]. The average IPC loss is 2.88%
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when all blocks are bit-enhancing mode (128 KB cache ca-
pacity). The resilient cache operates in bit-enhancing mode
only if the operating margin is insufficient, and continues
stable operation though processor performance degrades.

4. Conclusion

As described in this report, we proposed a resilient cache
with bit-enhancing memory and on-chip diagnosis struc-
tures in 40-nm CMOS. The resilient cache has a bit-
enhancing memory that can dynamically change itself to en-
hancing mode and on-chip voltage/temperature monitoring
circuit. It dynamically reconfigures its operation mode using
the voltage/temperature monitoring result. It achieves a 91
times better failure rate under 35% droop of V44 compared
with that of the conventional design.

References

[1] K.A. Bowman, C. Tokunaga, J.W. Tschanz, A. Raychowdhury,
M.M. Khellah, B.M. Geuskens, S.L. Lu, S. Member, P.A. Aseron,
T. Karnik, and V. De, “All-digital circuit-level dynamic variation
monitor for silicon debug and adaptive clock control,” IEEE Trans.
Circuits Syst. I, vol.58, no.9, pp.2017-2025, Sept. 2011.

[2] K.A. Bowman, J.W. Tschanz, S.L. Lu, S. Member, P.A. Aseron,
M.M. Khellah, A. Raychowdhury, B.M. Geuskens, C. Tokunaga,
C.B. Wilkerson, T. Karnik, and V. De, “A 45 nm resilient micro-
processor core for dynamic variation tolerance,” IEEE J. Solid-State
Circuits, vol.46, no.1, pp.194-208, Jan. 2011.

[3] J. Tschanz, N.S. Kim, S. Dighe, J. Howard, G. Ruhl, S. Vangal,
S. Narendra, Y. Hoskote, H. Wilson, C. Lam, M. Shuman, C.
Tokunaga, D. Somasekhar, S. Tang, D. Finan, T. Karnik, N. Borkar,
N. Kurd, and V. De, “Adaptive frequency and biasing techniques
for tolerance to dynamic temperature-voltage variations and aging,”
ISSCC Dig. of Tech. Papers, pp.292-293, Feb. 2007.

[4] A. Raychowdhury, B. Geuskens, K. Bowman, J. Tschanz, S.L. Lu,
T. Karnik, M. Khellah, and V. De, “Tunable replica bits for dynamic
variation tolerance in 8T SRAM arrays,” IEEE J. Solid-State Cir-
cuits, vol.46, no.4, pp.797-805, April 2011.

[5] J. Lee, Y.J. Lee, and Y.B. Kim, “SRAM Word-oriented redundancy
methodology using built in self-repair,” Proc. IEEE Intl. System-on-
Chip Conference (SOCC), pp.219-222, Sept. 2004.

[6] P.P. Shirvani and E.J. McCluskey, “PADed cache: A new fault-
tolerance technique for cache memories,” Proc. VLSI Test Symp.,
pp-440-445, April 1999.

[7] J.L. Shin, B. Petrick, M. Singh, and A.S. Leon, “Design and imple-
mentation of an embedded 512-KB level-2 cache subsystem,” IEEE
J. Solid-State Circuits, vol.40, no.9, pp.1815-1820, Sept. 2005.

[8] J. Kim, N. Hardavellas, K. Mai, B. Falsafi, and J. Hoe, “Multi-
bit error tolerant caches using two-dimensional error coding,” Proc.
IEEE/ACM Intl. Symp. on Microarchitecture (MICRO), pp.197-
209, Dec. 2007.

[9] H. Sun, N. Zheng, and T. Zhang, “Leveraging access locality for the
efficient use of multibit error-correcting codes in L2 cache,” IEEE
Trans. Comput., vol.58, no.10, pp.1297-1306, Oct. 2009.

[10] H. Fujiwara, S. Okumura, Y. Iguchi, H. Noguchi, Y. Morita, H.
Kawaguchi, and M. Yoshimoto, “Quality of a bit (QoB): A new
concept in dependable SRAM,” Proc. IEEE Intl. Symp. on Quality
Electronic Design (ISQED), pp.98—102, March 2008.

[11] K. Noguchi and M. Nagata, “An on-chip multichannel wave-
form monitor for diagnosis of systems-on-a-chip integration,” IEEE
Trans. Very Large Scale Integr. (VLSI) Syst., vol.15, no.10,
pp-1101-1110, Oct. 2007.

[12] Standard Performance Evaluation Corporation, “The SPEC CPU



NAKATA et al.: A 40-nm RESILIENT CACHE MEMORY

[13]

[14]

2006 Benchmark Suite,” http://www.specbench.org

N. Binkert, S. Sardashti, R. Sen, K. Sewell, M. Shoaib, N. Vaish,
M.D. Hill, D.A. Wood, B. Beckmann, G. Black, S.K. Reinhardt, A.
Saidi, A. Basu, J. Hestness, D.R. Hower, and T. Krishna, “The gem5
simulator,” ACM SIGARCH Computer Architecture News, vol.39,
no.2, pp.1-7, Aug. 2011.

T. Sawada, T. Toshikawa, K. Yoshikawa, H. Takaya, K. Nii, and
M. Nagata, “Immunity evaluation of SRAM core using DPI with
on-chip diagnosis structures,” Proc. Workshop on Electromagnetic
Compatibility of Integrated Circuits (EMC Compo), pp.65-70, Nov.
2011.

.

0

—

—_—

Yohei Nakata received B.E. and M.E.
degrees in Computer and Systems Engineering
from Kobe University, Hyogo, Japan in 2008
and 2010, respectively, and received a Ph.D. de-
gree in Electrical Engineering from Kobe Uni-
versity in 2013. His current research interests
include dependable and variation-aware proces-
sor designs and multi-core processor architec-
ture. Dr. Nakata is a recipient of the 2011 IPSJ
Yamashita SIG research award. He is a member
of IEEE.

Yuta Kimi received B.E. degree in Com-
puter and Systems Engineering from Kobe Uni-
versity, Hyogo, Japan in 2013. He is cur-
rently on the master course at Kobe University.
His current research interests include variation-
tolerant processor designs and multi-core pro-
cessor architecture.

Shunsuke Okumura received B.E. and
M.E. degrees in Computer and Systems Engi-
neering in 2008 and 2010, respectively from
Kobe University, Hyogo, Japan, and received
a Ph.D. degree in Electrical Engineering from
Kobe University in 2013. His current research is
high-performance, low-power SRAM designs,
dependable SRAM designs, and error correcting
codes implementation. He is a student member
of IPSJ and IEEE.

Jinwook Jung received the B.E. and M.E.
degrees in computer and systems engineering
from Kobe University, Hyogo, Japan, in 2011
and 2013, respectively, with the support of
Korea-Japan Joint Government Scholarship Pro-
gram for the Students in Science and Engineer-
ing Departments. He is currently working to-
ward the MLE. degree in system informatics at
the same university. His current research in-
terests include low-power and variation-tolerant
circuit techniques and microarchitecture designs

for reliability. He is a student member of IEEE.

339

Takuya Sawada received a B.E. and M.E.
degree in Department of Computer and System
Engineering, Faculty of Engineering, Kobe Uni-
versity in 2008 and 2010, respectively, and re-
ceived a Ph.D. degree in Graduate School of
System Informatics, Kobe University in 2013.
He currently works as a semiconductor chip de-
signer at MegaChips Corporation, Osaka, Japan.
His present research focus is power supply noise
and signal integrity in digital VLSI systems.

Taku Toshikawa received a B.E. and M.E.
degree in Department of Computer and System
Engineering, Faculty of Engineering, Kobe Uni-
versity in 2010 and 2012, respectively. He en-
gaged in the reseach of power noise measure-
ment techniques. He is now with Panasonic Inc.

Makoto Nagata received the B.S. and M.S.
degrees in physics from Gakushuin University,
Tokyo, Japan, in 1991 and 1993, respectively,
and the Ph.D in electronics engineering from
Hiroshima University, Japan, in 2001. He was
a research associate at Hiroshima University,
Japan, from 1994 to 2002, and then an asso-
ciate professor of Kobe University, Japan, from
2002 to 2009. He is currently a professor of
the graduate school of system informatics, Kobe
University. His research interests include design
techniques toward high performance mixed analog, RF, and digital VLSI
systems with particular emphasis on power noise issues, substrate cou-
pling/crosstalk, signal integrity, as well as mixed-signal testing and diagno-
sis. Dr. Nagata has been a member of a variety of technical program com-
mittees of international conferences such as the Symposium on VLSI Cir-
cuits (2002-2009), Custom Integrated Circuits Conference (2007-2009),
Asian Solid-State Circuits Conference (2005-2009), Asia and South Pacific
Design Automation Conference, and others. He was a technical program
chair (2010-2011) and a symposium chair (2012-2013) for Symposium on
VLSI circuits. He also served as an associate editor of the IEICE Transac-
tions on Electronics (2002-2005).

Hirofumi Nakano received the B.E. and
M.E. degrees in electronics engineering from
Osaka University, Osaka, Japan, in 1997 and
1999, respectively. In 1999, he joined the Sys-
tem LSI Business Unit, Mitsubishi Electric Cor-
poration, Itami, Japan, where he has been work-
ing on designing embedded SRAMs for CMOS
ASICs. In 2003, he was transferred to Renesas
( Technology Corporation, Itami, Japan, which is
i i a joint company of Mitsubishi Electric Corp.
and Hitachi Ltd. in the semiconductor field. He
currently works on the development of IPs for MCU in the Technology
Development Unit, Renesas Electronics Corporation, Itami, Japan.




340

Makoto Yabuuchi was born in Toyama,
Japan, in 1979. He received the B.S. and M.S.
degrees in electronic engineering from Kana-
zawa University, Ishikawa, Japan in 2004. He
joined Renesas Technology Corporation after fis
graduation and was transferred Renesas Elec-
tronics Corporation in 2010, where he has been
working on designing embedded SRAMs for ad-
vanced CMOS logic process.

Hidehiro Fujiwara received the B.E. de-
gree in computer and systems engineering from
Kobe University, Hyogo, Japan in 2005. He
also received the M.E and Ph.D. degrees in elec-
trical engineering from Kobe University 2006
and 2009, respectively. He did an internship
program in Takumi Technology B.V., Eind-
hoven, the Netherlands in 2008. In 2009, He
joined Renesas Electronics Corporation, Japan,
where, he has been working on designing em-
bedded SRAM for advanced CMOS logic pro-
cess. Dr. Fujiwara is a member of the IEICE and IEEE Solid-State Circuits
Society.

Koji Nii received the B.E. and M.E. degrees
in electrical engineering from Tokushima Uni-
versity, Tokushima, Japan, in 1988 and 1990,
respectively, and the Ph.D. degree in informat-
ics and electronics engineering from Kobe Uni-
versity, Hyogo, Japan, in 2008. In 1990, he
joined the ASIC Design Engineering Center,
Mitsubishi Electric Corporation, Itami, Japan,
where he has been working on designing em-
bedded SRAMs for CMOS ASICs. In 2003, he
was transferred to Renesas Technology Corpo-
ration, Itami, Japan, which is a joint company of Mitsubishi Electric Corp.
and Hitachi Ltd. in the semiconductor field. He transferred his work lo-
cation to Kodaira, Tokyo from Itami, Hyogo on April 2009. His cur-
rent responsibility is Chief Professional. He currently works on the re-
search and development of 28 nm embedded SRAM and low-power design
techniques with power gating for 28 nm High-k/Metal-gate low-power and
high-performance platform in the Technology Development Unit, Rene-
sas Electronics Corporation, Kodaira, Tokyo, Japan. Dr. Nii holds 81 US
patents, and published 23 IEEE/IEICE papers and 66 talks at major inter-
national conferences. He received the Best Paper Awards at IEEE Inter-
national Conference on Microelectronic Test Structures (ICMTS) in 2007.
He also received the LSI IP Design Awards in 2007 and 2008, Japan. He is
a Technical Program Committee of the IEEE CICC. He is a senior member
of the IEEE Solid-State Circuits Society and the IEEE Electron Devices
Society. He is also a Visiting Associate Professor of Graduate School of
Natural Science and Technology, Kanazawa University, Ishikawa, Japan.

IEICE TRANS. ELECTRON., VOL.E97-C, NO.4 APRIL 2014

Hiroyuki Kawai was born in 1960. He re-
ceived the B.S. and M.S. degrees in control en-
gineering from Osaka University, Osaka, Japan,
in 1984 and 1986, respectively, and received
the Ph.D. degree in electronics, information and
communication engineering from Waseda Uni-
versity, Tokyo, Japan, in 2005. In 1986, he
joined the LSI Laboratory, Mitsubishi Electric
Corporation, Hyogo, Japan where he worked on
the research and development of LSI’s for digi-
tal image processing including graphics. He was
transferred to Renesas Technology Corporation in 2003 and Renesas Elec-
tronics Corporation in 2010. He has been engaged in the development of
reconfigurable circuits and communication IP’s in the Logic IP develop-
ment Department of Renesas Electronics Corporation, Hyogo, Japan. His
current research interests are innovated architecture for high performance
and low power IP’s. Dr. Kawai is a member of the Institute of Electronics,
Information and Communication Engineers of Japan.

Hiroshi Kawaguchi received B.Eng. and
M.Eng. degrees in electronic engineering from
Chiba University, Chiba, Japan, in 1991 and
1993, respectively, and earned a Ph.D. degree in
electronic engineering from The University of
Tokyo, Tokyo, Japan, in 2006. He joined Kon-
ami Corporation, Kobe, Japan, in 1993, where
he developed arcade entertainment systems. He
moved to The Institute of Industrial Science,
The University of Tokyo, as a Technical Asso-
ciate in 1996, and was appointed as a Research
Associate in 2003. In 2005, he moved to Kobe University, Kobe, Japan.
Since 2007, he has been an Associate Professor with The Department of In-
formation Science at that university. He is also a Collaborative Researcher
with The Institute of Industrial Science, The University of Tokyo. His cur-
rent research interests include low-voltage SRAM, RF circuits, and ubiqui-
tous sensor networks. Dr. Kawaguchi was a recipient of the IEEE ISSCC
2004 Takuo Sugano Outstanding Paper Award and the IEEE Kansai Section
2006 Gold Award. He has served as a Design and Implementation of Sig-
nal Processing Systems (DISPS) Technical Committee Member for IEEE
Signal Processing Society, as a Program Committee Member for IEEE Cus-
tom Integrated Circuits Conference (CICC) and IEEE Symposium on Low-
Power and High-Speed Chips (COOL Chips), and as an Associate Editor of
IEICE Transactions on Fundamentals of Electronics, Communications and
Computer Sciences and IPSJ Transactions on System LSI Design Method-
ology (TSLDM). He is a member of the IEEE, ACM, IEICE, and IPSJ.



NAKATA et al.: A 40-nm RESILIENT CACHE MEMORY

Masahiko Yoshimoto joined the LSI Lab-
oratory, Mitsubishi Electric Corporation, Itami,
Japan, in 1977. From 1978 to1983 he had been
engaged in the design of NMOS and CMOS
static RAM. Since 1984 he had been involved
in the research and development of multime-
dia ULSI systems. He earned a Ph.D. degree
in Electrical Engineering from Nagoya Univer-
sity, Nagoya, Japan in 1998. Since 2000, he had
been a professor of Dept. of Electrical & Elec-
tronic System Engineering in Kanazawa Univer-
sity, Japan. Since 2004, he has been a professor of Dept. of Computer and
Systems Engineering in Kobe University, Japan. His current activity is fo-
cused on the research and development of an ultra low power multimedia
and ubiquitous media VLSI systems and a dependable SRAM circuit. He
holds on 70 registered patents. He has served on the program committee of
the IEEE International Solid State Circuit Conference from 1991 to 1993.
Also he served as Guest Editor for special issues on Low-Power System
LSI, IP and Related Technologies of IEICE Transactions in 2004. He was
a chair of IEEE SSCS (Solid State Circuits Society) Kansai Chapter from
2009 to 2010. He is also a chair of The IEICE Electronics Society Tech-
nical Committee on Integrated Circuits and Devices from 2011-2012. He
received the R&D100 awards from the R&D magazine for the development
of the DISP and the development of the realtime MPEG2 video encoder
chipset in 1990 and 1996, respectively. He also received 21th TELECOM
System Technology Award in 2006.

341




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile (None)
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth 8
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /FlateEncode
  /AutoFilterColorImages false
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth 8
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /FlateEncode
  /AutoFilterGrayImages false
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /FlateEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


