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Abstract— Laser Fault Injection (LFI) attack on cryptographic 

processors is a serious threat to information security. This paper 
proposes a sense-and-react countermeasure against LFI. A 
distributed bulk-current sensor monitors the abnormal current 
conduction caused by laser irradiation to a silicon substrate. The 
single sensor occupies only 286 F2/Cell and it is distributed across 
the entire cryptographic core for 100% attack detection coverage. 
Upon detection of LFI attack, a flush code eraser prevents a 
leakage of faulty ciphertext by immediately shunting the core 
supply path within nano-second order. In addition, the core supply 
during the shunting is electrically isolated from the global supply 
line to prevent side-channel information leakage of intermediate 
faulty codes. A test chip was designed and fabricated in 0.18µm 
standard CMOS, integrating a 128-bit Advanced Encryption 
Standard (AES) cryptographic processor with the proposed 
countermeasures. A protected AES processor can disable LFI 
attack with only +28% layout area penalty compared to an 
unprotected core. 
 

Index Terms—Fault Attack, Hardware Security, Laser Fault 
Injection Attack (LFI), Advanced Encryption Standard (AES), 
Bulk Built-In Current Sensor (BBICS) 
 

I. INTRODUCTION 
RYPTOGRAPHIC devices are widely used for protecting 
security and privacy of important and critical data 

especially in the current advanced information society. 
However, it is a well-known threat that such secret information 
protected by the cryptography can be easily disclosed by 
malicious physical attacks on the devices. One of the typical 
physical attacks is side-channel attack [1, 2] which reveals the 
secret information (e.g. secret key) by probing and collecting 
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power consumption or electromagnetic radiation which are 
leaked from the cryptographic devices. Another serious threat 
is Fault Attack (FA) where an intentional fault is induced during 
a cryptographic operation, and a secret key is revealed by 
analyzing erroneous output and correct output. Both attacks 
have been intensively studied for more than two decades as 
realistic threats to real-world cryptographic devices [3]. 

Faulty operation of very large-scale integration (VLSI) has 
been studied so far in relation with soft error [4, 5]. This is an 
incidental memory (and also logic) error that occurs when 
electromagnetic waves such as cosmic rays are irradiated on the 
VLSI. Various safety techniques based on soft error detection 
and correction have been developed to prevent malfunction of 
the circuit by soft error [6, 7]. On the other hand, in FAs, secret 
information in cryptographic processors can be exposed by 
intentional fault injection. Against such attack, the conventional 
safety techniques are not sufficient and hence an active 
countermeasure to prevent information leakage is needed. 

FA on public-key cryptography was first proposed by Boneh, 
DeMillio, and Lipton in 1997 [8]. Also, in 1997, Biham and 
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Shamir proposed a Differential Fault Analysis (DFA) attack 
which is applicable to symmetric-key cipher [9]. In DFA, pairs 
of correct and faulty ciphertexts are collected and analyzed in 
order to reduce the key space based on a fault model. Since the 
first FA proposal in 1997 [8, 9], FA has been sophisticated for 
two different directions. One is its practical application such as 
to Advanced Encryption Standard (AES) by Piret and 
Quisquater in 2003 [10]. In this attack, only two pairs of correct 
and faulty ciphertexts are needed to totally break AES with 116-
bit out of 128-bit secret key disclosure [11]. Another direction 
is Fault Sensitivity Analysis (FSA) proposed by Li et al. in 2010 
[12] and then improved by Moradi et al. [13, 14]. The attack 
extends potential targets of FA by relaxing a requirement for 
the attacker: a pair of correct and faulty ciphertexts is no longer 
needed. It only requires the sensitivity threshold of fault 
occurrence. The effectiveness of the attack is proved with 
various processors implementing AES. As described above, the 
FA methodology is rapidly advancing, and the effective 
countermeasure is needed. 

Among various fault injection techniques, it is considered 
that Laser Fault Injection (LFI) [15] is one of the most powerful 
physical attacks because LFI has high timing and positional 
resolution. For example, a single flip-flop used in a specific 
clock cycle for AES round operation can be targeted. High 
controllability of fault injection timing and position increases 
the efficiency of DFA/FSA (Fig. 1). By using a laser, temporary 
fault injection can be induced with arbitrary data registers and 
operational timing [15]. With such high spatial and positional 
resolution of LFI, it is possible to build an accurate fault model 
for the more efficient attack scheme.  

Popular countermeasures against FAs involve doubling and 
verification [16, 17]. In doubling, encryption is performed 
redundantly with multiple encryption cores. The outputs from 
two cores are compared to detect a fault. In verification, on the 
other hand, an output of an encryption is immediately decrypted. 
Then, the decrypted message is compared with an original 
message to detect a fault. Although they need more than 200% 
penalty in power consumption and area, these countermeasures 
can be defeated by multiple laser injections with accurate 
timing and position control [18]. These countermeasures deal 

with only a secondary information caused as a result of fault 
injection (e.g. faulty ciphertext) and therefore its security level 
is limited even with the huge penalty in power and area 
resources. More fundamental approach would be directly 
dealing with the physical phenomenon primarily accompanying 
the fault injection. 

There are such physical-level countermeasures integrated 
into IC chip. The one is a laser injection shield by utilizing 
metal interconnections of IC chip. However, this metal shield 
can be bypassed by Near Infra-Red (NIR) LFI from IC chip 
backside since the NIR laser can penetrate through silicon 
substrate and hit the cryptographic circuit layer [19]. Another 
countermeasure is integrating physical sensor into the IC chip 
for detecting laser irradiation [20]. In order to monitor abnormal 
temperature or light change due to laser irradiation, 
photodetector or temperature sensor are mounted with a 
cryptographic core. The challenge of this methodology is how 
hardware overhead can be suppressed. Although both of these 
countermeasures directly observe the physical phenomenon 
accompanying LFI, the output signal is a pure analog voltage or 
current, an Analog-to-Digital Converter (ADC) is required to 
finally detect the abnormal events and cooperate with a digital 
cryptographic core. Furthermore, in order to detect the local 
temperature and light amount change caused by the focused LFI, 
high-density sensor arrangement is required for the 100% 
detection coverage of the entire cryptographic core. 

In this work, a compact sense-and-react countermeasure 
against LFI is proposed. This countermeasure consists of a 
distributed bulk-current sensor for LFI detection and secure 
flush code eraser for erasing internal data as shown in Fig. 2. 
Bulk-current sensor is monitoring abnormal transient current in 
the silicon substrate due to laser irradiation. Since this transient 
current spreads all over the shared silicon substrate, a sparse 
sensor array arrangement is possible for layout area penalty 
saving. Secure flush code eraser is essentially a power supply 
switch circuit of a cryptographic core. The power supply path 
is immediately switched and cut off in reaction to LFI detection 
alarm signal from the sensor module. By doing this, a 
cryptographic core is quickly discharged and faulty 
intermediate value can be quickly erased. 

The rest of the paper is organized as follows. Next, Section 
II will review LFI mechanism and describe LFI sensor circuit 
and its operation. Section III will describe the secure flush code 
eraser circuit. Section IV and V will present the test chip, 
experimental setup, and the measurement results. With an 
actual laser injection test against AES core, the effectiveness of 
LFI sensor and flush code eraser is evaluated. Finally, 
concluding remarks will be drawn in Section VI. 
 

II. LFI DETECTION MECHANISM 

A. Physical Mechanism of LFI 
It is known that the physical mechanism of LFI is essentially 

the same as soft error that has been a critical issue in IC memory 
module since the 60's [4]. A soft error occurs mainly due to 
accidental cosmic rays and environmental electromagnetic 
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waves hit to a memory module. A laser has been used to 
produce soft errors since early times [5], and now, unfortunately, 
they are used for physical attacks on cryptographic cores [18, 
19, 22]. 

Figure 3 explains the physical phenomena which is occurred 
by laser injection to a silicon substrate. When a laser is 
irradiated to the PN junction inside the silicon substrate, 
electron-hole pairs are generated. In the absence of a potential 
slope, these electron-hole pairs quickly disappear through a 
thermal relaxation process. However, if there are potential 
slopes around them, they do not disappear, and electrons and 
holes flow into positively and negatively biased regions, 
respectively. As a result, an abnormal transient current is 
generated inside the silicon substrate. This abnormal current 
charges or discharges an internal memory node voltage and 
causes data flip. Cross-coupled inverters are core circuits of the 
Static Random Access Memory (SRAM) and the D Flip-Flop 
used as the data register of cryptographic cores. In the case of 
LFI to drain terminal of turned-off transistor MN1, as shown in 
Fig. 3, a photocurrent is generated between MN2 bulk-contact 
and drain terminal. Due to this generated transient current, the 
MP2 transistor of INV2 is turned-on and the output value of INV2 
is changed. Finally, an error of the data held in the cross-
coupled inverter occurs. This is the background physical 
mechanism of LFI so-called Single Event Upset (SEU). In 
scaled CMOS, a device becomes more vulnerable against LFI, 
same as the modern trend in soft error [23]. However, since the 

device size shrinks, the position and focus control of the laser 
spot would be more difficult. The LFI attack is still possible by 
employing a shorter-wavelength laser source with more precise 
mechanical alignment. 
 

B. Bulk Built-In Current Sensor (BBICS) 
In 2006, Bulk Built-In Current Sensor (BBICS) was 

proposed by Neto et al. for soft-error detection [6]. Figure 4 (a) 
depicts a concept of BBICS. In order to detect the transient 
current due to LFI described in the previous section, a bulk-
current sensor is inserted into the bulk contact of each transistor 
(Fig. 4). During normal operation, the current conduction at the 
bulk contact is very small. The mA order photocurrent 
generated by laser irradiation can be easily detected with a small 
resistor and a voltage amplifier as shown in Fig. 4 (a). 
 Figures 4 (b) and 4 (c) are circuit schematics of the enhanced 
BBICS proposed by Champeix et al. in 2015 [24]. BulkP and 
BulkN terminals are connected to bulk contacts of PMOS and 
NMOS, respectively. When LFI attack is detected, FLAG 
becomes “High” and an alarm is generated. Figure 4 (b) shows 
the stand-by operation of BBICS. In the standby state, bulk 
contacts are biased to VDD and GND respectively through MP1 
and MN1 which are always turned-on. In this stand-by state, no 
active power is consumed in the circuit including the additional 
BBICS. Figure 4 (c) depicts the BBICS operation at the LFI 
detection. When NMOS is the target of LFI, photocurrent 
generated in the bulk flows into MN1. The BulkN voltage is 
increased and MN2 is turned-on. The data held by the cross-
coupled inverter at the subsequent stage is then inverted, and 
the alarm signal FLAG becomes “High”. The cryptographic 
core can react upon this alarm signal for protecting internal data 
from malicious attack (e.g. system reset, stop operation). 
 

C. BBICS Integration Methodology 
Although BBICS can detect LFI on registers with low power 

consumption, there is no discussion about actual 
implementation methodology for cryptographic processors [6, 
24, 25]. This paper proposes design methodology to integrate 
BBICS into cryptographic cores with low layout area penalty. 
Figure 5 shows a detailed composition of the protected AES 
core including BBICS circuits. In this design method, BBICS is 
divided into a front-end module for sensing abnormal bulk-
current and a back-end module for generating an alarm signal. 
The front-end module consists of only four transistors, 
operating as a pair of small register and voltage amplifier 
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inserting to photocurrent path. The single sensor size is only 
286 F2/Cell (~2.6 gate equivalent of 2-input NAND), and it is 
distributed to across the entire cryptographic core for 100% 
detection coverage. In order to maximize the sensor sensitivity, 
all tap cells including body contacts are removed in the AES 
core. The body connections are provided through the sensor 
front-ends. 

Sensor sensitivity and placement interval were determined 
based on a characterization of preliminary analysis result 
reported in [26]. A photocurrent generated by laser injection at 
PN junction was characterized based on measurement of 
substrate voltage bounce by using an on-chip monitor [26]. 
Without any confidential process parameters, the photocurrent 
power causing fault was finally derived by fitting a simple 
equivalent circuit response to the captured substrate voltage 
bounce waveform. The sensor sensitivity was designed to detect 
this photocurrent with large enough margin. The photocurrent 
propagation characteristics was also measured by multiple 
monitoring of the substrate voltages [26]. The sensor pitch in 
X-axis was set to 60 µm based on these analysis and 
measurement results. The sensor pitch in Y-axis was set to 5 
µm for 100% detection coverage for all isolated n-wells. If a 
deep n-well option and also confidential process parameters are 
available, the sensor overhead especially for the Y-axis 
direction could be significantly reduced.  
 

 
Since the output of front-end module is current, the output 

wires can be wired-OR into back-end module. The layout area 
penalty can be saved by reducing the number of required back-
end modules. The output configuration of the distributed sensor 
front-ends is basically designed based on consideration of a 
trade-off among sensor sensitivity, layout area overhead, and 
detection range redundancy. In this design, 15 front-end outputs 
are wired-OR into one back-end module. With this 
configuration, 3 wired-OR outputs per column can be obtained 
also for the detection range redundancy. Figure 6 shows the 
simulated waveforms for verification of sensor sensitivity in the 
case of wired-OR design in 0.18 µm standard CMOS. The PVT 
conditions of the simulation are TT, 1.8 V, and 27 ºC. The 
photocurrent causing SEU of the FF in this process was 
measured to be around 500µA-peak pulse current based on the 
preliminary measurement with simulated analysis in [26]. LFI 
sensor sensitivity was secured against 200µA-peak current 
pulse which is 2.5x smaller than current pulse required for fault 
injection. Figure 7 presents simulated sensor sensitivity 
considering PVT variations and number of wired-OR outputs 
NWOR. The fault sensitivity represents required current power IL 
for temporary bit error, and the worst-case minimum IL is 
plotted in the graph. The sensor sensitivity represents the 
minimum photocurrent power for the LFI sensor reaction. As 
shown in Fig. 7, the sensor sensitivity is degraded by increasing 
the number of wired-OR outputs NWOR while the layout area 
overhead for the sensor back-ends can be reduced. With the 
temperature increase, both the fault and sensor sensitivity 
increase because the latch, the common core circuit of both the 
register and the sensor back-end, becomes weak in its data 
retention force. This matched circuit structure between the 
register and sensor back-end increases the design margin 
against temperature variation. In this design, NWOR = 15 was 
chosen to finally guarantee >2x sensitivity margin even in the 
worst case. 
 

III. SECURE FLUSH CODE ERASER 
In order to prevent leakage of confidential information from 

the cryptographic core, it is necessary not only to detect LFI but 
also to integrate a post-detection countermeasure with small 
layout area penalty. Figure 8 shows details of proposed reactive 
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countermeasure circuit, namely a flush code eraser. When the 
LFI sensor detects an attack against a cryptographic core, power 
switches inserted into the supply and the ground path (VDD and 
GND) are instantaneously cut off. The additional shunt switch 
is then turned on and the floating supply charge for the AES 
core is immediately discharged. By doing this, the internal 
sensitive faulty data in the AES core is quickly erased. Figure 9 
(a) shows a simulated result of required time for erasing AES 
data bus in the case without the shunt switch (the power supply 
is floating), and Figure 9 (b) shows the case with shunt switch. 
In either simulation, the power supply path is switched in 
accordance with the rise of the alarm signal. With the aid of the 
shunt switch, the intermediate faulty cipher code can be erased 
10x faster than that without the shunt switch. The effect of the 
shunt transistor becomes significant in very low temperature. If 
there are only power cut switches, the data erase time would be 
significantly increased, which can be utilized as a cold boot 
attack [27]. The shunt transistor guarantees the instantaneous 
data erase even in the very low temperature where the 
connectivity of the shunt transistor would become even stronger 
for instantaneous shunt down. The code erase time with this 
shunt scheme is also shorter than that with a DFF reset scheme 
by the delay time of internal combination logic. Moreover, the 
proposed code eraser is securer than reset scheme because the 
core supply line is electrically separated from global power 
supply line. In reset scheme, the side-channel power noise 
which depends on holding data in FF is leaked through a global 
supply line. The register data inside the cryptographic core can 
be revealed by collecting and analyzing power supply noise 
waveforms.  
 

IV. EXPERIMENTAL SETUP 

A. Test Chip Design 
A test chip was designed and fabricated in 0.18 µm standard 

CMOS process (Fig. 10). A 128-bit AES cryptographic 
processor was chosen as a target design. The AES core was 
implemented in a round-based sequential logic with 128-bit 
round key and intermediate data registers. The data in the 
registers are updated at every round operation. Two AES cores 
are integrated in the test chip. One is a protected AES with the 

distributed bulk-current sensor and the flush code eraser and the 
other is an unprotected AES for comparison. The both AES 
cores were designed by a standard digital circuit design flow 
with commercial Electronic Design Automation (EDA) 
toolchain. In order to detect LFI throughout the AES core, the 
arrangement interval of the sensor front-end modules was set to 
60 µm in the X-direction and 6 µm in the Y-direction based on 
the preliminary characterization. Since photocurrent propagates 
widely in a common silicon substrate, it is possible to realize a 
sparse sensor arrangement interval and therefore save layout 
area penalty. There are 336 front-end modules and 23 back-end 
modules integrated into the protected AES core. Total layout 
area overhead including code eraser was only +28% compared 
with the unprotected AES core which was designed in the same 
process. 
 

B. Evaluation System 
Figure 11 depicts photographs of test board and measurement 

system. The test chip was mounted on the test board and the IO 
pads were wire-bonded. The test chip surface is exposed for 
laser irradiation to AES core. In addition, on the backside of the 
test board, a small cavity is created under the test chip in order 
to perform LFI from the chip backside substrate. An invisible 
NIR laser is used as a laser source for capable of the backside 
LFI that bypasses the metal shielding at the top of the 
cryptographic core. The test chip was fixed under the laser 
module, and the laser irradiation spot was focused down to 2 
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µm in a diameter through an optical microscope with a 50x 
magnification lens. The laser irradiation position can be 
controlled with 1 μm step in every XYZ directions. This 1 µm 
step is the minimum step available in the measurement setup 
where the laser irradiating scope is mechanically position-
controlled by DC servo actuators. This setup is fine enough for 
attacking 0.18 µm CMOS AES. A finer control would be 
needed for attacking scaled devices. Since the sensor detects 
abnormal photocurrent due to the irradiation and the current 
spreads in the shared substrate, the dense sensor arrangement is 
not needed against such advanced laser irradiation system with 
the fine control. The state and setting of the test chip and 
measurement system were controlled by FPGA (Fig. 11). The 
laser pulse width was set to 60 ns based on multiple-samples 
measurement trials. If it is too short, the light energy is not high 
enough to induce fault. Too long on the other hand, the device 
could be permanently destroyed. The laser injection timing 
setting is also important. In this setup, it is possible to perform 
LFI to an arbitrary AES operation round synchronously with 
the laser trigger signal from the FPGA. However, even if AES 
operation timing cannot be fine-grained control, an attacker can 
externally identify it by observing the power line spike and 
inject fault at the appropriate timing [28]. The attacker can also 
verify the successful fault from the core output. 
 

V. MEASUREMENT RESULT 

A. Fault Sensitivity 
Firstly, the fault sensitivity of DFF which is one of the AES 

data registers was measured (Fig. 12). The laser irradiation 
position was swept with 1 µm step in the area containing DFF 
and a fault injection point was scanned. In this experiment, 8th 
round laser fault injection is used as this is one of the most 
efficient DFAs [10]. The secret key could be actually disclosed 
from faulty ciphertext obtained by LFI on the 8th round of AES 
operation. A measurement result of the fault probability for that 
point is also shown in Fig. 12. The X-axis represents the 
minimum laser energy required to induce a fault and the Y-axis 
represents the fault probability. It was confirmed that the fault 

probability increases from 0% to 100% as the laser energy 
increases. Moreover, in this experiment, if a laser energy is 
larger than 4.2 nJ, data register outputs start to flip. In order to 
react the LFI attack, the LFI sensor needs to detect laser 
irradiation of 4.2 nJ energy with enough detection margin. 
 

B. Sensor Sensitivity 
Next, LFI sensor sensitivity of the distributed bulk-current 

sensor integrated into the protected AES core was measured. 
Backside laser injection was performed from the cavity on the 
backside of the test board shown in Fig. 11. Sensor sensitivity 
represents a minimum laser energy required for the sensor to 
raise the alarm signal. Figure 13 shows a sensor sensitivity map 
and corresponding sensor location of protected AES core. In 
this experimental setup, only 258(43x6) out of 336(56x6) 
sensor modules were exposed from the backside cavity. The 
LFI sensitivity was evaluated only at these exposed sensors. 
Except at the cavity edge, the sensor sensitivity was very flat 
and stably high to safely detect LFI. The measured sensor 
sensitivity was slightly degraded due to run-over glue at the 
cavity edge. However, without this, the continuous and flat 
sensitivity would be obtained for the entire core area. Figure 14 
depicts more detailed sensor sensitivity map and the sensor 
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sensitivity along with X-axis and Y-axis. The sensor sensitivity 
is far smaller than the laser energy required for fault injection 
described previously. Moreover, as shown in Fig. 14, even in 
LFI of the intermediate position of each sensor, this LFI sensor 
can be detected laser irradiation with enough margin. Based on 
the results, the well-designed sensor by preliminary 
characterization has sufficient LFI detection sensitivity even 
when integrated into the actual cryptographic core.  
 

C. Evaluation of Code Eraser 
Finally, a code eraser function which is reacting 

countermeasure against LFI was evaluated. On the test chip, an 
On-Chip Monitor (OCM) circuit [29] was integrated to monitor 
the VDD of the cryptographic core. A digital bus monitor was 
also integrated to see internal data registers value. In this 
experiment, a fixed plaintext was used for evaluation. Figure 15 
shows a behavior of power supply voltage and the internal data 
register value of the protected AES core, respectively. In both 
results, LFI was performed in the 8th round of AES operation. 
It was confirmed that the power supply voltage rapidly dropped 
to around 0.6 V in 2 ns with LFI. The code eraser functionality 
was evaluated by calculating the average Hamming Distance 
(HD) between 128-bit correct ciphertext and the erased text 
upon LFI detection by taking XOR and comparing their bit code. 
As shown in Fig. 15, with the 2 ns rapid power shut down, the 
average HD quickly reaches 0.5 which denotes the erased data 
to be completely uncorrelated with the ciphertext. The average 
HD of 0.1 was instantaneously measured at 16 ns. This is 
because a short skew before completely erasing the data in the 
128-bit data registers globally distributed over the entire AES 
core. It was also confirmed that the output code was 
significantly fluctuated at each operation. Further measurement 
would be needed to conclude whether this is truly random or 
not. 
 

D. Performance Comparison 
Table I compares the performances of the protected, 

unprotected AES cores and prior art [17]. The layout area 
overhead of protected AES core which is integrated with 336 
distributed bulk-current sensor arrays is +19.6% compared with 
an unprotected core. And, the total overhead including sensor 

back-end modules and flush code eraser block is only +28%. 
The power consumption of the protected AES core was 15.0 
mW at 24 MHz 1.8 V operation (calculated by post-layout 
analog circuit simulation). The power increase due to all the 
additional protection circuit was measured to be 0.05 mW. The 
power overhead is calculated to be only 0.3%. The operating 
voltage range was the same for both cores from 1.25 V to 1.8 
V. Also, the overhead of maximum operating frequency is only 
6.8% compared to the unprotected core. This maximum 
frequency reduction is caused by the supply voltage drop due to 
the power and ground switches series-inserted in the power rail. 
Although the proposed countermeasure has no side-channel 
attack resiliency, a combinational integration with small-
overhead side-channel countermeasures [30-31] is possible to 
enhance the security level. 
 

VI. CONCLUSION 
This paper presents a compact sense-and-react 

countermeasure against laser fault injection attack. This 
countermeasure consists of distributed bulk-current sensor and 
secure flush code eraser. With LFI, abnormal transient current 
occurs in the substrate as an inevitable physical phenomenon. 
Since this transient current propagates widely on the common 
substrate of the cryptographic core, it can be easily detected 
with sparse sensor arrays. The layout area of the bulk-current 
sensor is only 286 F2/Cell, and it is distributed to the entire 
cryptographic core for 100% detection coverage. In addition, as 
a reactive countermeasure against LFI, a flush code eraser that 
instantly erases the internal data was integrated. In accordance 
with attack detection alarm, the power supply path of the core 
is cut off and rapidly discharged. A test chip was designed and 
fabricated in 0.18 µm standard CMOS process for evaluating 
proposed countermeasure. A protected AES core which is 
integrated with distributed bulk-current sensor and flush code 
eraser was mounted on the test chip. The hardware overhead 
was only +28% compared with unprotected 128-bit AES 
processor. 
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