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Websites attract millions of visitors due to the convenience of services they offer, which provide for
interesting targets for cyber attackers. Most of these websites use JavaScript (JS) to create dynamic
content. The exploitation of vulnerabilities in servers, plugins, and other third-party systems enables
the insertion of malicious codes into websites. These exploits use methods such as drive-by-downloads,
pop up ads, and phishing attacks on news, porn, piracy, torrent or free software websites, among

Keywords: others. Many of the recent cyber-attacks exploit JS vulnerabilities, in some cases employing obfuscation
Cybersecurity to hide their maliciousness and evade detection. It is, therefore, primal to develop an accurate detection
Machine learning system for malicious JS to protect users from such attacks. This study adopts Abstract Syntax Tree (AST)
Doc2Vec for code structure representation and a machine learning approach to conduct feature learning called

Malicious JavaScript detection
Feature learning
Abstract Syntax Tree

Doc2vec to address this issue. Doc2vec is a neural network model that can learn context information
of texts with variable length. This model is a well-suited feature learning method for JS codes, which
consist of text content ranging among single line sentences, paragraphs, and full-length documents.
Besides, features learned with Doc2Vec are of low dimensions which ensure faster detections. A
classifier model judges the maliciousness of a ]S code using the learned features. The performance
of this approach is evaluated using the D3M dataset (Drive-by-Download Data by Marionette) for
malicious JS codes and the JSUNPACK plus Alexa top 100 websites datasets for benign JS codes. We
then compare the performance of Doc2Vec on plain JS codes (Plain-JS) and AST form of JS codes (AST-
JS) to other feature learning methods. Our experimental results show that the proposed AST features
and Doc2Vec for feature learning provide better accuracy and fast classification in malicious ]S codes
detection compared to conventional approaches and can flag malicious ]S codes previously identified

as hard-to-detect.
© 2019 The Authors. Published by Elsevier B.V. This is an open access article under the CC BY-NC-ND
license (http://creativecommons.org/licenses/by-nc-nd/4.0/).

1. Introduction

Websites and web applications exist widely because of the
myriad services and convenience they offer. Adoption of these
technologies across various devices and browsers is consequently
inevitable. However, even with their practical applications, the
rapid development of these technologies coupled with the avail-
ability of tools and technologies to exploit vulnerabilities in
servers, plugins and other third-party systems has made them
interesting targets for cybercriminals. These exploits result in
the proliferation of various types of attacks such as drive-by-
downloads, pop-up ads, and phishing attacks common with cy-
bercriminals, who use malicious code to perform these attacks
for financial gains, social engineering or extortion [1]. JavaScript
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(JS) is a dynamic and lightweight scripting language used to
add more functionality and enhance user experience. It is a
ubiquitous technology that allows client-side script to interact
with a user and makes websites dynamic and interactive [2],
leading to less server—client interaction, immediate feedback, and
rich interfaces. Despite its various advantages, JS has been used
to perform cyber-attacks. There exist various types of JS-based
attacks recently:

o Drive-by-Download attacks which refer to automatically
downloading malware on a computer stealthily, without
the user’s awareness. Malware downloads and automatically
installs itself. Infected websites may contain exploit kits
(this is a toolkit used to attack vulnerabilities and distribute
malware in compromised websites). If any weakness occurs,
malware is downloaded to exploit the vulnerability without
the user’s intention.

1568-4946/© 2019 The Authors. Published by Elsevier B.V. This is an open access article under the CC BY-NC-ND license (http://creativecommons.org/licenses/by-
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e Cross-site scripting (XSS) attack is common in web appli-
cations without proper user input validation and saniti-
zation, for example, form data and comments. It allows
the injection of malicious scripts into a website. Insertion
of malicious links into a legitimate website is one of the
ways for the attack perpetration. Stealing of user sensitive
information such as passwords, cookies, and accounts, is
common when a user visits such a website.

e Cross-Site Request Forgery (XSRF) attack is where a user
authenticated to a web application is tricked into perform-
ing unwarranted actions. This kind of malicious |JS code
can exploit cookies, browser, and security permissions to
perform actions on another website.

e Heap spraying attacks constitute writing of a sequence of
bytes at a predetermined process memory location which is
then exploited to execute arbitrary malicious code.

e Hidden iframes load ]S malware from compromised web-
sites, resulting in stealthily loading of exploits.

e Malvertising or malicious advertising takes advantage of the
pervasive and rife nature of advertisements, which are bil-
lions on the Internet. Most of these do not adhere to ethical
standards and are illegitimate. Google took down close to
two billion advertisements which violated its policies in
2016.

When browsing a website, JS files are downloaded in the client-
side and executed via a browser. There are differences in pos-
sible damage and method for these attacks. However, these at-
tacks generally use JS. For example, XSS vulnerabilities facilitating
Drive-by-Download when users open URLs. Malicious JS codes
with these various attack types will have the same code prop-
erties at an abstract level. These codes are, therefore, detectable
with the proposed method. However, due to the limitations of
the current dataset, we only verify the detection of Drive-by-
Download attacks. Malicious JS codes are difficult to detect [3]
because they sneakily exploit vulnerabilities of browsers, plugins,
and other third-party applications and attack visitors of a web-
site unknowingly. Therefore, it is important to accurately detect
malicious JS codes to protect users from such attacks proactively.

Malicious ]S codes perform, among others, keystroke record-
ing, browser cookies theft, hacking, website defacement, and
Trojan horses [4]. Besides, it is possible to create a botnet by trick-
ing users into downloading malware by social engineering [5].
Conventional security solutions such as antivirus and Intrusion
Detection Systems (IDS) employ signature and heuristic-based
approaches to detect attacks. Heuristic-based methods such as
file analysis, file emulation, and generic signature detection [1]
use a set of expert decision rules. These can detect previously
unknown and variants of malware. However, these approaches
have many shortcomings. First, knowledge of an emerging attack
is essential to update the program for effective detection, which
creates a vulnerability window that attackers can leverage to
launch zero-day and other types of attacks. Second, they suffer
from a slow detection rate due to lengthy analysis and scanning
time. Lastly, they are prone to suffer from large numbers of false
negatives, which is a drawback to performance. Other conven-
tional approaches for detecting malicious JS are the use of pattern
matching [6], low and high interaction client honeypots and
maintenance of a URL blacklist [7,8]. Recently, many intelligent
intrusion detection systems have been proposed, which mainly
focus on anomaly detection.

Recently, application fields of machine learning have been
extending enormously including applications such as text clas-
sification and clustering [9-17] where a machine learning model
carries out tasks such as document retrieval, sentiment analysis,
spam filtering, and web search. Text documents are used to train

a machine learning model, which in turn is used to predict docu-
ment classes or categories. A machine learning model learns from
data and can give an accurate prediction for a given input after
correctly conducting learning. Usually, raw data need to be trans-
formed into a proper feature representation for inputs to attain
high-performance prediction. One such representation is a fixed-
length vector for text documents. These models have achieved
state-of-the-art results for text classification and clustering tasks
on various datasets. As such, since a JS code also contains textual
data, it is envisaged that machine learning models can classify
JS-based attacks.

This paper proposes the use of the AST form of JS code (AST-]S)
as a code structure representation, a feature learning approach
to malicious JS contents using Doc2Vec and a classifier for AST
features classification. This approach provides considerable im-
provement in performance compared to our previous work with
the capabilities of detecting ]S previously identified as hard-to-
detect. To enhance feature learning, we perform two types of
AST-JS manipulations: AST-level merging and AST-subtree re-
alignment. Our approach automatically learns feature vectors
compared to other previous methods which employ manually
crafted feature sets and subsets. Besides, features learned are of
low dimensions hence ensuring a faster detection. The organiza-
tion for the rest of this paper is as follows. Section 2 highlights
the related work. We present our approach in Section 3. Section 4
carries out the performance evaluations through a comparison to
some feature learning methods, and finally, give our conclusion
in Section 5.

2. Related work

Cyber-attacks that employ malicious JS codes are ever-
increasing and conventional security approaches such as signa-
ture, heuristic-based approaches, and pattern matching [6] have
shortcomings in terms of zero day’s attacks, leading to many false
negatives coupled with slow detections. It is therefore important
to accurately and timely detect these codes to curb this trend.
Several other approaches for detecting malicious JS such as using
low and high interaction client honeypots and maintenance of
a URL blacklist [7,8] exist. However, these are prone to suffer
from the risk of infiltration, which is a shortcoming for honeypot
implementations, and new URLs easily circumvent the blacklist.

Approaches that use machine learning to detect malicious ]S
codes have been proposed, such as monitoring the execution
of a JS code at run time using a sequence of events to obtain
vectors for classification [3]. Another approach is to learn and
detect malicious patterns in the structure and behavior of a JS
code [18]. In another example, [19] has proposed a static de-
tection approach to extract and analyze ]S features, where the
assumption is that the number of some special functions is lim-
ited in benign cases and vice versa. [20] has also proposed the use
of features extracted from a JS code using a three-layer Stacked
denoising Autoencoders (SdA), which is a typical neural network
and pattern classification. They classify binary features obtained
from a JS code. However, when compared to other models such as
ADTree and RBF SVM, SdA had the second-best false positive rate.
Besides, they use sparse random projection for dimensionality
reduction resulting in a set of 480 features, which leads to long
training time as compared to other methods.

Another approach is to use a wrapper method and a classi-
fier for feature clustering [1] which generates a feature subset
through feature selection. The technique employs a limited set
of features, and the wrapper method is prone to suffer from
overfitting and long processing time. Misuse (signature-based
detection) and anomaly detection to detect malicious websites by
integrating both supervised and unsupervised learning have also
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been proposed [21]. The assumption is that the misuse detection
method can identify well-known attack types, but it cannot detect
new ones. They use this method to detect malicious websites
using the C4.5 decision tree algorithm. They then use anomaly de-
tection to counter the weakness of the misuse detection method.
For this, they use SVM to identify anomalies in the websites
determined as benign by the misuse detection method. This ap-
proach achieved a high detection rate. However, it is also prone
to suffer from a high false-negative rate. [22] combines dynamic
and static analysis to automatically classify a malicious JS and
achieve both scalability and high true positive rate. They employ
pattern analysis and build a malicious ]S attack model using only
JS function calls and textual contents. [23] infer behavior model or
typical behavior of malicious JS by active automata learning using
Deterministic Finite Automaton (DFA). To identify the malicious
traces of the same attack types, they use a ]S replay mechanism
to analyze data dependency and defense rules.

These conventional approaches have achieved a certain degree
of accuracy in the detection of malicious ]S contents to some
extent. However, they have several limitations; these approaches
identify specific attack types using constructed feature sets, sub-
sets, and functions such as navigator.userAgent.toLowerCase(),
unescape(), eval(), setTimeout(), etc. for detection of malicious ]S
contents. These would only go as far as the pre-defined features,
any variant beyond the defined set of features could result in
a false negative. These limitations explain the reason why most
of these methods are prone to suffer from a high false-negative
rate. Another drawback to these conventional approaches is that
they generate high-dimensional representations which translate
to slow detection rate. These approaches are also known to lose
the order of words in the resulting representations. Previously,
we proposed the use of Doc2Vec for plain JS code (Plain-JS)
feature learning [24]. This approach automatically learns fixed-
length vector representation for a variable length of plain-JS
contents with better accuracy and fast detection rate compared
to other feature learning methods. However, when performing
feature learning for a JS code that contains elements other than
JS code words, such as an obfuscated ]S code, the model is prone
to suffer from false-positive and false-negative cases because an
obfuscated JS content does not accurately represent a JS code
structure. Even though these misclassified ]S cases are a few in
paragraph vector models compared to other models, there is a
need to further improve the performance for better detection of
malicious JS codes. We, therefore, propose the use of AST-JS for
code structure representation and Doc2Vec for feature learning of
AST-JS. This approach is expected to provide even better accuracy
compared to our previous work [24] as AST-JS gives a robust
property against some perturbation in codes.

3. Proposed method

Development objectives of benign ]S codes differ from those
of malicious ones attempting to trick or deceive users using
soliciting words [25] such as ‘free,” ‘money,’ and ‘win.’ This char-
acteristic makes malicious JS codes different from benign ones.
In such JS codes, Table 1 shows a list of frequently used function
names, function types, possible threats, and intention in malicious
JS codes. These have been selected from [1,22]. Learning such
specific words on JS would help to enhance the reliability of
identifying the maliciousness [24]. In our previous work, a plain
form of ]S codes is provided to Doc2Vec as inputs and use a small
dataset of 80 JS codes for feature learning. However, a JS code
contains more than information on its text contents (e.g., function
or variable, operational procedures, and stop condition). There-
fore, to effectively learn JS code contents, it is also important to
take the structure of a JS code into consideration. We extend our

Table 1

A list of frequently used function names in malicious JS codes, function types,
possible threats, and intention. This list provides evidence that malicious and
benign JS codes contain different frequent words as malicious JS codes would
be expected to utilize such function names compared to benign ones heavily.

Function name Function type Possible threats (Intension)

Redirect to malicious URL
Embed malicious script
Target specific browser
Hide intent-encode/encrypt
Manipulate Cookie

location.replace()
document.write()
getUserAgent()
String.split()
setCookie()

Change current URL
DOM operation
Check browser
String operation
Cookie access

previous work [24] in this paper so that essential information
in a JS code can be considered to identify malicious intention
embedded in ]S codes. For this task, we propose the use of Ab-
stract Syntax Tree (AST) [26-28] for code structure representation
and Doc2Vec for feature learning. To this end, we perform AST-
level tweaks to enhance feature learning for accurate malicious
JS detection.

Let us give a brief explanation of the preprocessing for trans-
forming a JS code into an AST structure (AST-JS) and the Doc2Vec
feature learning we used in the following sections.

3.1. AST form of JavaScript code

AST, also called syntax tree, is a simplified parse tree or Con-
crete Syntax Tree (CST). AST represents the necessary and func-
tional structure of code such as scopes, expressions or declara-
tions while at the same time avoiding redundancy by omitting
unnecessary syntactic details [26,27] such as whitespaces, punc-
tuation marks or comments which do not affect the original func-
tion of code even after the parsing process. Many of the recent
cyber-attacks exploit JS vulnerabilities, in some cases employ-
ing obfuscation to hide their maliciousness and evade detection.
AST’s have been used to accurately represent such obfuscated ]S
codes [29-32].

The compilation process starts with lexical analysis where
a compiler performs scanning and tokenization. Then a parser
takes this tokenized input and generates AST through syntax
analysis [28]. Listing 1 shows an AST generated through syntactic
analysis using 5+(1*12) as the source text. The JS code is repre-
sented in JS Object Notation (JSON). AST-JS can then be used as
input for machine learning algorithms. These algorithms require
input to be represented as feature vectors for classification or
clustering tasks. This may result in high dimensional represen-
tations depending on the size of the dataset which translate to
longer detection time [9]. For faster detection, we propose the
use of fixed-length vector representation.

1 {’body’: [{’expression’: {’left’: {’raw’: None,

2 ’type’: ’Literal’,

3 value’: 5.0}

4 ’operator’: ’+’,

5 ’right’: {’left’: {’raw’: Nome, ’type’: ’Literal’,

6 ’value’: 1.0}

7 ’operator’: ’x’,

8 ’right’: {’raw’: None, ’type’: ’Literal’,’value’:
12.0},

9 ’type’: ’BinaryExpression’},

10 ’type’: ’BinaryExpression’},

11 ’type’: ’ExpressionStatement’}],

12 ’type’: ’Program’}

Listing 1: A sample Abstract Syntax Tree (AST) generated using
esprima, a syntactical and lexical analysis tool. This is obtained
from a binary expression which contains numeric values (5, 1
and 12), operators (+ and *) and parentheses (()). It is worth
noting that some details such as the parentheses, which would
otherwise make the AST verbose, are omitted in the resultant AST.
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3.2. Preprocessing

Preprocessing of a JS code is an important step to enhance
the model performance during feature learning. To define the
first type of Doc2Vec input, we use regular expression meta-
characters [a — z]+, to specify the input range which matches
any lowercase letter from a to z, remove symbols and special
characters such as *, =, !, etc. such that only plain-JS text elements
remain as shown in Fig. 1 which is a resultant JS code represen-
tation obtained from Listing 2. + indicates the preceding element
and its one or more occurrences. In this case, it is used to match
one or more characters in a regular expression. Feature learning
in Doc2Vec requires a large amount of data. For this reason, we
add a json file with random text data. This text data is necessary
for two primary purposes; one acts as noise for performance val-
idation by ensuring that the model can distinguish noise dataset
from the JS code contents during classification. Two, it is used
when increasing the dataset by random insertion of text data into
the JS codes to create new dummy JS code instances for feature
learning. This approach is comparable to the one in our previous
work [24].

To define the second type of Doc2Vec input, we employ code
structure representation using a parser called esprima [33], EC-
MAScript scripting-language standard, which allows various code
analysis and operations such as editing, transformation, visual-
ization, and validation. We use this tool to perform syntactic
analysis, that is, parsing the ]S codes into AST’s. Esprima produces
an AST-JS from a JS code string input as shown in Listing 3 which
shows the resultant snippets of an AST-JS after parsing of Listing
2. This tool also checks the JS codes for syntactic errors thereby
ensuring that the input is a valid JS program, if the input contains
syntax errors, it will not be parsed into AST-]JS. Finally, the plain-JS
and the AST-JS are given to Doc2Vec for feature learning.

function d(a) {

var ¢ = typeof a;

if ("object" == c) {

if (a) {

if (a instanceof Array) {
return "array';

var b = Object.prototype.toStrin

if ("[object Arrayl" == b || "number" == ... && 'a
.propertyIsEnumerable ("splice")) {

10 return "array';

O oOONOOU A WN =

1 3

12 ...

13

14 } else {

15 if ("function" == c && "undefined" == typeof a.
call) {

16 return "object";

17 %

18 3}

19 return c;

20 ¥

Listing 2: A snippet of a sample original JS code before

preprocessing.

1 {

2 "type": "Program",

3 "pody": [

4 o

5 "type": "FunctionDeclaration",

6 "id”: {

7 "type": "Identifier",

8 "name": "d" s

9 ‘'"range": [

10 9,

11 10

12 3}

TaggedDocument(['function', 'var', 'this', 'function', 'var', 'typeof', 'if', 'object’, 'if’,
'if', 'instanceof’, 'array’,  'return', 'array', 'if', 'instanceof', 'object’,
'return’, 'var', 'object’, 'prototype’, 'tostring', 'call', 'if', 'object’,
'window!, 'return’, 'object’, 'if', 'object’, 'array', 'number’, 'typeof’,
'length’, 'undefined', 'typeof', 'splice', 'undefined', 'typeof', 'splice’,
'return’, 'array’, 'if', 'object’, 'function’, 'undefined', 'typeof', 'call’,
'undefined’, 'typeof’, 'call’, 'return', 'function’, 'else', 'return’, 'null’,
‘else’, 'if', 'function’, 'undefined’, 'typeof', 'call’, 'return', ‘'object’,
'return’, 'function’, ar', 'array', 'prototype’, 'slice’, 'call’,
‘arguments’, 'return’, 'function’, 'var’, 'slice’, 'push’, 'apply’,.............. ]

Fig. 1. A sample of a plain ]S code (plain-JS) after preprocessing using a
regular expression. This shows the resultant Plain-JS after removal of symbols
and special characters. It is used as Doc2Vec input for the first part of the
experiments.

13 1,

14  "body": {

15 "type": "BlockStatement",

16 "body": [

17 {

18 ...

19 "type": "VariableDeclaration",
20 "declarations": [

21 {

22

Listing 3: Snippets of a sample AST-JS after preprocessing using a
parser. This shows the resultant snippets of AST-JS when parsing
is applied to a JS code, it is used as Doc2Vec input for the second
part of the experiments.

3.3. Feature learning by Doc2Vec

The bag-of-words approach is a common fixed-length feature
that represents a sentence or a document as a simplified, un-
ordered collection of words [34,35]. For document classification,
classifier training utilizes features such as word occurrence or
count. This task capitalizes on a vocabulary of known words and
a measure of the presence of known words. Documents with the
same words or text are assumed to be similar, and the words can
give the meaning of the document. However, bag-of-words has
been known to lose context information and semantic structure.
Word vectors [11] represent each word with a vector, concate-
nated with other word vectors, and the resulting vector predicts
other words. However, this model has only been extended up
to sentence-level representation while relying on parsing [36].
Paragraph vectors [9-12] learns continuous distributed vector
representations for text with variable length of input sequences,
for example, documents, paragraphs or sentences. This property
is important because each JS code generally has a different length,
and the sequence of words differentiate its behavior. Paragraph
vectors have advantages of retaining a semantic structure of a
sentence, consider word order, and create low-dimensional rep-
resentation. Word vector model [11] predicts a word given other
words in a context and vice versa using the continuous bag of
words model or the skip-gram model. Paragraph vectors extend
word vectors by adding additional input units that represent
documents as additional context. Each additional input unit acts
as an ID for each input document.

For a sequence of training words X = {X;_2, X1, X1, X412},
the model predicts the center word x; represented by X; and
given by,

U; = p(X,|X, D;) (1)

D; is the paragraph or document vector which represents unique
vector mapping for ith paragraph or document. The model has
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Fig. 2. The layout for learning and classification of malicious JS contents AST features.

three layers. Assume that a word and a document, which is the
input for the network is represented by one-hot vectors x; and
d;. Each input layer unit corresponds to x; and d; representing
the ith word and a document input respectively. All input layer
units make the vectors X and D for all M words and N documents
in the corpus, used as the model input.

The hidden layer is of size p which represents the paragraph
vector dimensionality and chosen during training. Both the in-
put and hidden layers are fully connected with each connection
having a weight. Small values are used for random initializa-
tion of these weights before training the network. The hidden
or embedding layer for this network is very simple for faster
computation. A weighted sum of the input layer activation is used
as the activation for the hidden layer given by,

D=wD 2)

W is a p x N matrix with all weights between the input and
hidden layer. D contains the concatenation of the word and
document vectors X and D;. D is the hidden layer activation, this
is the paragraph vector and an estimation which represents D in
p-dimensions. The paragraph vector Dy for document ID n would
be given by the nth column in D.

The output layer corresponds to V words in the vocabulary
which gives the number of the output layer units. The output
layer is also fully connected to the hidden layer. This represents
an estimation of the term or word vector and can be represented
as,

U=wD (3)

W’ is a V x p matrix with all weights between the hidden and
output layer. W’ has output vectors represented as rows for each
word in the vocabulary. A word at index m would be given by
W;,. Therefore,

Up=W,.D (4)

After training the network, W will have the word and document
embeddings respectively, which will be reused for prediction.
When given a document vector, the hidden layer will be used

as the output layer giving fixed-size paragraph vectors of p-
dimensions. To map R given by U to a probability distribution,
a softmax function is applied,

U e 5
s(Ui) = W (5)
Where 0 < s(U;) < 1, )_;s(U;) = 1 and s(U;) boosts activation of
the units with the highest function where if activation is higher,
s(U;) will move towards 1 and 0. The softmax function will result
with t, an approximation of the actual term to be predicted (an
estimated probability distribution). During training, t is compared
to t the target term vector using a loss function which should be
low when t and t are similar. This can be given by cross entropy
as,

E(E,t) = —Z t; lng,' (6)

Where E(t, t) > 0, if t; = 0 the ith element of the sum will be 0
and E is low when t; is close to 1. Let y be an index where t, = 1
and t is a one-hot vector, then,

E(t.t) = —logt, (7)

During training, a set of training predictions are compared to
corresponding actual target vectors by minimizing a loss function
on a set of training points. With a set of training target vectors T
and t; as the jth target vector, the loss function can be given as,

IT|
1 .
L=m Y E(E, 1)), (8a)
j=1
1 |T| M R
L= Y —W, -Dj+logy en (8b)
j=1 m=1

Where E is averaged over a set of training examples. y; is the
index of the actual word for training example j in the target vector
tj and its corresponding output vector is given by W;j.
Doc2Vec, an implementation [37] of paragraph vectors, is a
novel feature learning method for text documents that converts
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a document into a feature vector. It is an unsupervised algorithm
that produces vectors of a fixed-length [9]. We train a small
neural network for a prediction task using labels obtained from
a JS dataset, and a part of this trained network is reused to
give a document or a paragraph vector. A JS code classifica-
tion task is then performed using these vectors. Doc2Vec uses
many hyper-parameters to learn a feature vector. These include
vector_size, which represent the dimensionality of a feature vec-
tor, min_count, which ignores all words with a frequency lower
than a preset one, and window, which is the maximum distance
between the current word and the predicted one. There are
two approaches to paragraph vectors: Distributed Bag of Words
version of Paragraph Vector (PV-DBoW) and Distributed Memory
Model of Paragraph Vectors (PV-DM).

Fig. 2 shows the overview of learning and classification of
malicious AST-JS features. It consists of three components, which
are, preprocessing, feature learning, and classification. During
preprocessing, the JS corpus is parsed into AST-JS features by
syntax analysis. The AST-]JS features are used for feature learning
by Doc2Vec. Training of the classifier is performed using the
learned fixed-length feature vectors. A new ]S code generates an
AST-JS through parsing and inference for feature vectors is done
from the trained Doc2Vec model vector space. Lastly, the classifier
uses the inferred feature vectors for prediction.

We performed cross-validation to find the optimal hyperpa-
rameters and classifier learning with a training set of feature
vectors. We then compared the performance of Doc2Vec on mali-
cious JS contents detection to other feature learning methods on
the same dataset. Algorithm 1 shows the process for the learning
of feature vectors from the JS codes in PV-DM, which consists
of training on input ]S codes for a given corpus. The model
learns both word embeddings and document embeddings (lines
4-9), with weights initialized randomly using small values before
training the network. These embeddings are of p dimensions (line
8) with consideration for a word frequency higher than min_count
(line 5). Algorithm 2 shows the process for the learning of feature
vectors from the JS codes in PV-DBoW (lines 4-8), the same as in
PV-DM. However, this model only learns document embeddings
(line 4) while keeping the word embeddings fixed. The updating
of learned embeddings for both PV-DM and PV-DBoW through
negative sampling (lines 2-11), gradient descent (lines 12-18)
and backpropagation (lines 21-24) as shown in algorithm three
outputs the feature vectors which are then fed directly to SVM
for train and test purposes.

Algorithm 1 PV-DM malicious JS contents detection

Input: JS_codes, model parameters W and W’, hyper-parameters
size, window, min_count.
Output: neul[s] - Word vectors U, Document vectors D.
repeat until JS_codes run out.
/| read a document from JS_codes.
Doc[] = Read_Codes(JS_codes);
for each tword, tDoc € Doc do
if tword > min_count then
|| feed forward.
for each wWord, dDoc € Context(tword, tDoc, window)
do
for s = 0 to size do
neul[s] = neul[s] + syn0[wWord, dDoc] [s];
end for
end for
end if
end for

Algorithm 2 PV-DBoW malicious JS contents detection

Input: JS_codes, model parameters W and W’, hyper-parameters
size, window.
Output: neul[s] - Document vectors D.
1: repeat until JS_codes run out.
2: [/ read a document from JS_codes.
3: Doc[] = Read_Codes(JS_codes);
4: for each tDoc € Doc do
|| feed forward.
for each dDoc € Context(tDoc, window) do
for s = 0 to size do
neul[s] = neul[s] + syn0[dDoc] [s];
end for
10:  end for
11: end for

LR W

Algorithm 3 Paragraph vectors training

Input: neul|s] - Word vectors U, Document vectors D.
Output: updated synO - Feature vectors.
1: [/ negative sampling.
2: for each sample € (nsample || tword) do
3:  if sample == tword then
4 label = true
5.  else
6: || sample € negative samples
7 label = false
8: end if
9: for s = 0 to size do
10: f += neul[s] * syn1[sample] [s];
11:  end for
12: g = getGradient(f, label);
13:  for s = 0 to size do
14: neule[s] += g * syn1[sample] [s];
15:  end for
16: for s = 0 to size do

17: synl[sample] [s] += g * neul|s];
18:  end for
19: end for

20: /| backpropagation.
21: for each wWord, dDoc € Context(tword, tDoc, window) do
22:  for s = 0 to size do

23: syn0[wWord, dDoc] [s] += neule[s];
24:  end for
25: end for

4. Experiments
4.1. Experimental setup

For our experiments, a dataset of 5,024 ]S codes is used that
consists of 2,512 malicious and 2,512 benign ]S codes. These ]S
codes were obtained separately, all malicious codes come from
the D3M dataset (Drive-by-Download Data by Marionette) [38,
39], whereas the benign JS codes are collected from a generic JS
unpacker web-based portal — JSUNPACK [40] and Alexa top 100
websites [41] by depth crawling.

We do performance comparison using the dataset for the two
types of feature embedding: Doc2Vec for plain-JS and Doc2Vec
for AST-JS. First, we do feature learning using input defined as a
regular expression, as shown in Fig. 1, that is, by learning feature
vectors from both benign and malicious ]S codes represented as
a plain-JS. For this, we create 40 dummy data for each original
JS code. The resulting dataset is 200,960 JS codes. Second, we do
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feature learning using input defined as AST-JS as shown in Listing
3, that is, by learning code structure representation. For this, we
perform two types of manipulation on the AST-JS to enhance
feature learning by Doc2Vec, AST-level merging, and AST sub-
tree realignment. For merging, we generate ASTs from the original
JS codes by syntax analysis and then create combinations of the
AST bodies to form a new AST-]JS. For AST sub-tree realignment,
we randomly shuffle the AST-subtrees to change their location
in a particular AST-JS. Using these AST-level manipulations, we
add two, three, four, and five artificial AST-JS per each original
AST-]JS. This results in the new datasets of 15,072, 20,096, 25,120
and 30,144 AST-JS. Besides, since the actual web setting generally
contains more benign JS codes compared to malicious ]S codes,
we simulate a real web setting by making ten times more be-
nign AST-JS. This results in the new datasets of 82,896, 110,528,
138,160 and 165,792 AST-JS.

For the paragraph vector models, we found three hyper-
parameters to significantly affect the performance of the models.
These are the vector_size which represents the dimensions of the
feature vectors, word frequency given by min_count and window.
For vector_size, we did experiments with feature vector dimen-
sions of the range 100-1,000, for word frequency we used the
range 1-10 and window size of range 1-8. M and N are mapped
to 200 dimensions of p, min_count = 5 for word frequency
and a window size of 8. These are the hyper-parameters that
we found optimal for effective feature learning and detection of
malicious JS contents. We performed cross-validation to evaluate
the performance of our approach with k = 10 by dividing the
feature vectors into 10-folds, where during ten iterations, nine
folds are used for classifier training and the remaining one-fold
for model evaluation. We used SVM with kernel =’ linear’ and
C = 1 parameters as the classifier for the experiments, a classifi-
cation method that constructs a hyper-plane in high dimensional
space [13,42] for regression and classification. It is mostly used
as a binary classifier. For this, we computed precision, recall and
F1-score. Precision PRE is ability of a classifier not to label benign
a JS code contents as malicious and recall REC is the classifiers
ability to find all malicious ]JS codes contents. F1-score F1 can
be interpreted as a weighted harmonic mean of precision and
recall [42]. With TP as the number of malicious ]S codes correctly
classified as malicious, TN as the number of benign ]S codes
correctly classified as benign, FN as the number of malicious ]S
codes classified as benign and FP as the number of benign ]S codes
classified as malicious, PRE, REC and F1 are computed as,

P

E = 9)
TP + FP

P

REC = ———
TP + FN

(10)

PRE x REC
F1=2——— (11)

PRE + REC
A Receiver Operating Characteristic (ROC) graph was used for
performance visualization where the true positive rate is plot-
ted against the false positive rate. Area Under the Curve (AUC)
score [16] for the ROC was calculated to determine the model
performance. We also performed a t-test to check for significant
difference in performance between our approach and other fea-
ture learning approaches: LDA (n_components = 100, max_iter =
5, learning_method =’ online’, learning_offset = 50. and random_
state = 0), LSA (n_components = 80, algorithm =’ randomized’,
n_iter = 5, random_state = None and tol = 0.0), TF-IDF (norm =’
12, use_idf = True, smooth_idf = True and sublinear_tf =
False) and Ngram (ngram_range = (1,2)). This is a statistical
test to check for significant difference in model performance by

Table 2a

Precision, recall, and F1-score obtained by feature learning using a plain-JS
and p value representing significance difference in performance for paragraph
vector models compared to other approaches. LDA stands for Latent Dirichlet
Allocation, LSA stands for Latent Semantic Analysis, and TF-IDF stands for term
frequency-inverse document frequency.

Model Precision Recall F1-score

PV-DBoW  0.95 (£ 0.1332) 0.97 (£ 0.0429) 0.96 (£ 0.0716)

PV-DM 0.95 (£ 0.1620) 0.96 (£ 0.0473)  0.95 (& 0.0955)

LDA 0.89 (£ 0.2456) 0.88 (+ 0.1403) 0.87 (+ 0.0866) “0.0009
LSA 0.85 (+ 0.1438) 0.87 (+ 0.1320) 0.86 (+ 0.1928) “0.0011
TF-IDF 0.83 (£ 0.3783) 0.84 (£ 0.2514) 0.84 (+ 0.2140) *0.0055
Ngram 0.72 (£ 0.0916) 0.74 (+ 0.1407) 0.73 (& 0.1213) “0.0002

ap value.

comparing the output. Using the p-value, which is an output of
a t-test, one would tell whether our proposed approach truly
performed better compared to existing ones. For the experiments
alpha value was set to 0.05 therefore if p-value is less than the
alpha value, there is a significant difference in performance.

4.2. Performance comparisons

Precision, recall, and f1-score. This section presents the results of
the experiments. Table 2a presents precision, recall, and F1-score
for paragraph vector models and other feature learning methods
trained using a plain-JS, and includes standard deviation and p-
value. The overall performance of the models is generally good
as each of the models achieved an average of above 50 percent
in precision, recall, and F1-score. Paragraph vector models; PV-
DM at 200 dimensions and PV-DBoW at 200 dimensions and
dbow_words = 1, achieved superior results compared to the
other models. PV-DBoW outperformed other models with 0.06
and 0.23 in precision, 0.09 and 0.23 in recall and 0.09 and 0.23
in F1-score above the best and the worst of the other models.

Ngram with ngram_size = 1 achieved the lowest performance
for the task of malicious JS content detection. Consequently, para-
graph vector models resulted in less false positives and false neg-
atives compared to the other models. The results of the two-tailed
paired t-test to check for a significant difference in performance
between paragraph vector models and the other feature learning
methods further support the difference in performance for the
six models on malicious ]S content detection. A comparison of
each of the other feature learning methods with PV-DBoW shows
a significant difference in performance for malicious JS contents
detection where all p-values are less than an alpha value of 0.05.

The objective is to have a high recall, which translates to
as fewer false-negative cases (misclassified malicious JS codes)
as possible. A low false-negative rate is crucial because a false
negative would mean a successful attack, that is, a malicious ]S
code that goes undetected. Assuming we take 10% of the dataset
as the test samples, the models trained with input defined as a
plain-JS, shown in Table 2a, would miss 603, 804, 2,412, 2,613,
3,216 and 5,226 malicious ]S codes respectively. Even though the
paragraph vector models achieve good results with fewer false
negatives compared to these other models, there is a considerable
need to improve the detection rate of these models further.

Table 2b presents precision, recall and F1-score for PV-DBoW
and PV-DM obtained with AST features. PV-DBoW and PV-DM
achieves an improvement of over 4% and 3% in precision, 2% in
recall and 3% in F1-score when compared to the same models
trained using a plain-JS. The significant difference in performance
is as a result of JS code representation using AST-JS. AST repre-
sents a JS code structure which facilitates capturing of a JS code
semantic and syntactic details which would otherwise be lost
when input is represented as a plain-JS.
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Fig. 3. ROC curves and AUC representing performance of PV-DBoW and PV-DM on malicious JS codes detection with respect to false positive and true positive rates.
The dashed diagonal line represents performance threshold as random guessing. The colored curves represent the performance of the specific model for each fold
during cross-validation. Also included is the mean AUC score for the individual models.

Table 2b

Precision, Recall and F1-score obtained by feature learning on AST-JS and p value
representing significance difference in performance for paragraph vector models
compared to other approaches.

Table 3

Computational time, representing the training and detection time per JS code
obtained by dividing the total computation time with the number of JS code
samples. It includes the time for different models.

Model Precision Recall F1-score Model Training time Detection time
PV-DBoW  0.99 (£ 0.1413) 0.99 (£ 0.0819) 0.99 (+ 0.0279) PV-DBoW 1.4780 0.0019
PV-DM 0.98 (£ 0.1271) 0.98 (£ 0.0766) 0.98 (+ 0.0312) PV-DM 1.5290 0.0012
LDA 0.90 (£ 0.2200)  0.92 (+ 0.0514)  0.90 (£ 0.1388) “0.0061 LDA 0.2072 0.0190
LSA 0.87 (£ 0.1091) 0.90 (+ 0.1468) 0.87 (+ 0.1217) #0.0003 LSA 0.0826 0.0079
TF-IDF 0.85 (£ 0.1757) 0.86 (£ 0.1077)  0.87 (+ 0.3034) “0.0229 TF-IDF 5.0419 0.8096
Ngram 0.76 (£ 0.1656)  0.77 (£ 0.2165) 0.76 (+ 0.1241) “0.0005 Ngram 0.9016 0.1120
2p value.

True positive and false positive rate. The superior performance of
paragraph vector-based models on feature learning for ]S con-
tents is also reflected in the ROC graph and AUC results, as
shown in Figs. 3 and 4, where paragraph vectors based models
achieved high and low rates of true positives and false positives
respectively compared to the other models. Ngram achieved the
least AUC with a section of the curve being on the threshold. The
difference in feature learning and prediction would explain the
difference in performance between paragraph vector models and
the other models. Ngram predicts x; based on Xx;_;—1), ..., Xi—1
which limits its effectiveness in detection of malicious JS contents
as its main focus is prediction of the next word. TF-IDF works on
word level by checking the importance of a word to a document
in a corpus and produces a sparse matrix with zero elements.
In our experiments, TF-IDF had the longest training time. LSA
uses singular value decomposition to reduce matrix row count
hence reducing the training time, but LSA has been shown to
result with hard to interpret dimensions [14,43]. LDA focuses on
word and topic distribution, where each document is assumed
to have a mixture of various topics that use a small set of words
frequently. This approach is however more suited for information
retrieval [15-17]. The use of paragraph and word vectors via
Doc2Vec approach, which represents words as feature vectors
for a sentence, paragraph, or document preserves word order
and produces low dimensionality representations, which are not
computationally expensive. As a result, malicious JS contents
detection using paragraph vectors and AST’s results with a highly
accurate and fast model as shown in Table 3 with an average de-
tection time of 0.0019 (&£ 0.0008) and 0.0012 (% 0.0001) seconds
per JS code for PV-DBoW and PV-DM respectively.

Discussion

As part of our findings in this research, there is a small number
of JS codes identified as false positives and false negatives after

performing feature learning for a plain-JS. The false positives and
negatives cases are largely attributed to obfuscation in some of
the JS codes in the dataset, as shown in Fig. 5, which presents
hard-to-detect JS codes for both benign and malicious JS codes.
However, obfuscation does not necessarily indicate malicious-
ness of a JS code [44-46] as a few benign JS codes are often
obfuscated to preserve privacy and preventing plagiarism and to
fasten code loading by removal of whitespace and comments. On
the other hand, malicious |S codes are obfuscated to hide their
maliciousness and evade detection and therefore use complicated
or combination of obfuscation techniques. Generally, there are
four categories of obfuscation techniques [44,45] used in JS codes,

e Randomization obfuscation by changing or inserting ele-
ments in JS codes.

e Data obfuscation by string splitting and substitution.

e Logistic structure obfuscation by manipulating a JS code
execution path.

e Encoding obfuscation by converting JS codes into ASCII, Uni-
code, hexadecimal, or by encryption.

Doc2Vec maintains the semantics of words and would therefore
accurately detect the first three obfuscation techniques, which do
not affect the original semantics of JS code content. Therefore,
using Doc2Vec and AST features, most of the code details in the JS
codes earlier identified as false positive and false negative cases
are now classified accordingly. However, the proposed method
has some limitations when faced with obfuscation in the dataset,
as shown in Table 4, which shows the performance of paragraph
vector models on the obfuscated ]S dataset. As shown in the
table, our proposed approach can detect obfuscated malicious
JS codes with an error rate of approximately 0.08 and 0.07 in
recall for PV-DBoW and PV-DM, respectively. The detection is
possible because JS codes have syntactic similarities at an abstract
level, and therefore, AST can bypass obfuscation. As future work,
we will improve on this performance to ensure more accurate
detection of obfuscated malicious ]JS codes. For example, (1) by
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Fig. 4. ROC curves and AUC scores representing performance of other models on malicious JS codes detection with respect to false positive and true positive rates.
The dashed diagonal line represents performance threshold as random guessing. The colored curves represent the performance of the specific model for each fold
during cross-validation. Also included is the mean AUC score for the individual models.

Table 4
Precision, Recall and F1-score representing the performance of paragraph vector
models on obfuscated ]S codes.

Model Precision Recall F1-score
PV-DBoW 0.94 (£ 0.1571) 0.92 (£ 0.1159) 0.93 (£ 0.0868)
PV-DM 0.93 (£ 0.1675) 0.93 (£ 0.1016) 0.92 (£ 0.0873)

estimating the maliciousness of obfuscated features based on en-
tropy information of string arrays and/or some known signatures
of toolkits and (2) by using statistics on obfuscated parts such as
a percentage of obfuscated parts in the whole code and/or which
parts (e.g., variables and functions) are obfuscated, and so on. To
do this, we need to identify obfuscated parts accurately, but this
is also a challenging problem at present. Therefore, we left this
remedy as future work.

5. Conclusions

We propose the use of AST-JS for a JS code structure rep-
resentation and feature learning using Doc2Vec in this paper.
Paragraph vector models have previously achieved good results
for the task of malicious JS detection using plain-JS features. One
expectation is that adopting a JS code structure representation us-
ing AST-JS would result in even better performance for the task of
malicious JS code detection and enable detection of the previously
identified hard-to-detect JS codes. We have conducted experi-
ments using plain-JS, compared the performance of paragraph
vector models to LDA, LSA, Ngram, and TF-IDF on the detection
of malicious ]S codes contents and used a bigger JS dataset. We
analyze both the false negative and false positive cases from
the results obtained with a JS code input defined as plain-JS.
To capture more details of a JS code, we use AST-JS features
for code structure representation. AST gives a robust property

against some perturbation in codes. The results of our experi-
ments provide a piece of significant evidence that our proposed
approach provides good results for the task of malicious ]S codes
detection. There is a considerable improvement in performance
compared to our previous work, which learns a plain-JS as input
for Doc2Vec. Besides, our approach eliminates the element of risk
brought about by the previously proposed approaches, where a
JS code content is evaluated at runtime, exposing the production
environment to real-time threats. Also, Doc2Vec automatically
learns the feature vectors hence ruling out the need for manually
constructing and selecting functions, features (sets and subsets)
and rules, which would be a tedious process requiring more
resources to achieve. In addition, feature learning by Doc2Vec has
the advantage of detecting new and variant malicious JS codes
contents as the model has the capability of automatically learning
new vector representations contrary to conventional approaches
which would require more features, rules, and functions to be
defined for effective detection of new malicious JS codes contents
not previously defined.

As future work, by use of Generative Adversarial Network
(GAN), the Doc2Vec feature learning process can incorporate ad-
versarial machine learning for JS samples. This approach would be
used to retrain the model to detect evasion and poisoning attacks
performed against machine learning algorithms and at the same
time, improve the detection rate. The retraining would achieve
even higher accuracy for the task of detection of malicious JS code
content using Doc2Vec for a ]S code content feature learning. For
successful feature learning of malicious |S contents, it is essential
to have a fully representative and adequate benign and malicious
JS codes dataset, further work on the development of such a
dataset is primal.
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Fig. 5. Example of a hard-to-detect JS code by analysis of false positive and
false negative cases in the dataset. These are sample codes for which detection
is ineffective while defining input as a plain-JS. These codes also include
numbers and special characters in addition to JS code words. Input defined as
plain-JS does not adequately capture such ]S code details and code structure
representation.
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