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Masami MOHRI†††††, Senior Member, Yasuhiro TAKANO†, Member, and Masakatu MORII†, Fellow

SUMMARY The Topics over Time (TOT) model allows users to be
aware of changes in certain topics over time. The proposed method inputs
the divided dataset of security blog posts based on a fixed period using an
overlap period to the TOT. The results suggest the extraction of topics that
include malware and attack campaign names that are appropriate for the
multi-labeling of cyber threat intelligence reports.
key words: topic model, cyber threat intelligence, text mining, multi-
labeling, security blog posts

1. Introduction

Security blog posts published by security vendors include
an analysis of threat information and alerts. Security blog
posts are useful because they suggest methods to prevent
and respond to cyberattacks.

However, the number of posts continues to increase day
by day, and their contents change over time. It is not easy
to find security blog posts that contain the desired content
under such circumstances.

Security blog posts are occasionally labeled to aid in
information retrieval, although the criteria for labeling are
not standardized and vary from publisher to publisher. In ad-
dition, some posts do not have labels. In summary, there are
no unified methods to search for desired information from a
wide range of security blog posts.

It is necessary to assign appropriate multi-labels de-
pending on their content to make it easy for security op-
erators to obtain information from the security blog posts,
which are increasing in number every day.

The goal of our study is to assign appropriate labels to
security blog posts. This labeling is intended to allow secu-
rity operators to collect relevant information associated with
the subject of a search. Therefore, it is necessary to assign
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key phrases contained in a document to other documents as
labels. Typical keyword extraction methods [1]–[3] cannot
be used when attempting to achieve this goal because they
extract keywords from the words in a document; thus, it is
impossible to assign keywords that are not included in the
document as labels. Named entity extraction [4], [5] cannot
be used because it extracts key phrases from a document,
whether it is supervised or unsupervised. In addition, when
we extract named entities using supervised machine learn-
ing, labeled training data are required. However, publicly
available trained models do not support security domain-
specific key phrases (e.g., malware and attack campaign
names). Thus, we cannot extract named entities appropri-
ate for the labels.

Topic models are proposed as a statistical modeling
method to obtain information from a large and heteroge-
neous set of documents. In addition to the LDA [6], which
is a representative topic model, keyword extraction models
based on LDA [7] and entity topic models (ETM) [8] have
been developed. The multiple labels that meet the purpose
of our study can be assigned to a document by understand-
ing its topic.

The tendency of certain topics to occur in numerous
document sets, including security blog posts, changes over
time. However, the general topic model may result in un-
clear and suboptimal topics because it does not consider
topic estimation.

The topics over time (TOT) model [9], which is a topic
model that explicitly models time, is proposed to grasp top-
ics in dynamic documents. The topics occurring in each
document can be mapped in a time series using the TOT
model.

The goal of this study is to assign appropriate labels
to security blog posts. Our approach to meet this goal is as
follows. First, we apply the security blog posts to the TOT
model and generate time-sensitive topics. Next, we extract
words with high compositional proportions from the gener-
ated topics and determine appropriate labels to be assigned
to the posts.

However, it is unlikely that key phrases suitable as la-
bels can be extracted when a dataset is entered as a batch
into the above topic model, which includes TOT. Although
multi labeling for security blog posts expects labels to in-
clude malware and attack campaign names, many of these
named entities are not included in the documents. There-
fore, to achieve the goal of this study, the extraction of a
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security domain-specific vocabulary that appears locally is
a problem to be solved.

Another difficulty with this problem is that common
phrases in the security domain remain, even after prepro-
cessing security blog posts with common natural language
processing tools such as NLTK [10] to remove frequent
words and stop words. These common phrases are widely
distributed across the entire document set, whereas malware
names and attack campaign names are distributed locally. It
is therefore necessary to find phrases with a high frequency
of occurrence locally, and not only phrases that are widely
distributed throughout the document set. Partitioning of the
dataset is expected to increase the likelihood that locally fre-
quent phrases will be used in the organization of topics.

When a dataset is partitioned without an overlap pe-
riod, if there is a concentration of important words near the
partitioning points, these words will be divided. If we input
the segmented data into the TOT, there is a possibility that
important words will not be captured, and the topics related
to these words will not be formed. The proposed method
therefore divides the dataset by a fixed period with an over-
lap period and inputs it to TOT. It prevents malware names
and attack campaign names from being buried by common
phrases.

2. Proposed Method: Partition-then-Overlap for La-
beling by TOT

2.1 Topics Over Time (TOT)

Before introducing the TOT model [9], our notations are
summarized in Table 1; the graphical model representation
of the TOT models is shown in Fig. 1. The TOT model is a

Table 1 Symbol description

Fig. 1 TOT graphical model

topic model based on LDA [6]. The TOT model considers
not only the co-occurrence information of words but also
information on the document’s published time in estimating
topics. In other words, TOT prevents confusion with co-
occurrence patterns and the occurrence of ambiguous and
suboptimal topics by mapping the topics in a document to
the time series.

TOT is a generative model of timestamps and words in
timestamped documents. The TOT generative process is as
follows. First, T multinomialsΦz are drawn from a Dirichlet
prior β for each topic z. For each document d, a multinomial
θd is drawn from a Dirichlet prior α. Next, for each word wdi

in document d, a topic zdi is drawn from a multinomial θd, a
word wdi is drawn from a multinomial zdi, and a timestamp
tdi is drawn from Beta ψzdi .

2.2 Partition-then-Overlap TOT

In the set of M documents to be analyzed, we define a
dataset with an ordered time set, T = {t1, t2, . . . , tM}, and
an ordered document set, D = {d1, d2, . . . , dM}, the lists
of which are ordered by their publication dates. Here,
f : T → D is an order-preserving bijection. With the pro-
posed method, we divide the ordered set T , D into N pieces
by specifying a fixed division period and overlap period.

For i = 1, 2, . . . , N, we denote p2i−1, p2i as the dates
at both ends of the partition period. We then denote by
TPi = {tx ∈ T | p2i−1 < tx ≤ p2i} as the set of publica-
tion dates of documents that exist in the partitioning period
(p2i−1, p2i). Here, TPi is a subset of T and is an ordered
set. We denote P = {(p1, p2), (p3, p4), . . . , (22N−1, p2N)} the
set of partition periods. We denote by DPi the set of doc-
uments dx ∈ D corresponding one-to-one to tx ∈ TPi dur-
ing each partitioning period. If p2i+1 < p2i, partitioning
periods (p2i−1, p2i) and (p2i+1, p2i+2) have overlapping dates
during the period (p2i, p2i+1). That is, partitioned datasets
have fixed overlap periods. Figure 2 shows an idea of the
partition-then-overlap method.

We denote the ordered set families of the parti-
tioned time set TPi and partitioned document set DPi as
TP = {TP1 ,TP2 , . . . ,TPN }, and DP = {Dp1 ,DP2 , . . . ,DPN },
respectively.

We preprocess the elements of the ordered set family
DP as

Fig. 2 Idea of the Partition-then-Overlap method
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• Extract compound terms using TermExtract [11]
• Remove stop words
• Remove words with an occurrence rate of above 50%
• Remove words containing numbers, symbols, and quo-

tation marks
• Remove words with less than four appearances

We denote by Wi = {w1,w2, . . . ,wN} the set of words
made up of the remaining words and compound words af-
ter the preprocessing in a single document. We define
the set of partitioned documents after preprocessing DPi as
ΔPi = (W1,W2, . . . ,WN), and then the ordered set family of
ΔPi is ΔP = (ΔP1 ,ΔP2 , . . . ,ΔPN ). Combining the ordered set
families ΔP and TP, we construct the input set family as

({ΔP1 ,TP1 }, {ΔP2 ,TP2 }, . . . , {ΔPN ,TPN }).
The input set families are inputted into TOT by speci-

fying the number of topics γ, the hyperparameters α and β,
and the number of iterations δ. TOT outputs θ, φ, and ψ for
{ΔPi ,TPi }. For an input set family, we obtain the output set
family ({θ1, φ1, ψ1}, {θ2, φ2, ψ2}, . . . , {θN , φN , ψN}).

From the topics obtained for each partitioning period,
we estimate the characteristic topics containing key phrases
that can be labeled. For topic estimation, we extract key-
words with a high probability of belonging to topics using
φi from the set of outputs of a partitioned period, {θi, φi, ψi}.

Defining K as the total number of words in the parti-
tioned word set ΔPi , φi can be expressed as

φi =

⎡
⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎣

h11 h12 · · · h1γ

h21 h22 · · · h2γ
...

...
. . .

...
hK1 hK2 · · · hKγ

⎤
⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎦

(0 < i ≤ N)

The columns of the two-dimensional array φi represent
the multinomial distribution of topics specific to words, and
the rows represent the multinomial distribution of words
specific to a topic. Here, hk j (0 < k ≤ K) represents the
probability that word k belongs to a topic j. For each col-
umn vector of φi, Z words with the highest value of hk j are
extracted as the key phrases representing the topic. Appro-
priate labels were manually selected from the words that
constitute the topics. In our study, we use malware names
and attack campaign names as the leading labels.

3. Applying TOT to Security Blog Posts

The dataset consists of 2386 security blog posts from
January 1, 2017 to December 31, 2019, collected from
the blog pages of eight security vendors
(Netscount, Barracuda, Cisco, Druva, FireEye, Paloalto,
NortonLifeLock, and TrendMicro).

The implementation of the proposed method is based
on Python3 with pandas, numpy, and scipy using a TOT
code [12]. The experimental environment was Ubuntu 18.04
in Intel Core i7-7820X and 64 GB of memory.

The dataset was divided into a division period of 6

months and an overlap period of 3 months. As the initial
setting, the number of topics γ = 8; the Dirichlet prior dis-
tribution hyperparameters α and β are 50/γ and 0.1, respec-
tively; and the iteration number δ = 500. The ordered set
families ΔP and TP defined in Sect. 2.2 were entered into
TOT. Table 1 shows the results.

In Table 2, we extracted the five words with a high pro-
portion of topics for the number of topics specified for each
partitioning period. Malware names and attack campaign
names were underlined, and topics containing the words
were enclosed in a bold frame.

From Table 2, we were able to grasp malware names
and attack campaign names that can be labeled for each
partition period. Malware names such as “wannacry” have
long appeared, and malware names such as “bad rabbit” and
“samsam” appeared only during a single partitioning pe-
riod. We examined the relationship between the labels ob-
tained in our experiments and the malware and attack cam-
paigns that were prevalent at the same time. First, Meltdown
and Spectre are both CPU vulnerabilities, and the article
was published in November 2017 [13]. Since then, secu-
rity updates for Meltdown and Spectre were made by Apple,
Google, Microsoft, and other companies in March of 2018.
The experimental results in Table 1 show that the Meltdown
and Spectre labels appeared during the periods of “October
2017 to March 2018” and “January to June 2018.” In addi-
tion, “mirai” is a malware that emerged around November
2016, and mirai variants have been active since December
2017 [14], [15]. The experimental results in Table 2 show
that the mirai label appeared during the periods of “October
2017 to March 2018,” “January to June 2018” and “April to
September 2018.” As shown in the above examples, the la-
bels that appeared in the experimental results in Table 2 are
thought to capture the malware and attack campaigns that
were prevalent during the same period.

4. Evaluation of Partition-then-Overlap Method

We addressed the comparative results of the proposed
method against the approach (batch method) in which
the original dataset is entered into the TOT [9] and
LDA [6] models in a batch. LDA was implemented using
Gensim [16], an open-source library for unsupervised topic
modeling and natural language processing. In the batch
method, we set the number of topics to 46; the number of
topics was derived using three ratings: KL divergence, pair-
wise cosine distance, and coherence. For hyperparameters
α and β, we used the same values as in the proposed method
applied to TOT and the default values of Gensim in LDA.
The results when entering the datasets into TOT and LDA
in batches are shown in Tables 3 and 4.

We compared the extracted malware names and attack
campaign names from the results of the proposed method
when applying the TOT (with the batch method) and LDA
(with the batch method). Malware names and attack cam-
paign names are useful as labels for security blog posts and
significantly affect the accuracy of the labels. Therefore, we
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Table 2 Result of entering partitioned datasets into TOT (γ = 8, α = 50/γ, and β = 0.1)

used them in our evaluation method.
As indicated in Tables 2, 3, and 4, we extracted 12

malware and attack campaign names when applying the
proposed method, 10 names when applying TOT (with the
batch method), and 6 names when applying LDA (with the
batch method). The proposed method extracted the great-
est number of malware and attack campaign names because
it could extract the names of the malware and attack cam-
paigns that appear locally in the document set. In partic-
ular, “bad rabbit,” “samsam,” “notpetya,” and “meltdown”
are only extracted by the proposed method. Documents con-

taining them were published within a short period of time.
Using the proposed method, we extracted the names that ap-
peared locally in the document set. Thus, we could extract
more key phrases as label candidates than either the TOT
(with the batch method) or LDA (with the batch method)
models. The proposed method is effective in appropriately
labeling security blog posts, which is the objective of our
study.

However, with the batch method, we extracted the
malware and attack campaign names that were not ex-
tracted using the proposed method, i.e., “emotet,” “trick-
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Table 3 Result of entering the dataset into TOT in a batch (γ = 46, α = 50/γ, and β = 0.1)

Table 4 Result of entering the dataset into LDA in a batch (γ = 46, α = 1/γ, and β = 1/γ)
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bot,” and “triton” because the documentation on these mal-
ware names was widely distributed over a five-part pe-
riod (1.5 years). Moreover, unlike the documents on
“wannacry” and “bec,” which are also widely distributed,
there are few documents on these types of malware. There-
fore, the proposed method, which is a partitioning approach
for extracting local key phrases, could not capture “emotet,”
“trickbot,” or “triton.”

5. Conclusions

In this paper, we proposed a method for constructing data
into TOT that allows us to extract distinctive labels from se-
curity blog posts. The key idea is to not enter the datasets
into TOT in batches (using a batch method), but to instead
enter the partitioned dataset into TOT with a fixed period of
overlap. Our proposed method captures malware and attack
campaign names that appear locally and extracts key phrases
that can be more useful labels than when applying the batch
method. In addition, by adding overlaps, we could extract
malware names such as “bad rabbit,” which had been buried
when using the partitioning method. Therefore, we can state
that the partition-then-overlap method is useful for extract-
ing key phrases that can be used as labels. By using the
results of both the batch method and the partition-then-
overlap method, we obtain more appropriate search results.
It is a future task to confirm the usability of a search sys-
tem of the security blog post with these labels through user
experiments.
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