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Abstract

Organizations and individuals widely establish websites and web applications as
an interaction platform for services and information. These technologies have con-
sequently been adopted across various devices and browsers. Therefore, because of
their innumerable advantages and convenience, websites attract millions of visitors.
This massive traffic provides exciting targets for cyber attackers. Most of these web-
sites use JavaScript (JS) to create dynamic content. JS is a dynamic and lightweight
scripting language that adds more functionality and enhances user experience. It
allows a client-side script to interact with the user. However, JS code has been used
to perform attacks. In general, malicious JS codes are not easy to detect because
they sneakily exploit browser and plugin software vulnerabilities and attack website
visitors unknowingly.

Servers and hosting services have different security layers. A minor vulnerability
may be enough for a hacker to take control of a website. For example, Apache
and Microsoft internet information services run a significant percentage of websites.
Both have known vulnerabilities that hackers can exploit. In addition, the dynamic
content in websites using JS can be floodgates to malicious JS-based attacks, for
example, WordPress plugins that contain known vulnerabilities. Also, most websites
are no longer designed from scratch. Developers use content management systems

for publishing web content such as Joomla, WordPress, and Drupal that offer easy-



to-use platforms. There are also popular drag-and-drop website builders such as
Weebly and Wix. Using these website development platforms makes it easy for
anyone without in-depth technical knowledge to create a website. It also means
that the website developers using these platforms overlook security most of the time.
Websites created by developers with in-depth technical knowledge rely on different
tools and packages to create a dynamic experience: Advertisements, animation,
and other parts of a website use third-party systems. The website itself may have
robust protection against malware, but the third-party tools may not. Attackers
also use malicious email campaigns with attached JS files. Users are required to
undergo user awareness training regularly and therefore may not click .exe email
attachments. However, many users may not know what a JS file is and that it
can be harmful. A JS file icon may look like a document, therefore confusing users

unfamiliar with this file type.

The exploitation of vulnerabilities in servers, plugins, and other third-party sys-
tems enables the insertion of malicious codes into websites. These exploits use
methods such as drive-by-downloads, pop-up ads, and phishing attacks on news,
porn, piracy, torrent, or free software websites, among others. Many of the recent
cyber-attacks exploit JS vulnerabilities, in some cases employing obfuscation to hide
their maliciousness and evade detection. JS code obfuscation has advantages such
as proprietary code protection, curbing reverse engineering, performance optimiza-
tion, and code compression. However, JS-based attacks frequently use obfuscation
to camouflage their malicious intentions, preserve the overall code behavior, and
evade detection by security appliances. Therefore, this use makes obfuscation ram-
pant in both benign and malicious JS codes. Obfuscation generates a JS code that
is obscure to the human eyes and undetectable to scanners. This property hinders
comprehension and analysis, significantly affecting the performance of network and
information security tools, such as Intrusion Detection System (IDS) and anti-virus

software.

Attacks using Uniform Resource Locators (URLs) and their JS content to per-
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petrate malicious activities on the Internet are becoming rampant. Methods such
as blacklisting, client honeypots, domain reputation inspection, and heuristic and
signature-based systems are used to detect these malicious activities. Recently, ma-
chine learning approaches have been proposed to perform tasks such as document
retrieval, sentiment analysis, spam filtering, and web search. Machine learning mod-
els learn from training data and classify test and validation data in a very short time
with a high degree of accuracy. Challenges, however, still exist. First, blacklist sys-
tems are easily evaded by new or variant URLs and JS content, obfuscation, fast-flux,
cloaking, and URL shortening. Second, heuristic and signature-based systems do
not generalize well to zero-day attacks. Third, the domain name system (DNS)
gives cybercriminals the flexibility to easily migrate their malicious servers to hide
the Internet Protocol (IP) address behind domain names. Finally, crafting fully rep-
resentative features for model training is a daunting task, even for domain experts.
It is, therefore, primal to develop an accurate detection system for malicious JS to
protect users from web-based attacks, detect JS codes that masquerade as innocuous
scripts, and identify the manner and degree in which each feature contributes to the
prediction. This study, therefore, develops a machine learning approach detection

system for malicious and obfuscated JS and URL JS content.

This dissertation contains five chapters. In Chapter 1, the common JS vulner-
abilities and JS-based attacks are introduced alongside the overview of this disser-
tation. In Chapter 2, Abstract Syntax Tree (AST) for code structure represen-
tation is adopted, and a machine learning approach to conduct feature learning
called Doc2vec for JS-based attacks detection. The AST is obtained from the JS
code using Esprima, ECMAScript parsing infrastructure for multipurpose analysis.
Esprima can be used to perform lexical and syntactic analysis of a JS program.
Doc2vec is a neural network model that can learn context information of texts with
variable length. This model is a well-suited feature learning method for JS codes,
consisting of text content ranging among single line sentences, paragraphs, and full-

length documents. Besides, features learned with Doc2Vec are of low dimensions,
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which ensure faster detections. AST-level manipulation and AST-level merging are
conducted to enhance the feature learning process for Doc2Vec. AST-level manip-
ulation involves randomly changing AST subtree locations, and AST-level merging
involves extracting JS-AST body to create AST combinations. A classifier model
judges the maliciousness of a JS code using the learned features. The performance
of this approach is evaluated using the D3M dataset (Drive-by-Download Data by
Marionette) for malicious JS codes and the JSUNPACK plus Alexa top 100 web-
sites datasets for benign JS codes. The performance of Doc2Vec on plain JS codes
(Plain-JS) and AST form of JS codes (AST-JS) is then compared to other feature
learning methods. The experimental results show that the proposed AST features
and Doc2Vec for feature learning provide better accuracy and fast classification
in malicious JS code detection compared to conventional approaches and can flag

malicious JS codes previously identified as hard-to-detect.

In Chapter 3, Deobfuscation, Unpacking, and Decoding (DUD-preprocessing)
of obfuscated malicious JS for machine learning models detection performance im-
provement is proposed. The existing deobfuscation methods assume that a specific
tool can recover an original JS code entirely. For a multi-layer obfuscation, general
deobfuscation tools such as Dirty Markup, Online JS Code Beautifier, and Dan’s
Tools JS Code Formatter realize a formatted JS code through JS code beautifi-
cation or simplification. This process involves taking an obfuscated code, analyz-
ing it, and making it readable again to uncover its true functionality. However,
some sections remain encoded. For the detection of such codes, this study performs
DUD-preprocessing by function redefinition using a Virtual Machine (VM), a JS
code editor, and a python int_to_str() function to facilitate feature learning by the
FastText model. The learned feature vectors are passed to a classifier model that
judges the maliciousness of a JS code. In performance evaluation, this study uses
Hynek Petrak’s dataset for obfuscated malicious JS codes and SRILAB dataset, and
the Majestic Million service top 10,000 websites for obfuscated benign JS codes. The

performance of the FastText model is compared to the Paragraph Vector models,
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the StarSpace model, the Long Short-Term Memory (LSTM) model, and the Term
Frequency—Inverse Document Frequency (TF-IDF) model on the detection of DUD-
preprocessed obfuscated malicious JS codes. The experimental results show that
the proposed approach enhances feature learning and provides improved accuracy

in the detection of obfuscated malicious JS codes.

In Chapter 4, this study proposes a feature selection and classification approach
for malicious JS content using SHapley Additive exPlanations (SHAP) and tree en-
semble methods. SHAP is a game-theoretic approach that explains any machine
learning model’s output and connects optimal credit allocation with local explana-
tions using the classical Shapley values and their related extensions. The SHAP
values show the extent to which a feature is responsible for a change in the model
output. One of the premises is that the ability to interpret and identify the most im-
pactful features may enable the derivation of other features with additional informa-
tion to improve the detection performance for JS-based attacks. SHAP values may
also provide necessary insights into the distribution of specific benign and malicious
JS features. While other methods learn a set of manually extracted or engineered
features, the SHAP-based approach adopts features that are automatically selected
based on their contributions to the model output. Such features are obtained from
the distribution of continuously evolving malicious JS content, ensuring that the
global and local features that contribute to the model performance are captured.
AST-JS also represents adequate details of a JS code structure without executing
the code. Other studies limit their scope by studying specific malicious URLs and
JS attacks, such as those containing phishing attacks, social engineering, malver-
tisment attacks, and Denial-of-service (DoS) attacks, among others. For this, the
studies use manually engineered features unique to the type of attack they intended
to identify. Such approaches have challenges in that they cannot be generalized to
other attack types. Another premise is that features selected using SHAP values
can overcome such challenges, as the security analyst can easily and quickly identify

which features significantly impact the overall model performance. The JS features



are obtained from the AST-JS, sample JS attack codes, and association rule mining.
The malicious and benign JS datasets obtained from Hynek Petrak and the Majestic
Million Service are used for performance evaluation. The performance of the devel-
oped model is compared to that of other models on the task of malicious JS content
detection. The experimental results show that the proposed approach is a better
prediction model. Using SHAP interaction values, a security analyst can easily and
quickly identify AST-JS feature combinations or interactions that contribute more
toward the model’s detection performance.

Finally, in Chapter 5, this study’s conclusions and future work are discussed: JS
code structure representation and feature learning, obfuscated malicious JS DUD-

preprocessing, and malicious JS content feature selection and classification.
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Chapter 1

Introduction

1.1 Background

Websites and web applications exist widely because of the myriad services and conve-
nience they offer. Adoption of these technologies across various devices and browsers
is consequently inevitable. Likewise, because of their innumerable advantages and
convenience, websites attract millions of visitors. However, even with their practical
applications, the rapid development of these technologies coupled with the avail-
ability of tools and technologies to exploit vulnerabilities in servers, plugins, and
other third-party systems has made them interesting targets for cyber-criminals.
These exploits result in the proliferation of various types of attacks such as drive-by-
downloads, pop-up ads, and phishing attacks common with cyber-criminals. Attack-
ers insert malicious codes into news, porn, piracy, torrent, or free software websites
to perform these attacks for financial gains, social engineering, or extortion [60].
Most websites use JavaScript (JS) to create dynamic content. JS is a dynamic
and lightweight scripting language that adds more functionality and enhances user
experience. It allows a client-side script to interact with the user. However, JS
code has been used to perform attacks. In general, malicious JS codes are not easy
to detect [115] because they sneakily exploit vulnerabilities of browsers, plugins,
and other third-party applications and attack visitors of a website unknowingly.

Therefore, it is important to accurately detect malicious JS codes to protect users



from such attacks proactively. When browsing a website, JS files are downloaded on
the client-side and executed via a browser. There are differences in possible damage
and method for these attacks. However, these attacks generally use JS. For example,
a Cross-site scripting (XSS) vulnerability facilitating a Drive-by-Download attack
when a user opens a Uniform Resource Locator (URL). Malicious JS codes with
various attack types will have the same code properties at an abstract level. These

codes are, therefore, detectable with the proposed method.

Servers and hosting services have different security layers. A minor vulnerabil-
ity may be enough for a hacker to take control of a website. For example, Apache
and Microsoft internet information services run a significant percentage of websites.
Both have known vulnerabilities that hackers can exploit. In addition, the dynamic
content in websites using JS can be floodgates to malicious JS-based attacks, for
example, WordPress plugins that contain known vulnerabilities. Also, most websites
are no longer designed from scratch. Developers use Content Management Systems
(CMS) platforms for publishing web content such as Joomla, WordPress, and Dru-
pal that offer easy-to-use platforms. There are also popular drag-and-drop website
builders such as Weebly and Wix. Using these website development platforms makes
it easy for anyone without in-depth technical knowledge to create a website. It also
means that the website developers using these platforms overlook security most of
the time. Websites created by developers with in-depth technical knowledge rely
on different tools and packages to create a dynamic experience: Advertisements,
animation, and other parts of a website use third-party systems. The website itself
may have robust protection against malware, but the third-party tools may not.
Attackers also use malicious email campaigns with attached JS files. Users are re-
quired to undergo user awareness training regularly and therefore may not click .exe
email attachments. However, many users may not know what a JS file is and that it
can be harmful. A JS file icon may look like a document, therefore confusing users

unfamiliar with this file type.

Malicious JS codes perform, among others, keystroke recording, browser cookies



theft, hacking, website defacement, and Trojan horses [43]. Besides, it is possible to
create a botnet by tricking users into downloading malware by social engineering [21].
Conventional security solutions such as anti-virus and Intrusion Detection Systems
(IDS) employ signature and heuristic-based approaches to detect attacks. Heuristic-
based methods such as file analysis, file emulation, and generic signature detection
[60] use a set of expert decision rules. These can detect previously unknown and
variants of malware. However, these approaches have many shortcomings. First,
knowledge of an emerging attack is essential to update the program for effective
detection, which creates a vulnerability window that attackers can leverage to launch
zero-day and other types of attacks. Second, they suffer from a slow detection rate
due to lengthy analysis and scanning time. Lastly, they are prone to suffer from large
numbers of false negatives, which is a drawback to performance. Other conventional
approaches for detecting malicious JS are the use of pattern matching [18], low
and high interaction client honeypots, and maintenance of a URL blacklist [7, 61].
Recently, many intelligent intrusion detection systems have been proposed, which

mainly focus on anomaly detection.

Recently, application fields of machine learning have been extending enormously,
including applications such as text classification and clustering [66, 85, 83, 24, 14,
118, 135, 27, 52| where a machine learning model carries out tasks such as document
retrieval, sentiment analysis, spam filtering, and web search. Text documents are
used to train a machine learning model, which in turn is used to predict document
classes or categories. A machine learning model learns from data and can accurately
predict a given input after correctly conducting learning. Usually, raw data need
to be transformed into a proper feature representation for inputs to attain high-
performance prediction. One such representation is a fixed-length vector for text
documents. These models have achieved state-of-the-art results for text classification
and clustering tasks on various datasets. As such, since a JS code also contains
textual data, it is envisaged that machine learning models can classify JS-based

attacks. Therefore, in this dissertation, a machine learning approach to malicious



JS content detection based on AST form of JS code (AST-JS) and Paragraph Vectors

is introduced.

Many of the recent cyber-attacks exploit JS vulnerabilities, in some cases em-
ploying obfuscation to hide their maliciousness and evade detection. JS obfuscation
is a transformation aimed at generating a JS code that is obscure to the human eyes
and undetectable to scanners. This property hinders comprehension and analysis
of a JS code, significantly affecting the performance of network and information
security tools. Attackers commonly use obfuscation to circumvent detection and
identification by network and information security tools such as IDS and anti-virus
software. Obfuscation in software and programs, such as JS codes and HyperText
Markup Language (HTML), has advantages such as proprietary code protection,
curbing reverse engineering, performance optimization, and code compression [116,
114]. However, JS-based attacks frequently use obfuscation to camouflage their
malicious intentions, preserve the overall code behavior, and evade detection by se-
curity appliances. Therefore, this use makes obfuscation rampant in both benign
and malicious JS codes. Therefore, it would be wrong to naively render a JS code

as malicious if it contains some form of obfuscation [22, 48, 58|.

The use of data and encoding-based obfuscation techniques can reduce the detec-
tion rate for signature and heuristics-based tools by approximately 40% and 100%,
respectively [137]. Other languages, such as HTML, have a finite number of methods
of obfuscation [48, 72| for example, an HTML element obfuscation by transforming
an i frame to perform evasion attacks. On the other hand, JS code is dynamic.
Hence, it is resilient to a variety of obfuscation techniques that are widely used in
JS codes, such as variable and function names randomization, string splitting and
concatenation, keyword substitution, dead code insertion, packing, and encoding,
such as Base64 (97, 117]. It is also possible to implement customized encoding to
obfuscate a JS code [137] where a special function is inserted and used to decode
the JS code at runtime. Listing 1.1 is the encoding function where each character’s

Unicode is increased by one. Listing 1.2 is the resultant obfuscated JS code which
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is decoded before execution [137]. The function "document.write(’'Hello world!”)"

in the encoding function is encoded into "epdvnfou/xsjuf)(Ifmmp!xpsme(*"; in the

resultant obfuscated JS code.

function encode(mystring)
{

var c="";

var i =0;

for(var i=0;i
<mystring.length;i++){

c =c +
String.fromCharCode (mystring.charCode
At (i) +1);

}

return c

3

var C =

encode ("document .write(’Hello world!’)");

document .write (c) ;

Listing 1.1: The encoding function.

function decode (c)

{

var mystring="";

var i =0;

for(var i=0;i <c.length;i++){

mystring = mystring +
String.fromCharCode (c.charCodeAt (i) -1);
}

return mystring;

}
var ¢ ="epdvnfou/xsjuf) (Ifmmp! xpsme (*";
var mystring = decode(c);



15 eval (decode(c));

Listing 1.2: The obfuscated JS code.

Therefore, it is vital to accurately detect malicious JS codes that use obfuscation
to masquerade as innocuous scripts. There exist several methods to analyze such
obfuscated JS codes. These approaches perform either static or dynamic analysis of
obfuscated JS codes. Some of the JS code deobfuscation approaches assume that it
is possible to entirely recover an original JS code using a specific deobfuscation tool.
Such a strategy to analyze obfuscated malicious JS codes is applied using general
deobfuscation tools such as Dirty Markup [28|, Online JS Code Beautifier [69], and
Dan’s Tools JS Code Formatter [26]. Applying the deobfuscation tools helps realize
a readable and pretty JS code that is easier to edit and analyze. However, as part
of the findings of this study, there still exists some sections of a JS code that proves
hard to deobfuscate, for example, a JS code with multiple layers of obfuscation.

In Chapter 2, feature learning for regular JS code is conducted using Plain JS
codes (plain-JS) features, Abstract Syntax Tree (AST) features, and Paragraph Vec-
tors. AST-JS gives a robust property against some perturbation in JS codes. Using
AST-JS, detection of obfuscated JS code with obfuscation techniques that do not
affect the original semantics of JS code content would be possible. However, it is not
appropriate to represent a JS code that contains packing and or encoding obfusca-
tion techniques that convert JS code content into ASCII, Unicode, hexadecimal, and
encrypted values. Only about 50% of the obfuscated JS code preserves its original
semantics [119]. Therefore, another of this dissertation’s novelty is the development
of a system for Deobfuscation, Unpacking, and Decoding (DUD-preprocessing) of
obfuscated malicious JS code.

By using obfuscation, cyber-criminals are finding web-based platforms to be
perfect tools for launching their attacks. Attackers compromise URLs and their
JS content to perform malicious activities on the Internet. Such activities include
phishing, URL redirection, spamming, social engineering, botnets, and drive-by-

download exploits [80, 11, 10]. The attacks are delivered through emails, malware
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advertisements, texts, pop-ups, malicious scripts, and search results. The domain
name system (DNS) [80, 11, 10, 37, 82| provides cyber-criminals the flexibility to
easily migrate their malicious servers as they hide the IP address behind domain
names [11, 10]. Securing websites is vital for maintaining confidentiality, integrity,

and availability.

Methods such as maintaining a blacklist [71], client honeypots, domain reputa-
tion inspection [37], and domain and web metrics analysis [82, 126, 6, 90| can detect
malicious URLs and their JS content [37, 113, 34]. However, new URLs are regis-
tered every day, and a blacklist can be evaded through URL obfuscation, fast flux,

cloaking, and URL shortening.

Recently, machine learning approaches that employ feature extraction and repre-
sentation learning for malicious URLs and JS content detection have been proposed
[11, 10, 78, 76, 77|. Machine learning algorithms learn a prediction function based on
features such as lexical, host-based, URL lifetime, and content-based features that
include HTML and JS. A classifier is then used to predict whether given content is
malicious or benign using a test dataset. Models such as these can be generalized to
new data, unlike the blacklist approach. However, there are challenges in crafting
fully representative features for model training. Therefore, in addition to the de-
veloped system for detecting malicious and obfuscated JS using fixed-length vectors
and AST-JS [94, 92, 91], a system for detection of malicious JS content through

feature selection is also developed in this study.

This chapter is organized as follows, in Section 1.2, a brief explanation of JS
attacks and vulnerabilities is given. Previous studies on approaches that use machine
learning to detect malicious and obfuscated JS codes and methods and techniques
for URL and JS content detection are discussed in Section 1.3. The general overview
of the proposed methods in Chapters 2, 3, and 4 are discussed in Section 1.4, Section
1.5, and Section 1.6, respectively. Section 1.7 presents the evaluation methods used
in this dissertation. Finally, the thesis outlines and objectives are highlighted in

Section 1.8.



1.2 JavaScript Attacks and Vulnerabilities

JS is a popular scripting language used extensively to build everything across the
web from backend servers to interactive front-facing web applications, which make
up 95% of the web [130]. JS is used to implement complex and advanced features
on web pages, CMS platforms, and other major applications. It is used as a client-
side programming language by 97.2% [130] of all the websites to build dynamic web
applications. It is a ubiquitous technology that allows a client-side script to interact
with a user and makes websites dynamic and interactive [89], leading to less server-
client interaction, immediate feedback, and rich interfaces. It is a robust scripting
language executed by the browser.

Despite its various advantages, JS has been used to perform web-based attacks
as it presents new and unique vulnerabilities exploited by attackers to gain access
or compromise systems. Among other methods, attackers typically inject malicious
code into a legitimate website, tricking a browser into executing malware whenever
the website is loaded. Attackers can easily modify the functionality of a web page
using malicious JS injections. Another attack method is the use of a redirection
attack. JS can be used to redirect visitors to third-party websites, stealthily install
malware using drive-by-downloads, display unwanted advertisements, or mine cryp-
tocurrencies. Another attack type is form jacking or web skimming attack, where an
attacker injects malicious code into a website and extracts user data. An example
of form jacking or web skimming attack is the Magecart attack [112], also called
supply chain attack, that steals payment card information. Some of these JS-based

attacks are explained in details here:

e Drive-by-Download attacks refer to automatically downloading malware on a
computer stealthily, without the user’s awareness. Malware downloads and
automatically installs itself. Infected websites may contain an exploit kit. An
exploit kit is a toolkit used to attack vulnerabilities and distribute malware
on compromised websites. If any weakness occurs, malware is downloaded

to exploit the vulnerability without the user’s intention. Listing 1.3 shows
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a JS code used to conduct a drive-by-download attack against the Internet
Explorer browser [49]. Line 1 shows the use of fingerprinting to attack the
Microsoft Internet Explorer browser. Lines 5-7 shows evasion attacks to by-
pass emulation-based security controls. In line 6, an evasion attack attempts
to load a non-existent ActiveX Object named UMO0QS4dD. Loading of the
ActiveX Object fails when executed within a regular browser. Failing triggers
the execution of the exploitation code in the catch block shown in lines 7-14.
However, an emulation-based detection system must emulate the ActiveX Ap-
plication Programming Interface (API). Emulation is done by simulating the
loading and presence of any ActiveX Object. Loading of the ActiveX Object
will not raise this exception. Consequently, the attack will not be successful
as the exploit will not be executed. If the fingerprinting or evasion stage fails,

the user is redirected to another page, as shown in line 16.

If ((navigator.appName.index0f ("MicrosoftInte" + "rnetExplorer"
) == 1) && (navigator.userAgent.indexOf ("Windows N" + "T
5.1") == 1) && (navigator.userAgent.index0f ("MSI" + "E8.0")

== 1)){

att = btt + 1;

}

if (att == 0) {

try {

new ActiveX0Object ("UMOQS4dD") ;

} catch (e) A

var t1lMoOul8 = ’\x25’ + ’u9’ + ’\x30’ + ’\x39’ + YYGR16;
t1MoOul8 += t1MoOulS8;

var CBmH8 = "%u";

var vBYGO = unescape;
var EuhV2 = "BODY";

}

}
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setTimeout ("redir ()", 3000) ;

Listing 1.3: The obfuscated JS code.

Cross-site scripting (XSS) attack is common in web applications without
proper user input validation and sanitization, for example, form data and
comments. It allows the injection of malicious scripts into a website. Insertion
of malicious links into a legitimate website is one of the ways for the attack per-
petration. Stealing user-sensitive information such as passwords, cookies, and
account details is common when a user visits such a website. Some JS-based
attacks inject scripts targeting authenticated website administrators. When
executed in the context and with the permission of such privileged users, the
malicious script can stealthily create new rogue admin users or loosen website

security settings enabling other attacks.

Cross-Site Request Forgery (XSRF) attack is where a user authenticated to a
web application is tricked into performing unwarranted actions. This malicious
JS code can exploit cookies, browsers, and security permissions to perform

actions on another website.

Heap spraying attacks constitute writing of a sequence of bytes at a predeter-
mined process memory location which is then exploited to execute arbitrary

malicious code.

Hidden iframes load JS malware from compromised websites, resulting in

stealthily loading of exploits.

Malvertising or malicious advertising takes advantage of advertisements’ per-
vasive and rife nature, which are billions on the Internet. Most of these do not
adhere to ethical standards and are illegitimate. For example, Google took

down close to two billion advertisements that violated its policies in 2016.

Structured Query Language (SQL) injection attack consists of inserting a SQL

query via the input data from the client to the application. A successful
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SQL injection can read sensitive data from the database, perform tasks such
as insert, update or delete that modifies a database data, perform privilege
operations such shutdown of a database, issuing commands to the operating
system, and file recovery operations. SQL injection attacks are a type of
injection attack in which SQL commands are injected into data-plane input

to facilitate the execution of predefined SQL commands.

1.3 JavaScript Attacks Trends

According to ENISA [30], there were a 52% increase in the number of web-based and
web application attacks in 2019 compared to 2018, as shown in Fig. 1.1. Accenture
2019 survey [1] found a 67% increase in security breaches over the last five years with
a +13% increase in web-based attacks between 2017 and 2018. Web-based attacks
comprise the highest increase according to this survey compared to malware (+11%),
Denial of Service (4+10%), phishing and social engineering (+8%), malicious code
(+9%), stolen devices (+12%), and botnets (+12%). SonicWall [121] and Akamai
[2] suggest that XSS, SQLi, directory traversal, broken authentication, and session
management are among the top attack vectors used in Web application attacks [30]
as shown in Fig. 1.2. The following are the top cyber-attack trends facing websites

and web applications:
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Figure 1.1: Web-based attack trends.
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Figure 1.2: Web-based attack vectors.

e JS injection, which includes attacks such as XSS and SQL injection. XSS
is one of the common JS injection attacks. 77% of websites are vulnerable
to XSS attacks [122]. This vulnerability leads to the widespread use of XSS

by attackers to infiltrate organizations. SQL injection is another type of JS
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injection attack. 42% of websites are vulnerable to XSS attacks [29].

Digital skimming or form jacking involves using digital Payment Card Skim-
ming (DPCS) or form jacking for code injection to steal data. For example,
attackers infiltrate credit card information and other user details by inject-
ing malicious JS code into payment forms on checkout pages of eCommerce

websites.

Payment Card Industry (PCI) compliance prevents customers from storing
their three-digit credit card security numbers on a website’s servers. Therefore,
attackers focus on the client-side of the website to capture user details as they
are entered in real-time. Form jacking made up 71% of web breaches [31] in

2019. The persistence of attacks such as Magecart aggravates these attacks.

Third-party vulnerabilities are pervasive. The average retail website uses be-
tween 40-60 third-party plugins and technologies [50] for personalization, tag
management, advertisement, and customer reviews. Attackers exploit third-
party plugins to gain access to customers’ personally identifiable information
(PII) or payment data from a website. Additionally, 61% percent of companies
have experienced a data breach caused by one of their vendors or third parties
[16, 100], such as WordPress vulnerabilities. WordPress is used by over 40% of
all websites. 98% of WordPress vulnerabilities are due to plugins [100]. Despite
fewer new plugins in the ecosystem, WordPress vulnerabilities have increased
with a 30% increase from 2017 to 2018 [100|. The most prevalent vulnerability

types in WordPress plugins are Cross-site Scripting and SQL Injection.

Magecart, a notorious attacker group, is synonymous with digital skimming
and exploiting third-party vulnerabilities to steal payment data from websites
[112]. A series of high-profile web inject attacks hitting the headlines were
conducted by the Magecart group in 2019. An estimated 20,000 online stores
have been breached by the group, such as Macy’s and gun manufacturer and

Smith & Wesson in 2019. In addition, the Magecart group is evolving its
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attack methods to avoid detection by conducting evasion attacks by swapping

out skimming domains on compromised websites.

e Ad injections attacks inject adware on the client-side. Therefore, the website
owner often does not know that users are being presented with unsolicited ads
while accessing the website. This attack is typical on most websites. While
this attack is annoying to users, it can lead to brand damage, loss of customer
loyalty, and revenues to the website owner. Additionally, the attack employs

other attack methods such as redirection attacks.

1.4 Previous Studies: Machine learning approaches
to detect malicious, obfuscated, and URL JS

content

1.4.1 Malicious JS codes detection

Cyber-attacks that employ malicious JS codes are ever-increasing, and conven-
tional security approaches such as signature, heuristic-based approaches, and pattern
matching [18] have shortcomings in terms of zero-day attacks, leading to many false
negatives coupled with slow detections. It is therefore important to accurately and
timely detect these codes to curb this trend. Several other approaches for detecting
malicious JS, such as using low and high interaction client honeypots and mainte-
nance of a URL blacklist |7, 61] exist. However, these are prone to suffer from the
risk of infiltration, which is a shortcoming for honeypot implementations, and new
URLSs easily circumvent the blacklist.

Approaches that use machine learning to detect malicious JS codes have been
proposed, such as monitoring the execution of a JS code at run time using a se-
quence of events to obtain vectors for classification [115]. Another approach is to
learn and detect malicious patterns in the structure and behavior of a JS code [62].

In another example, [133] has proposed a static detection approach to extract and
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analyze JS features, where the assumption is that the number of some special func-
tions is limited in benign cases and vice versa. Finally, [134] has also proposed
the use of features extracted from a JS code using a three-layer Stacked denoising
Autoencoders (SdA), which is a typical neural network and pattern classification.
They classify binary features obtained from a JS code. However, compared to other
models such as ADTree and RBF Support Vector Machine (SVM), SAA had the
second-best false positive rate. Besides, they use sparse random projection for di-
mensionality reduction resulting in 480 features, which leads to a long training time

compared to other methods.

Another approach is to use a wrapper method and a classifier for feature clus-
tering |60] which generates a feature subset through feature selection. However, the
technique employs a limited set of features, and the wrapper method is prone to
suffer from overfitting and long processing time. Misuse (signature-based detection)
and anomaly detection to detect malicious websites by integrating both supervised
and unsupervised learning have also been proposed [141]. The assumption is that
the misuse detection method can identify well-known attack types, but it cannot
detect new ones. They use this method to detect malicious websites using the C4.5
decision tree algorithm. They then use anomaly detection to counter the weakness
of the misuse detection method. Finally, they use SVM to identify anomalies in
the websites determined as benign by the misuse detection method. This approach
achieved a high detection rate. However, it is also prone to suffer from a high false-
negative rate. [132| combines dynamic and static analysis to automatically classify a
malicious JS and achieve both scalability and a high true positive rate. They employ
pattern analysis and build a malicious JS attack model using only JS function calls
and textual content. [139] infer behavior model or typical behavior of malicious JS
by active automata learning using Deterministic Finite Automaton (DFA). To iden-
tify the malicious traces of the same attack types, they use a JS replay mechanism

to analyze data dependency and defense rules.

These conventional approaches have achieved a certain degree of accuracy in
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the detection of malicious JS content to some extent. However, they have sev-
eral limitations; these approaches identify specific attack types using constructed
feature sets, subsets, and functions such as navigator.user Agent.toLowerCase(),
unescape(), eval(), setTimeout(), etc. for detection of malicious JS content. These
would only go as far as the predefined features. Any variant beyond the defined set
of features could result in a false negative. These limitations explain why most of
these methods are prone to suffer from a high false-negative rate. Another drawback
to these conventional approaches is that they generate high-dimensional represen-
tations, translating to a slow detection rate. These approaches are also known to
lose the order of words in the resulting representations. Use of Doc2Vec for plain-JS
feature learning has previously been proposed [95]. This approach automatically
learns fixed-length vector representation for a variable length of plain-JS content
with better accuracy and fast detection rate compared to other feature learning
methods. However, when performing feature learning for a JS code that contains
elements other than JS code words, such as an obfuscated JS code, the model is
prone to suffer from false-positive and false-negative cases because an obfuscated JS
content does not accurately represent a JS code structure. Even though these mis-
classified JS cases are a few in paragraph vector models compared to other models,
there is a need to improve further the performance for better detection of malicious
JS codes. We, therefore, use AST-JS for code structure representation and Doc2Vec
for feature learning of AST-JS. This approach is expected to provide even better

accuracy as AST-JS gives a robust property against some perturbation in codes.

1.4.2 Obfuscated malicious JS codes detection

There exist several approaches for the detection of obfuscated malicious JS codes.
The most basic and widely used approach is the use of JS code beautifier tools and
formatters, such as DirtyMarkup JS code beautifier [28|, Online JS code beautifier
[69] and Dan’s Tools JS code viewer, beautifier, and formatter [26] among others.

These tools make an obfuscated JS code look pretty, readable, editable, and analyz-
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able. The tools are intended to reverse the effects of obfuscation for JS code analysis.
However, these JS code deobfuscation tools are no match to an obfuscated JS code
with multiple layers of obfuscation as some sections of the code remain obfuscated

even after a JS code deobfuscation and formatting.

Other studies attempt to perform JS code deobfuscation for the discovery of the
original and malicious JS codes by converting the obfuscated JS codes to regular
ones for analysis |72, 140, 40|. In other approaches, a set of heuristics is created by
analyzing specific obfuscator features. However, the heuristics-based approach needs
security personnel intervention during code analysis, and it is limited to specific
obfuscator tools [119, 123]. Other methods use a set of features such as JS code
functions known to be prevalent in obfuscated malicious JS codes such as eval(),
unescape() and document.write(). These syntactic-based features are prone to a
high false positive rate [22, 48, 58]. Recently, approaches that use machine learning
and deep learning to detect obfuscated JS codes are also increasing [119, 40, 123,

32, 99].

Skolka et al. [119] analyze the extent of application of minification and obfus-
cation in the web with an emphasis on understanding the most popular tools used
for code transformation. The study point towards the development of targeted de-
fense techniques that focus on particular obfuscation tools. They use a Tree-based
Convolutional Neural Network to classify AST for three classification tasks, namely,
TRANS, which determines whether a given piece of JS code has been minified or
obfuscated using a tool, OBFUS, which checks for the presence of obfuscation, and
TOOL-X, which determines the specific tool used to obfuscate a JS code. They,
however, do not evaluate obfuscation methods applied in benign, and those in ma-
licious JS code and study of specific obfuscation tools could lead to biased features

that cannot be easily generalized to other datasets.

Some deobfuscation techniques have been developed to conduct reverse engineer-
ing of an obfuscated JS code. For example, [140| developed a generic deobfuscation

method to extract a simplified code. The paper combined a dynamic analysis with
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concolic (Symbolic) executions to collect JS code traces. These traces are simpli-
fied to reconstruct a control-flow graph (CFG) and data-flow of the target program
using taint propagation. Obfuscation adds unnecessary transformation instructions
and constructs. These details are discarded, and only the parts essential for func-
tionality are maintained. Some automatic attacks are often specific to particular
implementations of obfuscation transformations or individual attacker goals, such
as CFG simplification. Some JS code analysis technique requires execution traces
that cover all the code of the program being analyzed. This process ensures that the
CFG is complete with no missing statements, basic blocks, or arcs [42]. However,
the proposed system [140] only emphasizes the simplification of JS code execution
traces without performing code coverage. This paper does not make any assump-
tions about the obfuscation technique. Moreover, a dynamic unpacker needs to

unpack the code in memory at runtime to obtain the unpacked code.

Lu et al. |72] proposed a semantics-based approach for automatic deobfuscation
of a JS code using dynamic analysis. They collect bytecode execution traces from
the target program and use dynamic slicing and semantics-preserving code transfor-
mations to simplify the trace automatically, then reconstruct deobfuscated JS code
from the simplified trace. The resulting code becomes observationally equivalent
to the original program for the execution path considered. Thus, obfuscations are
simplified away, which exposes the core logic of the computation it performs. This
method achieves an excellent detection performance. However, the deobfuscation
and simplification methods do not identify a JS code maliciousness, as they are

designed to detect code-unfolding and string-based obfuscations.

Attackers use JS code functions, such as eval(), unescape() and escape(), to
obfuscate malicious JS codes. These functions can be easily detected using signature-
based tools. Hence the functions are mostly hidden. Gorji et al. [40] use internal
function debugging and map the behavior of a webpage to a sequence of internal
function calls, generating a behavioral signature for each JS code malware family. To

identify these hidden functions, they intercept the suspicious function invocations,
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which can be triggered at runtime using a browser. They use reverse engineering
to identify internal function calls. However, obfuscation tools can result in a JS
code with behavioral characteristics that are different from the original JS code
[119]. Also, they select a limited set of 15 internal function calls of jscript.dil
and mshtml.dll from jscript and mshtml libraries, which they assume are fully

representative of the JS code malware family.

Multiple classifiers have been proposed to detect obfuscation and evaluate the
feasibility and accuracy of distinguishing between different classes of a JS code.
Tellenbach et al. [123] collect a data set of obfuscated and non-obfuscated JS codes
and selects and extract a set of 45 features from the data set. The features used
include frequency of specific keywords, number of lines, characters per line, number
of functions, and entropy, among others. This paper assumes that there are a few
JS codes that are both benign and obfuscated, and hence, they mainly focus on
classifying obfuscated and non-obfuscated JS codes. They also fail to detect JS
codes obfuscated with tools not present in the training set, and detection precision

depends on the manually specified limited set of features.

For detection of obfuscated malicious JS code instances, [32| leverages the use of
syntactic units using n-grams features from an AST traversal and a random forest
classifier. They use specific constructs for accurate detection distinguishing obfus-
cation from maliciousness. However, they grouped units with the same abstract
syntactic meaning, such as FunctionDeclaration and Variable Declaration as Dec-
laration node, and ForStatement and W hileStatement as a Statement node losing
context information. They also use specific features, namely extracted syntactic
units, which translates to limited learning components. In contrast, this study uses
all JS AST information so that the FastText model can learn the most detailed

features.

Algorithms such as j48 decision tree, Naive Bayes, Logistic Regression, and linear
SVM have been proposed [99] to develop a machine-learning-based approach to

detect obfuscated malicious JS code. The approach dynamically executes the trace of
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a JS code and extracts none-ordered and non-consecutive sequence pattern features.
In addition, a semantics-based deobfuscation technique [72] is adopted to simplify
the trace using deobfuscation slicing. However, this approach assumes that the
deobfuscated trace will be useful for feature extraction that represents the internal
characteristics of a malicious JS code. Also, obfuscation tools have been shown to

result in structurally different codes from the original ones.

These existing approaches adopt either a static or dynamic approach to deob-
fuscation and detection of obfuscated malicious JS codes. The main issue in static
analysis is coping with obfuscation, specifically packing and encoding obfuscation.
Static techniques have also0 been employed to assess if a malicious JS code is similar
to a previously seen variant without actually performing the costly task of unpack-
ing and decoding. However, with attacks such as zero-day JS code malware using
obfuscation, a static analysis technique generates many false positives. Dynamic
analysis techniques have been shown to suffer from limited code coverage and the
complexity of the JS code runtime environment [49|. Limited code coverage results
from cloaking, a technique employed by attackers to fingerprint the victim’s web
browser. The malicious content can only be visible if certain conditions are met,
such as using a specific browser version and a vulnerable plugin. The complexity of
the JS code runtime environment results because JS code is in various applications
utilizing the functionalities of plugin extensions they support. A dynamic analysis
set-up will mainly include known browsers and plugins, ignoring less popular plugins

and their vulnerabilities.

Most of the JS code dynamic analysis techniques use unfolded code context logs
and assume that the original code can be retrieved from the deobfuscated one. JS
code event callback feature, such as a mouse click event, also makes it challenging for
dynamic analysis to trigger a JS code automatically. For example, the deobfuscator
by [72] is a fully dynamic solution. However, the JS code obfuscated part requires
localization as preprocessing the unfold loops during the abstraction stage. Some

of these JS code deobfuscation and detection approaches assume that the transfor-
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mation applied to a JS code preserves the overall semantics of the code. Benign JS
codes may apply simple obfuscation techniques such as string splitting. However,
in the case of malicious JS codes, attackers apply sophisticated obfuscation tech-
niques such as packing and encoding in an attempt to perform evasion attacks. In
some instances, a single code contains different obfuscation techniques, for example,
double packing or packing coupled with encoding. These multi-layered obfuscation
techniques dramatically affect the structure of the resultant JS code. In such a case,
the resultant AST-JS would not accurately capture the structure of the original JS
code. Therefore, to improve the detection performance of a machine learning model,
this study proposes combining the DUD-preprocessing approach to enhance feature

learning.

1.4.3 URL and URL JS content detection

Researchers have put forward many prevention techniques to keep up with the in-
crease in attacks and new attack methods utilizing URL and JS content. Blacklists
are repositories of known malicious URLs and have long been employed to detect
malicious URLs and JS content. Heuristic and signature-based systems search for
signs of standard attack patterns. The weakness of these approaches is that new or
variant URLs and their JS and zero-day attacks can easily evade detection. Further,
obfuscation is a method widely used by cyber-criminals to perpetrate attacks and
evade detection.

Some studies |78, 76, 77| have proposed embedding the bag-of-words model in a
URL or features of a URL and its JS content. For example, Ma et al. [78, 76, 77|
proposed an approach to analyzing a URL to predict the maliciousness of websites
using an online confidence-weighted (CW) algorithm for lexical feature learning.
Individual feature vectors were manually engineered. Ma et al. [78] acknowledged
that other potentially useful sources of information for features could improve clas-
sification accuracy. However, they do not examine a web page’s actual content,

citing reasons such as user safety, model operation costs, classifier applicability to
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the URL context, and reliability in obtaining a malicious webpage version. They
also use bag-of-words features and therefore do not preserve token order. Conversely,
the proposed approach uses JS content features. Since AST-JS is resistant against
perturbation in JS content, it makes the model developed applicable for various JS

contexts and content.

Other systems [11, 10, 82, 8, 96] have been proposed that use constructed features
or feature engineering. For example, Bilge et al.’s [11, 10] EXPOSURE conducted
a passive DNS analysis to identify malicious domains. It is a dynamic reputation
system based on passive recursive DNS (RDNS) monitoring. They extracted 15
behavioral features to train the J48 decision tree classifier. Their study assumed that
large volumes of DNS data requests should exhibit sufficient behavioral differences
to distinguish between benign and malicious domains. In another study, a system
to detect malicious domains using DNS records and domain name features was
proposed by Al Messabi et al. [82] using the J48, a C4.5 decision tree. This approach
studied prior DNS activities for each domain and the relationship between defective
and legitimate domains’ physical behavior [8], combining several existing DNS-based
and domain name-based features from previous work [11, 10, 96]. They assumed that
eight unique behavioral features could accurately identify malicious websites and
proactively detect an attack. However, feature engineering is a daunting task, even
for domain experts. This study performed automatic feature selection to address

these challenges.

Kuyama et al. [65, 64] sought to detect targeted attacks by monitoring the
communication between the command and control (C&C) server and the comput-
ers in the Local Area Network (LAN). Their proposed method identified new C&C
servers using supervised machine learning and extracts the WHOIS feature points,
DNS information, and search site. The malicious domains were detected using a
neural network and an SVM separately for performance comparison. Since manual
feature selection is a tedious task, even for domain experts, this study proposes an

autonomous feature-selection method using SHapley Additive exPlanations (SHAP)
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values and tree ensemble methods. Other studies have attempted to detect specific
URL attack types such as phishing [79, 33, 88, 142, 9, 51|, malicious advertisements,
and click fraud [80, 35, 68, 98, 136, 59, 3]. These approaches are suited for specific
attack types and, therefore, do not generalize well to other attacks. Masri et al.
[80] proposed a system for the automatic classification and detection of malicious
advertisements. They used VirusTotal [129], URLVoid [128], and TrendMicro [127].
Their study relied heavily on other tools that employ signatures and blacklist ser-
vices. Therefore, it was prone to problems inherent to signature- and blacklist-based
systems [37].

In this study, an automatic feature selection method for malicious JS content
using SHAP values is proposed. A more thorough analysis of JS content-based
features may help detect threats [113, 17|. These features provide rich information
for the feature learning process compared to URL-based ones, as much information
is extracted from a page. However, safety concerns may arise if the JS content
is executed. In this study, AST-JS is used for the code structure representation.
Further, AST-JS enables the capturing of more details regarding a web page. The
assumption is that more information would lead to a better prediction model. It is
assumed that a correlation between various web-based attack features exists, and a

machine learning model can identify these relationships with minimal effort.

1.5 Detection of JavaScript-based Attacks

In Chapter 2, the use of AST-JS as a code structure representation, a feature learning
approach to malicious JS content using Doc2Vec, and a classifier for AST-JS features
classification is introduced. AST-JS is obtained from the JS code using Esprima,
ECMAScript parsing infrastructure for multipurpose analysis. Esprima can be used
to perform lexical and syntactic analysis of a JS program. Doc2vec is a neural
network model that can learn context information of texts with variable length.
This model is a well-suited feature learning method for JS codes, consisting of text

content ranging from single line sentences, paragraphs, and full-length documents.
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Besides, features learned with Doc2Vec are of low dimensions, which ensure faster
detections. Two types of AST-JS manipulations are performed To enhance feature
learning for Doc2Vec: AST-level merging and AST-subtree realignment. AST-level
manipulation involves randomly changing AST subtree locations, and AST-level
merging involves extracting JS-AST body to create AST combinations.

The developed approach automatically learns feature vectors compared to other
previous methods, which employ manually crafted feature sets and subsets. A classi-
fier model judges the maliciousness of a JS code using the learned features. The per-
formance of this approach is evaluated using the D3M dataset (Drive-by-Download
Data by Marionette) for malicious JS codes and the JSUNPACK plus Alexa top
100 websites datasets for benign JS codes. The performance of Doc2Vec on plain-
JS and AST-JS is compared to other feature learning methods. The experimental
results show that the proposed AST features and Doc2Vec for feature learning pro-
vide better accuracy and fast classification in malicious JS code detection compared
to conventional approaches and can flag malicious JS codes previously identified as

hard-to-detect.

1.6 Deobfuscation, Unpacking, and Decoding of

Obfuscated Malicious JavaScript

In Chapter 3, a model for DUD-preprocessing of obfuscated malicious JS codes is
introduced. The existing deobfuscation methods assume that a specific tool can
recover an original JS code entirely. For a multi-layer obfuscation, general deobfus-
cation tools such as Dirty Markup, Online JS Code Beautifier, and Dan’s Tools JS
Code Formatter realize a formatted JS code through JS code beautification or simpli-
fication. This process involves taking an obfuscated code, analyzing it, and making
it readable again to uncover its true functionality. However, some sections remain
encoded. For the detection of such codes, this study performs DUD-preprocessing

by function redefinition using a Virtual Machine (VM), a JS code editor, and a
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python int_to str() function to facilitate feature learning by the FastText model.
Obfuscated, packed, and encoded malicious JS codes are deobfuscated, unpacked,
and decoded, respectively. The FastText model, a machine learning model, performs
feature learning for DUD-preprocessed JS codes. The learned feature vectors are
passed to a classifier model that judges the maliciousness of an obfuscated JS code.

In performance evaluation, Hynek Petrak’s dataset is used for obfuscated ma-
licious JS codes, and the SRILAB dataset and the Majestic Million service top
10,000 websites for obfuscated benign JS codes. The performance of the FastText
model is compared to the Paragraph Vector models, the StarSpace model, the Long
Short-Term Memory (LSTM) model, and the Term Frequency-Inverse Document
Frequency (TF-IDF) model on the detection of DUD-preprocessed obfuscated ma-
licious JS codes. Experimental results show that the proposed approach enhances
feature learning and provides improved accuracy in the detection of obfuscated mali-
cious JS codes. The model improves detection performance on obfuscated malicious
JS codes, precisely packed and encoded JS code, including the ones which contain
multi-layer obfuscation. In addition, the model automatically learns feature vectors
compared to other previous methods that learn a set of manually extracted features.

Besides, features learned are of low dimensions, hence ensuring faster detection.

1.7 Web-based Attack Detection by Feature Selec-
tion

In Chapter 4, a feature selection and classification approach for malicious JS content
detection using SHAP and tree ensemble methods is proposed. SHAP is a game-
theoretic approach that explains any machine learning model’s output and connects
optimal credit allocation with local explanations using the classical Shapley values
and their related extensions. The SHAP values show the extent to which a feature is
responsible for a change in the model output. One of the premises is that the ability

to interpret and identify the features with the most impact may enable the derivation
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of other features with additional information to improve the detection performance
for JS-based attacks. SHAP values may also provide necessary insights into the
distribution of specific benign and malicious JS features. While other methods learn
a set of manually extracted or engineered features, the SHAP-based approach adopts
features that are automatically selected based on their contributions to the model
output. Such features are obtained from the distribution of continuously evolving
malicious JS content, ensuring that the global and local features that contribute to

the model performance are captured.

Other studies limit their scope by studying specific malicious URLs and JS at-
tacks, such as those containing phishing attacks, social engineering, malvertisment
attacks, and Denial-of-service (DoS) attacks, among others. For this, the studies use
manually engineered features unique to the type of attack they intended to identify.
Such approaches have challenges in that they cannot be generalized to other attack
types. Another premise is that features selected using SHAP values can overcome
such challenges, as the security analyst can easily and quickly identify which features

significantly impact the overall model performance.

The JS features are obtained from AST-JS, sample JS attack codes, and associa-
tion rule mining. AST-JS represents adequate details of a JS code structure without
executing the code. Using atomic features and allowing the model to determine the
relationship between them is preferable instead of using composite features [11, 10].
Features based on SHAP values are used. While other methods learn a set of man-
ually extracted or engineered features, in this study, features that are automatically
selected based on their contributions to the model output are adopted. Malicious
URLs and their JS content can stealthily perpetrate web-based attacks [94, 92, 91,
70]. Other studies |78, 20, 81| have shown that malicious URLs and their JS con-
tent exhibit features that are distinct from those of legitimate URLs. Therefore,
this study focused on JS content-based features to detect malicious websites. The
premise of this study is that malicious JS content originating from attackers exhibits

different AST-based features than those of legitimate ones. A SHAP-based model
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would learn such features from the distribution of continuously evolving malicious
JS content. The malicious and benign JS datasets obtained from Hynek Petrak
and the Majestic Million Service were used for performance evaluation. The per-
formance of the proposed model is compared to that of other classifier models and
feature selection methods on the task of malicious JS content detection. Experi-
mental results show that the proposed approach is a better prediction model. In
addition, using SHAP interaction values, a security analyst can easily and quickly
identify AST-JS feature combinations or interactions that contribute more toward

the model’s detection performance.

1.8 Performance Evaluations

In this study, three evaluation metrics are used: precision, recall, and F1-score.
Precision is the ability of a classifier not to identify a benign JS code as malicious.
Recall is the classifiers ability to identify all malicious JS codes. F1l-score can be
interpreted as a weighted harmonic mean of precision and recall [102|. Precision,

recall, and F1-score are computed as,

TP
Precision = ———M— 1.1
recision = o, (1.1)
TP
S 1.2
Recall TP+ FN’ (1.2)

Precision X Recall
- =2 1.3
seore Precision + Recall’ (13)

where; True Positive (T'P) is the number of malicious JS codes correctly classified as
malicious; True Negative (T'N) is the number of benign JS codes correctly classified
as benign; False Negative (F'N) is the number of malicious JS codes classified as
benign; False Positive (F'P) is the number of benign JS codes classified as malicious.

For performance visualization, a Receiver Operating Characteristic (ROC) graph
plotting the true positive rate against the false positive rate is used in this study.

Area Under the Curve (AUC) score [102] is calculated for the ROC to determine
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the model performance.

1.9 Thesis Outlines and Research Objectives

The main purpose of this dissertation is to detect web-based attacks. Therefore,
a robust JS code structure representation method and low dimensions and efficient
learning method for JS codes should be introduced. The approach will ensure highly
accurate detection and fast classification for malicious JS codes.

The rest of this dissertation is organized as follows:

Chapter 2: A Machine Learning Approach to Detection of JS-based
Attacks using AST Features and Paragraph Vectors

This chapter contains related works on JS-based attacks and the proposed JS-
based attacks detection system. This model uses AST-JS, Doc2Vec, and a classifier
and is a well-suited feature learning method for JS codes, consisting of text content
ranging from single line sentences, paragraphs, and full-length documents.

Chapter 3: Deobfuscation, Unpacking, and Decoding of Obfuscated
Malicious JavaScript for Machine Learning Models Detection Perfor-
mance Improvement

This chapter contains related work on obfuscated malicious JS and the proposed
model for DUD-preprocessing of obfuscated Malicious JS. The model enhances fea-
ture learning and provides improved accuracy in the detection of obfuscated ma-
licious JS codes. Furthermore, it improves detection performance on obfuscated
malicious JS codes, precisely packed and encoded JS code, including the ones which
contain multi-layer obfuscation.

Chapter 4: Web-based Attack Detection by Feature Selection using
Tree SHapley Additive exPlanations

This chapter contains related work on feature selection and the proposed web-
based attack detection system by Feature Selection. Features based on SHAP values
are automatically selected considering their contributions to the model output. Us-

ing SHAP interaction values, a security analyst can easily and quickly identify AST-
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JS feature combinations or interactions that contribute more toward the model’s
detection performance.

Chapter 5: Conclusions

This chapter contains the summary of the dissertation and future works of this
study.

The objectives of each chapter are highlighted below:

e Chapter 2: Development and evaluation of a machine learning approach for

JS-based attacks detection.

e Chapter 3: Development and evaluation of a deobfuscation, unpacking, and

decoding system for obfuscated malicious JS codes.

e Chapter 4: Development and evaluation of a web-based attack detection sys-

tem by feature selection.

e Chapter 5: Summarizing Chapter 2 to Chapter 4.
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Chapter 2

A Machine Learning Approach to
Detection of JavaScript-based

Attacks using AST Features and

Paragraph Vectors

2.1 Introduction

Development objectives of benign JS codes differ from those of malicious ones at-
tempting to trick or deceive users using soliciting words [36] such as ’free,” 'money,’
and 'win.” This characteristic makes malicious JS codes different from benign ones.
In such JS codes, Table 2.1 shows a list of frequently used function names, func-
tion types, possible threats, and intention in malicious JS codes. These have been

selected from |60, 132].

Learning such specific words on JS would help to enhance the reliability of iden-
tifying the maliciousness [95]. In the previous work, a plain form of JS codes is
provided to Doc2Vec as inputs, and a small dataset of 80 JS codes is used for fea-
ture learning. However, a JS code contains more structural details than information

on its text contents, for example, function or variable, operational procedures, and
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Table 2.1: A list of frequently used function names in malicious JS codes, function
types, possible threats, and intention. This list provides evidence that malicious
and benign JS codes contain different frequent words as malicious JS codes would
be expected to utilize such function names compared to benign ones heavily.

Function name | Function type Possible threats (Intension)
location.replace() | Change current URL | Redirect to malicious URL
document.write() | DOM operation Embed malicious script
getUserAgent() Check browser Target specific browser
String.split() String operation Hide intent-encode/encrypt
setCookie() Cookie access Manipulate Cookie

stop conditions. Therefore, to effectively learn JS code contents, it is also imperative
to consider the structure of a JS code. Therefore, the previous work [95] is extended
in this Chapter so that essential information in a JS code can be considered to iden-
tify malicious intention embedded in JS codes. For this task, the use of Abstract
Syntax Tree (AST) [145, 54, 87| for code structure representation, and Doc2Vec
for feature learning is proposed. To this end, AST-level tweaks were performed to
enhance feature learning for accurate malicious JS detection.

A brief explanation of the preprocessing for transforming a JS code into an
AST structure (AST-JS) and the Doc2Vec feature learning is given in the following

sections.

2.2 Proposed method

2.2.1 AST form of JavaScript code

Also called syntax tree, AST is a simplified parse tree or Concrete Syntax Tree
(CST). AST represents the necessary and functional structure of code such as scopes,
expressions, or declarations while at the same time avoiding redundancy by omitting
unnecessary syntactic details [145, 54| such as whitespaces, punctuation marks, or
comments which do not affect the original function of code even after the parsing
process. Many of the recent cyber-attacks exploit JS vulnerabilities, in some cases

employing obfuscation to hide their maliciousness and evade detection. AST’s have
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been used to accurately represent such obfuscated JS codes [23, 12, 57, 53|.

The compilation process starts with lexical analysis, where a compiler performs
scanning and tokenization. Then a parser takes this tokenized input and generates
AST through syntax analysis [87]. Listing 2.1 shows an AST generated through
syntactic analysis using 5+(1*12) as the source text. The JS code is represented
in JS Object Notation (JSON). AST-JS can then be used as input for machine
learning algorithms. These algorithms require input to be represented as feature
vectors for classification or clustering tasks. This representation may result in high
dimensional representations depending on the size of the dataset, which translates
to longer detection time [66]. For faster detection, the use of fixed-length vector

representation is proposed.

{’body’: [{’expression’: {’left’: {’raw’: None,
’type’: ’Literal’,

>value’: 5.0}

’operator’: ’+7,

right’: {’left’: {’raw’: None, ’type’: ’Literal’,

>value’: 1.0}

’operator’: ’x7,

>right’: {’raw’: None, ’type’: ’Literal’,’value’: 12.0},
’type’: ’BinaryExpression’},

’>type’: ’BinaryExpression’},

>type’: ’ExpressionStatement’}],

>type’: ’Program’}

Listing 2.1: A sample Abstract Syntax Tree (AST) generated using esprima, a
syntactical and lexical analysis tool. This is obtained from a binary expression
which contains numeric values (5, 1 and 12), operators (+ and *) and parentheses
(()). It is worth noting that some details such as the parentheses, which would

otherwise make the AST verbose, are omitted in the resultant AST.
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2.2.2 Preprocessing

Preprocessing a JS code is a crucial step to enhance the model performance during
feature learning. The regular expression is used to define the first type of Doc2Vec
input. Regular expression meta-characters [a — z]+ are used to specify the input
range which matches any lowercase letter from a to z, remove symbols and special
characters such as %, = and ! such that only plain-JS text elements remain as shown
in Fig. 2.1 which is a resultant JS code representation obtained from Listing 2.2. +
indicates the preceding element and its one or more occurrences. In this case, it is
used to match one or more characters in a regular expression. Feature learning in
Doc2Vec requires a large amount of data. For this reason, a json file with random
text data is added. This text data is necessary for two primary purposes; one
acts as noise for performance validation by ensuring that the model can distinguish
noisy dataset from the JS code contents during classification. Two, it is used when
increasing the dataset by random insertion of text data into the JS codes to create
new dummy JS code instances for feature learning. This approach is comparable to

the one in previous work [95].

Code structure representation is employed using a parser called esprima [46] to
define the second type of Doc2Vec input. Esprima, ECMAScript scripting-language
standard, allows various code analysis and operations such as editing, transforma-
tion, visualization, and validation. This tool is used to perform syntactic analysis,
parsing the JS codes into AST’s. Esprima produces an AST-JS from a JS code
string input as shown in Listing 2.3 which shows the resultant snippets of an AST-
JS after parsing of Listing 2.2. This tool also checks the JS codes for syntactic
errors, ensuring that the input is a valid JS program. If the input contains syntax
errors, it will not be parsed into AST-JS. Finally, the plain-JS and the AST-JS are

given to Doc2Vec for feature learning.

function d(a) {
var ¢ = typeof a;

if ("object" == c) {
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if (a) A
if (a instanceof Array) {

return "array";

var b = Object.prototype.toStrin
if ("[object Arrayl" == b || "number" == ... && !a.
propertyIsEnumerable ("splice")) {

return "array";

b

X

} else {

if ("function" == c && "undefined" == typeof a.call)

return "object";
}

}

return c;

}

Listing 2.2: A snippet of a sample original JS code before preprocessing.

TaggedDocument(['function’, 'var', 'this', 'function’, 'var', 'typeof', 'if', 'object’, 'if’,
'if', 'instanceof’, 'array',  'return', 'array', 'if', 'instanceof', 'object’,

'return’, 'var', 'object’, 'prototype’, 'tostring', 'call’, 'if',

'‘object’,

'window', 'return’, 'object’, 'if', 'object’, 'array’, 'number’, 'typeof’,
'length’, 'undefined’, 'typeof', 'splice’, 'undefined', 'typeof', 'splice’,
'return’, 'array’, 'if', 'object’, 'function’, 'undefined’, 'typeof’, ‘call’,
'undefined', 'typeof’, 'call', 'return', 'function’, 'else', 'return’, 'null’,

'else’, 'if', 'function’, 'undefined', 'typeof', ‘call',
'return’, 'function’, '

'return’, 'object’,
var', 'array’, 'prototype’, 'slice’, 'call’,

'arguments’, 'return’, 'function', 'var', 'slice’, 'push’, 'apply’,.............. ]

Figure 2.1: A sample of a plain JS code (plain-JS) after preprocessing using a regular
expression. This representation shows the resultant Plain-JS after the removal of
symbols and special characters. It is used as Doc2Vec input for the first part of the

experiments.

{

"type": "Program",
n bOdy n . [
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{

"type": "FunctionDeclaration",
mid": {

"type": "Identifier",

"name": "d4d",

"range": [

9,

10

b

1,

"body": {

"type": "BlockStatement",
"body": [

{

"type": "VariableDeclaration",
"declarations": [

{

Listing 2.3: Snippets of a sample AST-JS after preprocessing using a parser. This
representation shows the resultant snippets of AST-JS when parsing is applied to a

JS code. It is used as Doc2Vec input for the second part of the experiments.

2.2.3 Feature learning by Doc2Vec

The bag-of-words approach is a common fixed-length feature that represents a sen-
tence or a document as a simplified, unordered collection of words [143, 38]. For
document classification, classifier training utilizes features such as word occurrence
or count. This task capitalizes on a vocabulary of known words and a measure of
the presence of known words. Documents with the same words or text are assumed
to be similar, and the words can give the meaning of the document. However, bag-
of-words has been known to lose context information and semantic structure. Word

vectors 83| represent each word with a vector, concatenated with other word vectors,
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and the resulting vector predicts other words. However, this model has only been
extended up to sentence-level representation while relying on parsing [120]. Para-
graph vectors [66, 85, 83, 24| learns continuous distributed vector representations for
text with variable length of input sequences, for example, documents, paragraphs or
sentences. This property is important because each JS code generally has a differ-
ent length, and the sequence of words differentiates its behavior. Paragraph vectors
have the advantages of retaining a sentence’s semantic structure, considering word
order, and creating a low-dimensional representation. Word vector model [83] pre-
dicts a word given other words in a context and vice versa using the continuous bag
of words model or the skip-gram model. Paragraph vectors extend word vectors by
adding additional input units that represent documents as additional context. Each

additional input unit acts as an ID for each input document.

For a sequence of training words X = {@;_o, @1, ©s11, Ti42}, the model predicts

the center word @, represented by X; and given by,

U; = p(X:| X, D;) (2.1)

Here, D; is the paragraph or document vector which represents unique vector
mapping for i-th paragraph or document. The model has three layers. Assume that
a word and a document, which is the input for the network, is represented by one-hot
vectors x; and d;. Each input layer unit corresponds to @; and d; representing the
1-th word and a document input respectively. All input layer units make the vectors

X and D for all M words and N documents in the corpus, used as the model input.

The hidden layer is of size p, which represents the paragraph vector dimension-
ality and is chosen during training. Both the input and hidden layers are fully
connected, with each connection having a weight. Small values are used for random
initialization of these weights before training the network. The hidden or embedding

layer for this network is very simple for faster computation. A weighted sum of the
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input layer activation is used as the activation for the hidden layer given by,

D=wD (2.2)

Here, W is a p x N matrix with all weights between the input and hidden layer.
D contains the concatenation of the word and document vectors X and D;. D is
the hidden layer activation, this is the paragraph vector and an estimation which
represents D in p-dimensions. The paragraph vector D,, for document ID n would

be given by the n'* column in D.

The output layer corresponds to V' words in the vocabulary, which gives the
number of the output layer units. The output layer is also fully connected to the
hidden layer. This layer represents an estimation of the term or word vector and

can be represented as,

A

U=W'D (2.3)

Here, W’ is a V X p matrix with all weights between the hidden and output layer.
W' has output vectors represented as rows for each word in the vocabulary. A word

at index m would be given by W/ . Therefore,
U,=W, -D (2.4)

After training the network, W will have the word and document embeddings, re-
spectively, which will be reused for prediction. When given a document vector, the
hidden layer will be used as the output layer giving fixed-size paragraph vectors of
p-dimensions. A softmax function is applied To map R given by U to a probability

distribution,
Ui

N >k Uk

Where 0 < s(U;) < 1, >, s(U;) = 1 and s(U;) boosts activation of the units with

s(U;) (2.5)

the highest function where if activation is higher, s(U;) will move towards 1 and 0.

The softmax function will result with ¢, an approximation of the actual term to be
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predicted (an estimated probability distribution). During training, ¢ is compared to
t the target term vector using a loss function which should be low when ¢ and ¢ are

similar. This can be given by cross entropy as,

—Z. t;logt; (2.6)

Where E(t,t) > 0, if t; = 0 the i element of the sum will be 0 and F is low when

t; is close to 1. Let y be an index where t, = 1 and t is a one-hot vector, then,
E(t,t) = —logt, (2.7)

During training, a set of training predictions are compared to corresponding actual
target vectors by a loss function minimization on a set of training points. With a
set of training target vectors T" and t; as the j*" target vector, the loss function can

be given as,

= ZF E(t;,t;) (2.8a)

1 T - M "D,
L= 2o, Wy Ditlosy | W Di (2.8D)

Where E is averaged over a set of training examples. y; is the index of the
actual word for training example j in the target vector ¢; and its corresponding

output vector is given by W,;j :

Doc2Vec, an implementation [108| of paragraph vectors, is a novel feature learn-
ing method for text documents that converts a document into a feature vector. It is
an unsupervised algorithm that produces vectors of a fixed-length [66]. A small neu-
ral network is trained for a prediction task using labels obtained from a JS dataset,
and a part of this trained network is reused to give a document or a paragraph vec-
tor. A JS code classification task is then performed using these vectors. Doc2Vec
uses many hyper-parameters to learn a feature vector. These include vector size,
representing the dimensionality of a feature vector, min_count, which ignores all

words with a frequency lower than a preset one, and window, which is the maximum
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distance between the current word and the predicted one. There are two approaches

to paragraph vectors:

Distributed Bag of Words version of Paragraph Vector (PV-DBoW) PV-
DBoW is an unsupervised learning framework for feature extraction in text docu-
ments. As shown in Fig. 2.2, a paragraph vector is mapped to a feature vector
whose mapping function is learned with a set of randomly selected words in the
same paragraph. Then the feature vector is trained and used for prediction using a

classifier model.

|

: Wt+2
Feature Vector/' =t

f"' — / i Wt+1

.\-\ /“‘/‘/ \ ] Wt—l
Paragraph Vector [ |

Figure 2.2: Distributed Bag of Words version of Paragraph Vector (PV-DBoW).
Words are randomly sampled from a text window, and a trained paragraph vector
is used to predict the words.

Distributed Memory Model of Paragraph Vectors (PV-DM) PV-DM is
an unsupervised learning framework where the models learns a small neural network
with a document or paragraph ID. Then the word vector and paragraph vector are
concatenated or averaged to create a feature vector as shown in Fig. 2.3. This

feature vector is trained and used for prediction using a classifier model.
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Figure 2.3: Distributed Memory Model of Paragraph Vectors (PV-DM). Word vec-
tors and paragraph vectors are concatenated to create a feature vector for prediction
using a classifier.
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Figure 2.4: The layout for learning and classification of malicious JS contents AST
features.

Fig. 2.4 shows the overview of learning and classification of malicious AST-JS
features. It consists of three components, which are, preprocessing, feature learn-
ing, and classification. During preprocessing, the JS corpus is parsed into AST-JS

features by syntax analysis. The AST-JS features are used for feature learning by
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Doc2Vec. Training of the classifier is performed using the learned fixed-length fea-
ture vectors. A new JS code generates an AST-JS through parsing, and inference for
feature vectors is conducted from the trained Doc2Vec model vector space. Lastly,

the classifier uses the inferred feature vectors for prediction.

Cross-validation is performed to find the optimal hyperparameters and classifier
learning with a training set of feature vectors. The performance of Doc2Vec on
malicious JS contents detection is compared to other feature learning methods on
the same dataset. Algorithm 1 shows the process for learning feature vectors from
the JS codes in PV-DM, which consists of training on input JS codes for a given
corpus. The model learns both word embeddings and document embeddings (lines 4-
9), with weights initialized randomly using small values before training the network.
These embeddings are of p dimensions (line 8) considering a word frequency higher
than min_ count (line 5). Algorithm 2 shows the process for learning feature vectors
from the JS codes in PV-DBoW (lines 4-8), the same as in PV-DM. However, this
model only learns document embeddings (line 4) while keeping the word embeddings
fixed. The updating of learned embeddings for both PV-DM and PV-DBoW through
negative sampling (lines 2-11), gradient descent (lines 12-18), and backpropagation
(lines 21-24) as shown in algorithm three outputs the feature vectors which are then

fed directly to SVM for train and test purposes.
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Algorithm 1 PV-DM malicious JS contents detection

Require: JS codes, model parameters W and W', hyper-parameters size, window,

min__count.
Ensure: neul|s| - Word vectors U, Document vectors D.
repeat until JS codes run out.
{read a document from JS codes}.
Doc[] = Read Codes(JS _codes);
for each tword, tDoc € Doc do
if tword > min_ count then
{feed forward.}
for each wWord, dDoc € Context(tword, tDoc, window) do
for s =0 to size do
neulls| = neul|s| + syn0|wWord, dDoc]| |s];
end for
end for
end if
end for

Algorithm 2 PV-DBoW malicious JS contents detection

Require: JS codes, model parameters W and W', hyper-parameters size, window.
Ensure: neul[s| - Document vectors D.

1: repeat until JS _codes run out.

2: {read a document from JS codes}.

3: Doc|] = Read Codes(JS codes);

4: for each tDoc € Doc do

5. {feed forward.}

6: for each dDoc € Context(tDoc, window) do

7 for s =0 to size do

8: neul[s| = neul[s| + synO[dDoc]| [s];
9: end for

10:  end for

11: end for
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Algorithm 3 Paragraph vectors training

Require: neul|s| - Word vectors U, Document vectors D.
Ensure: updated syn0 - Feature vectors.

1: {n}egative sampling.

2: for each sample € (nsample || tword) do

3:  if sample == tword then

4: label = true

5 else

6: {s}ample € negative samples
7 label = false

8  end if

9: for s =0 to size do

10: f += neul|s| * synl[sample| [s];
11:  end for

12: g = getGradient(f, label);

13:  for s =0 to size do

14: neule[s| += g * synl|sample| [s];
15:  end for

16: for s =0 to size do

17: synl[sample| [s] += g * neul[s|;
18:  end for
19: end for

20: {backpropagation.}

21: for each wWord, dDoc € Context(tword, tDoc, window) do
22:  for s =0 to size do

23: syn0|wWord, dDoc| [s|] += neule[s];

24:  end for

25: end for
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2.3 Experiments

2.3.1 Experimental setup

For the experiments, a dataset of 5,024 JS codes is used that consists of 2,512
malicious and 2,512 benign JS codes. These JS codes were obtained separately,
all malicious codes come from the D3M dataset (Drive-by-Download Data by Mari-
onette) [4, 45], whereas the benign JS codes are collected from a generic JS unpacker
web-based portal - JSUNPACK [56] and Alexa top 100 websites [5] by depth crawl-
ing.

Performance comparison is conducted using the dataset for the two types of
feature embedding: Doc2Vec for plain-JS and Doc2Vec for AST-JS. First, feature
learning is conducted using input defined as a regular expression, as shown in Fig.
2.1, that is, by learning feature vectors from both benign and malicious JS codes
represented as a plain-JS. For this, 40 dummy data are created for each original
JS code. The resulting dataset is 200,960 JS codes. Second, feature learning is
conducted using input defined as AST-JS as shown in Listing 2.3, that is, by learning
code structure representation. For this, two types of manipulations are performed on
the AST-JS to enhance feature learning by Doc2Vec, AST-level merging, and AST
sub-tree realignment. For merging, ASTs are generated from the original JS codes by
syntax analysis and then create combinations of the AST bodies to form a new AST-
JS. For AST sub-tree realignment, the AST-subtrees are randomly shuffled to change
their location in a particular AST-JS. Two, three, four, and five artificial AST-JS are
added per each original AST-JS using these AST-level manipulations. This results
in the new datasets of 15,072, 20,096, 25,120 and 30,144 AST-JS. Besides, since
the actual web setting generally contains more benign JS codes than malicious JS
codes, a real web setting is simulated by making ten times more benign AST-JS.

This results in the new datasets of 82,896, 110,528, 138,160 and 165,792 AST-JS.

For the paragraph vector models, three hyper-parameters were found to affect the

performance of the models significantly. These are the vector size representing the
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feature vectors’ dimensions, word frequency given by min__count, and window. For
vector _size, experiments are conducted with feature vector dimensions of the range
100-1,000. For word frequency, the range 1-10 and window size of range 1-8 are used.
M and N are mapped to 200 dimensions of p, min_count = 5 for word frequency
and a window size of 8. These are the hyper-parameters that were found optimal for
effective feature learning and detection of malicious JS contents. Cross-validation
is performed to evaluate the performance of the proposed approach with k£ = 10 by
dividing the feature vectors into 10-folds, where during ten iterations, nine folds are
used for classifier training and the remaining one-fold for model evaluation. SVM
is used with kernel =’ linear’ and C' = 1 parameters as the classifier for the exper-
iments, a classification method that constructs a hyper-plane in high dimensional
space [14, 103] for regression and classification. It is mostly used as a binary classifier.
For this, precision, recall, and F1-score are computed. A Receiver Operating Char-
acteristic (ROC) graph was used for performance visualization, and Area Under the
Curve (AUC) score for the ROC was calculated to determine the model performance.
A t-test is also performed to check for significant difference in performance be-
tween the approach and other feature learning approaches: LDA (n_ components =

!/

100, max_iter = 5, learning _method =" online’, learning of fset = 50. and

random_state = 0), LSA (n_components = 80, algorithm =' randomized,
n_iter = 5, random_state = None and tol = 0.0), TF-IDF (norm =" (2,
use_idf = True, smooth idf = True and sublinear tf = False) and Ngram
(ngram_range = (1,2)). A t-test is a statistical test to check for a significant dif-
ference in model performance by comparing the output. Using the p-value, which
is an output of a t-test, one would tell whether the proposed approach truly per-
formed better than existing ones. For the experiments, an alpha value was set to

0.05. Therefore if the p-value is less than the alpha value, there is a significant

difference in performance.
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2.3.2 Performance Comparisons

Precision, Recall, and F1-score This section presents the results of the experi-
ments. Table 2a presents precision, recall, and F1-score for paragraph vector models
and other feature learning methods trained using a plain-JS, and includes standard
deviation and p-value. The overall performance of the models is generally good as
each of the models achieved an average of above 50 percent in precision, recall, and
Fl-score. Paragraph vector models, PV-DM at 200 dimensions and PV-DBoW at
200 dimensions and dbow words = 1, achieved superior results compared to the
other models. PV-DBoW outperformed other models with 0.06 and 0.23 in preci-
sion, 0.09 and 0.23 in recall, and 0.09 and 0.23 in F1-score above the best and the

worst of the other models.

Ngram with ngram_size = 1 achieved the lowest performance for the task of
malicious JS content detection. Consequently, paragraph vector models resulted in
fewer false positives and false negatives compared to the other models. The results
of the two-tailed paired t-test to check for a significant difference in performance
between paragraph vector models and the other feature learning methods further
support the difference in performance for the six models on malicious JS content
detection. Comparing each of the other feature learning methods with PV-DBoW
shows a significant difference in performance for malicious JS contents detection

where all p-values are less than an alpha value of 0.05.

The objective is to have a high recall, which translates to as few false-negative
cases (misclassified malicious JS codes) as possible. A low false-negative rate is
crucial because a false negative would mean a successful attack, that is, a malicious
JS code that goes undetected. Assuming 10% of the dataset is taken as the test
samples, the models trained with input defined as a plain-JS, shown in Table 2a,
would miss 603, 804, 2,412, 2,613, 3,216, and 5,226 malicious JS codes, respectively.
Even though the paragraph vector models achieve good results with fewer false
negatives than these other models, there is a considerable need to improve these

models’ detection rates further.
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Table 2a: Precision, recall, and F1-score obtained by feature learning using a plain-
JS and p value representing significance difference in performance for paragraph
vector models compared to other approaches. LDA stands for Latent Dirichlet
Allocation, LSA stands for Latent Semantic Analysis, and TF-IDF stands for term
frequency-inverse document frequency.

Model Precision Recall F1-score
PV-DBoW | 0.95 (£ 0.1332) | 0.97 (£ 0.0429) 0.96 (£ 0.0716)
PV-DM 0.95 (£ 0.1620) | 0.96 (& 0.0473) 0.95 (£ 0.0955)
LDA 0.89 (£ 0.2456) | 0.88 (4 0.1403) | 0.87 (£ 0.0866) *0.0009
LSA 0.85 (£ 0.1438) | 0.87 (4 0.1320) | 0.86 (£ 0.1928) *0.0011
TF-IDF 0.83 (£ 0.3783) | 0.84 (£ 0.2514) | 0.84 (£ 0.2140) *0.0055
Ngram 0.72 (£ 0.0916) | 0.74 (£ 0.1407) | 0.73 (£ 0.1213) *0.0002
x = p value.

Table 2b presents precision, recall, and Fl-score for PV-DBoW and PV-DM
obtained with AST features. PV-DBoW and PV-DM achieve an improvement of
over 4% and 3% in precision, 2% in recall, and 3% in F1-score compared to the same
models trained using a plain-JS. The significant difference in performance is a result
of JS code representation using AST-JS. AST-JS represents a JS code structure that
facilitates capturing a JS code semantic and syntactic details, which would otherwise

be lost when input is represented as a plain-JS.

Table 2b: Precision, Recall and F1-score obtained by feature learning on AST-JS
and p value representing significance difference in performance for paragraph vector
models compared to other approaches.

Model Precision Recall F1l-score
PV-DBoW | 0.99 (4 0.1413) | 0.99 (£ 0.0819) 0.99 (£ 0.0279)
PV-DM 0.98 (£ 0.1271) | 0.98 (£ 0.0766) 0.98 (£ 0.0312)
LDA 0.90 (£ 0.2200) | 0.92 (4 0.0514) | 0.90 (& 0.1388) *0.0061
LSA 0.87 (£ 0.1091) | 0.90 (& 0.1468) | 0.87 (£ 0.1217) *0.0003
TF-IDF 0.85 (£ 0.1757) | 0.86 (4 0.1077) | 0.87 (£ 0.3034) *0.0229
Ngram 0.76 (£ 0.1656) | 0.77 (4 0.2165) | 0.76 (£ 0.1241) *0.0005

* = p value.

True positive and false positive rate The superior performance of paragraph

vector-based models on feature learning for JS contents is also reflected in the ROC
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graph and AUC results, as shown in Fig. 2.5 and 2.6, where paragraph vectors based
models achieved high and low rates of true positives and false positives respectively
compared to the other models. Ngram achieved the least AUC with a section of the
curve being on the threshold. The difference in feature learning and prediction would
explain the difference in performance between paragraph vector models and the other
models. Ngram predicts x; based on x;_(,_1), -+, x;—; which limits its effectiveness
in detection of malicious JS contents as its main focus is prediction of the next word.
TF-IDF works on the word level by checking the importance of a word to a document
in a corpus and produces a sparse matrix with zero elements. In the experiments,
TF-IDF had the longest training time. LSA uses singular value decomposition to
reduce matrix row count hence reducing the training time, but LSA has been shown
to result with hard to interpret dimensions [106, 118]. LDA focuses on word and
topic distribution, where each document is assumed to have a mixture of various
topics that frequently use a small set of words. This approach is however more
suited for information retrieval [135, 27, 52|. Using paragraph and word vectors
via the Doc2Vec approach, representing words as feature vectors for a sentence,
paragraph, or document, preserves word order and produces low dimensionality
representations, which are not computationally expensive. As a result, malicious JS
contents detection using paragraph vectors and AST’s results with a highly accurate
and fast model as shown in Table 2.3 with an average detection time of 0.0019 (&
0.0008) and 0.0012 (4 0.0001) seconds per JS code for PV-DBoW and PV-DM

respectively.

2.4 Conclusions

In this Chapter, a system for malicious JS detection using AST-JS for a JS code
structure representation and feature learning using Doc2Vec is developed. Para-
graph vector models have previously achieved good results for the task of malicious
JS detection using plain-JS features. One expectation is that adopting a JS code

structure representation using AST-JS would result in even better performance for
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Figure 2.5: ROC curves and AUC representing performance of PV-DBoW and
PV-DM on malicious JS codes detection with respect to false positive and true
positive rates. The dashed diagonal line represents performance threshold as ran-
dom guessing. The colored curves represent the performance of the specific model
for each fold during cross-validation. Also included is the mean AUC score for the
individual models.

Table 2.3: Computational time, representing the training and detection time per JS
code obtained by dividing the total computation time with the number of JS code
samples. It includes the time for different models.

Model Training time | Detection time
PV-DBoW 1.4780 0.0019
PV-DM 1.5290 0.0012
LDA 0.2072 0.0190
LSA 0.0826 0.0079
TF-IDF 5.0419 0.8096
Ngram 0.9016 0.1120

the task of malicious JS code detection and enable detection of the previously identi-
fied hard-to-detect JS codes. Experiments were conducted using plain-JS, compared
the performance of paragraph vector models to LDA, LSA, Ngram, and TF-IDF on
detecting malicious JS code contents, and used a bigger JS dataset. Both the false
negative and false positive cases were analyzed from the results obtained using a
JS code input defined as plain-JS. AST-JS features are used for code structure rep-
resentation to capture more details of a JS code. AST gives a robust property
against some perturbation in codes. The results of the experiments provide a piece

of significant evidence that the proposed approach provides good results for the task
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Figure 2.6: ROC curves and AUC scores representing performance of other models
on malicious JS codes detection with respect to false positive and true positive rates.
The dashed diagonal line represents performance threshold as random guessing.
The colored curves represent the performance of the specific model for each fold
during cross-validation. Also included is the mean AUC score for the individual
models

of malicious JS code detection. There is a considerable performance improvement
compared to the previous work, which learns a plain-JS as input for Doc2Vec. Be-
sides, the approach eliminates the element of risk brought about by the previously
proposed approaches, where a JS code content is evaluated at runtime, exposing the
production environment to real-time threats. Also, Doc2Vec automatically learns
the feature vectors hence ruling out the need for manually constructing and selecting
functions, features (sets and subsets), and rules, which would be a tedious process
requiring more resources to achieve. In addition, feature learning by Doc2Vec has
the advantage of detecting new and variant malicious JS codes contents as the model

has the capability of automatically learning new vector representations contrary to
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conventional approaches, which would require more features, rules, and functions to
be defined for effective detection of new malicious JS codes contents not previously
defined.

As future work, using Generative Adversarial Network (GAN), the Doc2Vec fea-
ture learning process can incorporate adversarial machine learning for JS samples.
This approach would be used to retrain the model to detect evasion and poison-
ing attacks performed against machine learning algorithms and, at the same time,
improve the detection rate. The retraining would achieve even higher accuracy for
detecting malicious JS code content using Doc2Vec for a JS code content feature
learning. It is essential to have a fully representative and adequate benign and ma-
licious JS code dataset to learn malicious JS content features successfully. Further

work on the development of such a dataset is primal.
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Chapter 3

Deobfuscation, Unpacking, and
Decoding of Obfuscated Malicious
JavaScript for Machine Learning
Models Detection Performance

Improvement

3.1 Introduction

Malicious JS codes attempt to trick users using items such as text, function names,
function types, variables, and other contents. Obfuscation is employed to evade
detection by security devices. This property can also hinder the feature learning
process of a machine learning model as such JS codes contain numbers and special
characters in addition to JS code words. It is essential to capture JS code details
and structure by code structure representation to detect such malicious JS codes
effectively. [93] developed the AST-JS approach for code structure representation
and accurately detected some obfuscated malicious JS codes which contain the same

semantics and syntax as the original JS codes. However, malicious JS codes employ
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sophisticated obfuscation methods such as packing, encoding, and multi-layered
obfuscation methods. The resulting obfuscated malicious JS codes are characterized
by unnatural and unreadable syntax and corrupted code structure different from that
of the original JS code. To effectively conduct feature learning on such obfuscated
JS codes, it is essential to deobfuscate, unpack, and decode the obfuscated JS codes.
The use of a JS code beautifier, formatter, VM, JS code editor, and a python
int_to_str() function is proposed to obtain a Plain-JS code from an obfuscated
one and the FastText model for feature learning coupled with a classifier for the
prediction task.

In the following sections, the preprocessing for transforming an obfuscated JS
code into a Plain-JS code and the FastText model used for feature learning are

explained.

3.2 Proposed method

3.2.1 Preprocessing

Deobfuscation Deobfuscation is the process of analyzing and formatting an ob-
fuscated JS code to make it readable again. It is also referred to as simplification or
beautification. Deobfuscation uncovers the actual functionality of a JS code. A JS
code beautifier is used to format an obfuscated JS code resulting in a deobfuscated
JS code. However, if upon analysis of the resultant deobfuscated JS code, there is
obfuscation in the dataset, there is still a need to process such an obfuscated JS code
further. Such JS codes are identified as hard-to-deobfuscate JS codes as sections of

the code remain obfuscated even after deobfuscation attempts.

Unpacking A JS code is packed or encrypted to hide its maliciousness, hindering
its interpretation by static analysis. This concept is also used in benign JS codes
for code compression and privacy purposes. JS code packers are diverse and more

common with attackers attempting to evade detection. These tools wrap the entire
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code using the eval() function that takes a string and trie to execute it as a JS code.

The code is then loaded at runtime via the function.

The packed JS codes were evaluated using oracle VM and a JS code
editor. The script tags were stripped such that for each JS code;
JS code =" eval(function(p,a,c,k,e,d),...,obfuscated JS code)”, replace
eval() with console.log() and parse the packed JS code to extract function arguments
using Unpacked JS code = eval('unpack’ + JS _code[JS code.find('}(") + 1 :
—1]) regular expression. It is important to disable the drag and drop and shared
clipboard options in the VM virtual box manager and use a wifi network to avoid
infecting the host Personal Computer (PC) and the Local Area Network (LAN)
with malware. This process results in an unpacked JS code. However, upon analysis
of the resultant unpacked JS code, there is presence of obfuscation in the dataset.

The JS codes that remain obfuscated contain encoding implemented using basex|()

functions.

Decoding JS code encoding is the process of converting all string literals of the
stringArray, for example, by a JS code obfuscator tool, using either Base64 or RC4
[97, 117]. JS code packers also encode strings in a JS code to integers. The tools
encode a JS code using a basex() function. The resultant JS code is a shorter version
that represents the long original one. It is a JS code compression method to reduce
download time and represent a Uniform Resource Locator (URL) anonymously.
Encoding methods such as ASCII, Unicode, and HEX affect the semantics of a JS
code.

Python allows conversion of a string to an integer of a given base using
classint(x = 0), classint(x,base = 10) function, which returns an integer object
constructed from a number or string given by x, or returns 0 if no arguments are
given [107]. Encoded JS codes were evaluated by performing the inverse of this func-
tion. An int_to_str(num,base) function is implemented in python such that, for

a number num and given base, int(int_to _str(num,base), base) == num which
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returns a string object constructed from a number num, or return 0 if no argu-
ments are given. Finally, the encoded JS codes are parsed to extract the function

arguments using a JS code editor in a VM.

This process results in a Plain-JS code. The Plain-JS code is parsed to AST-JS
for feature learning using the FastText model. Listing 3.1 shows a JS code with
encoding obfuscation. The string "New user" in the hello("New user") function
from Listing 3.2 had been replaced to a call to a function that retrieves its value at

runtime, such as var_ 0x74f5.

var _0x74f5=["\x48\x65\x6C\x6C\x6F\x2C\x20","\x6C\x6F\x67","\x4E\
x65\x77\x20\x75\x73\x65\x72"]; function hello(_0xel1l70x2){consolel

_0x74£f5[1]1]1(_0x74f5[0]+ _0Oxel70x2)}hello(_0x74£f5([2])

Listing 3.1: An obfuscated JS code representation using hexadecimal to implement

encoding.

function hello (name){

console.log("Hello, " + name);

}

hello("New user");

Listing 3.2: The original JS code.

Fig. 3.1 shows the overview of the steps to deobfuscate, unpack, and decode an
obfuscated JS code. It consists of three steps, namely, deobfuscation or formatting,
unpacking, and decoding. A JS code beautifier and formatter are used to deobfuscate
a JS code during deobfuscation to make it pretty, readable, and easier to edit and
analyze. Then, the resulting formatted JS code is analyzed for obfuscation. If there
is still evidence of obfuscation, a VM and a JS code editor are used to unpack the
JS code by function redefinition. The unpacked JS code is further examined for the

presence of encoding, and a int_to str() decoding function is applied to realize a

Plain-JS code.
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Obfuscated JS code

— =

1. Deobfuscate an obfuscated JS code— using a JS code beautifier, formatter:
These tools make JS code look pretty, readable, easier to edit and analyze.

Beautified / Formatted JS code _’Q

2. Unpack a packed JS code — using a Virtual Machine (VM) and a JS code editor:
» Strip the script tags; JS_code = "eval(function(p,a,c,k,e,d)...obfuscated_JS code...)".
* Replace the eval() function with console.log().
» Parse the packed JS code; Unpacked_ JS_code = eval('unpack' + JS_code[JS_code.find('}()+1:-1]).

Unpacked JS code ——

3. Decode an encoded JS — using an Int_to_str() function in python:
* Implement Int_to_str() function in python.
» Parse to extract the function arguments — using a VM and a JS code editor.

— =

Plain JS code

Figure 3.1: The layout for Deobfuscation, Unpacking, and Decoding (DUD-
preprocessing) of a JS code and the feature learning and classification for DUD-
preprocessed AST-JS features.

3.2.2 Feature learning by the FastText model

Several models exist that learn continuous representations for a word, a sentence,
and a paragraph in the Natural Language Processing (NLP) tasks. Models such as
bag-of-words [144, 39|, Word2Vec (84, 86|, and Doc2Vec [67, 25] result in a unique
vector for each word, thereby ignoring the internal structure of words. Besides, the
produced vectors do not share parameters.

The FastText model [13, 55] is an approach based on the continuous skip-gram
training algorithm [84]. The model represents each word as a bag of character n-
grams. The resulting vector representation for a word is the sum of its character n-
gram vectors considering subword information. The model is fast, therefore suitable
for feature learning on big datasets, and can learn vector representation for out of
vocabulary words. Fig. 3.2 shows the architecture of the FastText model for a
sentence with N-gram features @, ..., . The features are embedded and averaged
to form the hidden variable.

The Word2Vec [84] continuous skip-gram training algorithm learns a vector rep-

resentation for each word x given a word vocabulary of size X, and each word
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Figure 3.2: The FastText model architecture which shows the n-gram features,
hidden variable and the output.

identified by index z € {1,..., X}. The model predicts words in a context given a
word. For a large training corpus X, = {@;_o, T;_1, Ti11, Ti12}, the model predicts
the surrounding words, context X . given the center word x; represented by X ;. The
objective of the Word2Vec continuous skip-gram training algorithm is to maximize

the log-likelihood:

T

DD logp(X | Xy), (3.1)

t=1 ceCy

Where C; is the set of indices of the context X .. Given a scoring function f which
maps pairs of (X;, X.) to scores in R, the softmax can be used to define the
probability of a context word,

ef(Xt,Xc)
S J(Xe)

j=1¢

p(-Xc’Xt) =

(3.2)

This type of model only predicts one context word X . given the word X ;. The task
of predicting context words can be viewed as a set of independent binary classifica-

tion to predict the presence or absence of X .. For a word X, all X, are the positive
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examples, negative examples are sampled randomly from the dictionary. The binary

logistic loss is used to obtain the negative log-likelihood for X,

log (1 + e*f<Xt’Xc)> + Y g (1 n ef<Xt’”)>, (3.3)
nENt,c
Where N, is a set of negative examples sampled from X. The objective function

can be given by,

SIS (Xe X))+ Y d-f(Xnn)| (3.4)

t=1 CECt neNt,c

by denoting the logistic loss function ¢ : z +— log(1 + e~%).

The FastText model introduces a different scoring function f where a bag of
character n-gram vectors represent each word x. This scoring function takes into
account the internal structure of a word. Prefixes and suffixes are distinguished using
< and >, special boundary symbols, added at the start and end of a word. For a word
such as encode with n = 3, its character n-grams will be < en, enc, nco, cod, ode, de >
and < encode > which is a special sequence that is used to learn the representation of
each word. Given a dictionary of size G n-gram vectors and a word z, G, C {1, ..., G}
gives the set of n-gram vectors in z. The scoring function f is given by the sum of

vector representations of a word’s n-grams,

f(x7 c) = Z Z;XC7 (3.5)

9€Gy

where Z, is vector representation for each n-gram g. The n-gram vector repre-
sentations are shared across words. This ensures reliable vector representations
are learnt for rare words [131]. A computation of the most similar word to
encode using the trained FastText model, model JS.wv.most_similar(”encode”),
results in ‘encodedurl’, 0.91, "encodeuri’, 0.89, 'htmlencode’, 0.89, 'enc__str’, 0.87 and
'decodeurt’,0.83. This function is used in malicious JS code to obfuscate the con-

tents of a JS code. The words identified by the model are correct because each
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encoding function is accompanied by a decoding function. The encoding function is
used to encode a string or a URL in a JS code and the decoding function decodes

it at runtime.

The FastText model implementation [109] creates n-gram vectors for words. A
JS code feature vector is obtained by superimposing the n-gram word vectors. Given
M as the total number of words in a JS code, the vector representation of a JS code

will be given by,

2 X (3.6)

(VJsicode> - M

where V ;g5 coqe is the vector representation for a JS code and X, is the n-gram
vector representation for a word n. A JS code vector is given by summating the
average value of each component of a word n-gram vectors divided by the total

number of words in a JS code.

An implementation [109] of the FastText model is used to learn the feature vec-
tors for a JS code producing fixed-length vectors. Labels obtained from a JS code
dataset are used to train the network for the prediction tasks. The vectors are then
used to classify a JS code into either malicious or benign. The FastText model
uses several parameters for the learning of feature vectors such as, sg, which repre-
sents the skip-gram training algorithm, word _ngrams, which enriches word vectors
with subword (n-grams) information, and min_n and maz _n, which control the
minimum and maximum length of n-grams respectively. Other parameters include
min__count, which ignore all words with a total frequency lower than a preset one,
size, which represents the word vectors dimensionality, iter which represents the
epochs over the corpus and window, which controls the maximum distance between

the current word and the predicted one.

Fig. 3.3 shows the overview of DUD-preprocessing of a JS code. The figure also
presents the feature learning process by the FastText model and the classification of
the AST-JS features by a classifier model. It is a two-stage process. An obfuscated
JS code is formatted, unpacked, and decoded during the first stage, and a JS code

parser is used to perform syntactic analyses of the resultant Plain-JS code. Second,
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JS code deobfuscation, unpacking and decoding

JS code JS code JS code
Obfuscated Deobfuscated K/ Plain JS Parser /
JS Codes Formatter / JS Codes Unpac Codes Syntactic
Beautifier Decode
Analyzer
Feature Learning and Classification
Train FastText model on deobfuscated, unpacked and decoded JS codes
Benign JS
code
Deobfuscated, Feature Learning SVM
Unpacked / Decoded ﬁ> Using FastText [:> Classifier
AST-JS Model Training
Malicious
JS code

JS — JavaScript
ASTs — Abstract Syntax Trees
AST-JS — AST form of JS code

Figure 3.3: The layout for Deobfuscation, Unpacking, and Decoding (DUD-
preprocessing) of a JS code and the feature learning and classification for DUD-
preprocessed AST-JS features.

the AST-JS obtained from the JS code parser is passed to the FastText model for
feature learning, and a classifier is used to judge the maliciousness of a JS code
using the learned AST-JS feature vectors. Cross-validation and classifier learning
is performed using a training set of the learned feature vectors to find the optimal
hyperparameters. Then, the performance of the FastText model is compared to the
Paragraph Vector models, the StarSpace model, the LSTM model, and the TF-IDF

model on obfuscated malicious JS code detection on the same dataset.

3.3 Experiments

3.3.1 Experimental setup

A dataset of 40,000 malicious JS codes and 150,000 benign JS codes are used in
the experimental setup. Also, 50,000 benign JS codes are added by crawling the
internet. The malicious JS codes were obtained separately from the Hynek Pe-
trak’s dataset [104| and the benign JS codes are from the SRILAB [111]| and the

Majestic Million service top 10,000 websites [124]| datasets. These datasets are
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used for both training and test purposes. As shown in Table 3.1, some malicious
and benign JS codes in the dataset could not be successfully parsed because of
SyntaxError, Unicode Decode Error, AttributeError, NameError, IndexError,

NotImplementedError, KeyFError and RecursionError.

Table 3.1: JS code label, original JS codes and deobfuscated JS codes showing the
success rate of the deobfuscation process.

JS Code Label | Original JS Codes | Deobfuscated JS Codes
Malicious 39,449 32,436
Benign 121,702 97,606

Two types of feature embedding are conducted: The FastText model for regu-
lar obfuscated JS codes and the FastText model for DUD-preprocessed JS codes.
Feature learning is performed using the datasets for the FastText model and its
performance compared to the Distributed Bag of Words version of the Paragraph
Vector model (the PV-DBoW model), the Distributed Memory Model of the Para-
graph Vector model (the PV-DM model), the StarSpace model, the LSTM model,
and the TF-IDF model. First, feature learning is conducted using regular obfuscated
JS codes with input defined as AST-JS, that is, by learning feature vectors from both
obfuscated benign and malicious JS codes represented as an AST-JS. Second, fea-
ture learning is conducted using DUD-preprocessed JS codes with input defined as
an AST-JS, that is, by performing feature learning on code structure representation
for DUD-preprocessed JS codes. AST-level merging and AST sub-tree realignment
[93] is also performed on the AST-JS to enhance feature learning. This AST-level
manipulation facilitates simulation of an actual web setting by ensuring that the
ratio of the benign AST-JS features is more compared to that of the malicious ones.

The FastText model parameters such as sg, size, window, min__count,
word_ngrams, min_n and max_n significantly affects the performance of the
FastText model. Experiments are conducted with the dimensions of the range 100-
900 for size, 1-8 for window, 1-8 for min_ count and 3-6 for min_n and max n.

Feature vectors of 200 dimensions are learned for the word vectors, with sg = 1
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to select the skip-gram training algorithm, window = 8 for the number of context
words, min__count = 5 for the word frequency, word ngrams = 1 to activate the
use of sub-word information and min_n = 3 and maxr_n = 5 for n-gram mini-
mum and maximum length respectively. These are the parameters that were found
optimal for the task of feature learning on DUD-preprocessed JS codes, for the
FastText model. For performance evaluation, cross-validation is used with £ = 10,
to get 10-folds of feature vectors. The folds translates to ten iterations, divided
into nine folds for classifier training and one fold for model evaluation. For feature
vectors classification, SVM is used with kernel = linear and C = 1 parameters.
SVM is a classification method for regression and classification. The algorithm is
mostly used as a binary classifier and it constructs a hyper-plane in high dimen-
sional space [15, 102]. For this, precision, recall and F1-score were computed. For
performance visualization, a Receiver Operating Characteristic (ROC) graph was
used and calculated Area Under the Curve (AUC) score for the ROC to determine
the model performance. Performance of the approach was compared to other fea-
ture learning approaches: the PV-DBoW model (vector size = 200, window = 8,
min_count = 5), the PV-DM model (dm = 1, vector _size = 200, window = 8,

min__count = 5), the StarSpace model, the LSTM model and the TF-IDF model.

3.3.2 Performance Comparisons

Precision, Recall, and Fl-score The results of the experiments are presented
in this section. Table 3.2 presents the performance of the FastText model, the PV-
DBoW model, the PV-DM model, the StarSpace model, the LSTM model, and
the TF-IDF model when performing feature embedding for regular obfuscated JS
codes with input defined as AST-JS similar to work by [93]. As shown in the
table, the models can detect regular obfuscated malicious JS codes with an error
rate of approximately 0.0489, 0.0717, 0.0649, 0.0892, 0.1205, and 0.1657 in recall
for the FastText model, the PV-DBoW model, the PV-DM model, the StarSpace
model, the LSTM model, and the TF-IDF model respectively. AST can bypass
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obfuscation. Therefore this approach can detect regular obfuscated JS codes with
similar syntactic and semantic characteristics as the original ones at an abstract
level. However, malicious JS codes employ methods such as packing, encoding,
and multi-layered obfuscation methods, which results in complex codes that hinder
the detection of JS-based attacks by signature, heuristics, and machine learning
approaches. The performance of Paragraph Vector models in Table 3.2 is far from
perfect as this would result in many misclassified obfuscated malicious JS codes,

which translates to multiple successful attacks.

Table 3.3 presents precision, recall, and Fl-score for the FastText model, the
Paragraph Vector models, the StarSpace model, the LSTM model, and the TF-IDF
model trained using a deobfuscated JS code dataset with input defined as an AST-
JS and includes the standard deviation. The models achieved an above-average
performance with precision, recall, and F1-score being above 50 percent. The Fast-
Text model with sg = 1 and 200 dimensions of word vectors achieved superior re-
sults compared to the Paragraph Vector models. The FastText model outperformed
the PV-DBoW model, the PV-DM model, the StarSpace model, the LSTM model
and the TF-IDF model with 0.0110, 0.0163, 0.0228, 0.0538 and 0.0963 in precision,
0.0041, 0.0099, 0.0502, 0.0769 and 0.1078 in recall and 0.0056, 0.0108, 0.0373, 0.0852

Table 3.2: Precision, Recall, and F1-score representing the performance of the Fast-
Text model, the Paragraph Vector models, the StarSpace model, the LSTM model,
and the TF-IDF model on a regular obfuscated JS code dataset. The PV-DBOW
model stands for the Distributed Bag of Words version of Paragraph Vector. The
PV-DM model stands for the Distributed Memory Model of Paragraph Vectors. The
LSTM model stands for the Long Short-Term Memory model. The TF-IDF model
stands for Term Frequency—Inverse Document Frequency model.

Model Precision Recall F1-score
FastText 0.9427 (£ 0.1005) | 0.9511 (£ 0.0477) | 0.9459 (£ 0.0528
PV-DBoW | 0.9412 (£ 0.1571) | 0.9283 (£ 0.1159) | 0.9331 (& 0.0868
PV-DM 0.9313 (£ 0.1675) | 0.9351 (& 0.1016) | 0.9289 (£ 0.0873
StarSpace | 0.9160 (£ 0.0192) | 0.9108 (£ 0.0193) | 0.9098 (4 0.0121

( ) ( ) (

( ) ( ) (

LSTM 0.8601 (& 0.0155) | 0.8795 (£ 0.0421) | 0.8552 (£ 0.1082
TEF-IDF 0.8471 (£ 0.0112) | 0.8343 (£ 0.0521) | 0.8317 (£ 0.1325

~— N —— — ——
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and 0.1124 in Fl-score, respectively. Compared to the other models, the TF-IDF
model achieved the lowest performance for the task of obfuscated malicious JS code
detection while applying JS code formatting. Consequently, the FastText model

resulted in fewer false positives and false negatives compared to the other models.

This study aims to improve the performance of machine learning models on the
detection of obfuscated malicious JS codes. A model with a high recall rate is desired
to achieve this objective. Such a model would result in a few misclassified obfus-
cated malicious JS codes, that is, low false-negative. JS code deobfuscation results
in a formatted code and can do away with only the simple forms of obfuscation.
This property explains the reason why there is only a slight improvement between
the models trained using regular obfuscated JS codes and those trained using a de-
obfuscated JS code dataset of approximately 0.0115 for the FastText model, 0.0302
for the PV-DBoW model, 0.0176 for the PV-DM model, 0.0016 for the StarSpace
model, 0.0062 for the LSTM model and 0.0205 for the TF-IDF model in the recall.
The input for the models in both cases is defined as an AST-JS. The best-performing
model when using a deobfuscated JS code dataset, the FastText model, has an error
rate of approximately 0.0374 in the recall. Even though the FastText model is the
best performing model here, many obfuscated malicious JS codes will go undetected,
which translates to multiple successful attacks. The failure in detection is because
sections of the obfuscated malicious JS codes that employ sophisticated obfuscation
techniques cannot be easily solved by deobfuscation. Therefore, further processing

of the deobfuscated malicious JS codes is needed to realize improved performance.

Table 3.4 presents precision, recall, and Fl-score for the FastText model, the
PV-DBoW model, the PV-DM model, the StarSpace model, the LSTM model, and
the TF-IDF model obtained with AST-JS features by feature learning using an
unpacked JS code dataset. The FastText model achieves an improvement of over
2.78% and 2.07% in precision, 2.09% and 0.94% in the recall, and 2.54% and 1.82% in
Fl-score, when compared to the same model, trained using a regular obfuscated JS

code dataset and a deobfuscated JS code dataset, respectively. The resultant code
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structure can explain the improvement in performance for the FastText model after
deobfuscation and unpacking. Deobfuscation results in a well-formatted JS code,
which facilitates the feature learning process of the model. When the unpacking is
done for the deobfuscated JS code dataset, the complex code structure remaining
after deobfuscation is simplified away. Therefore, the model can learn better features
from a deobfuscated and unpacked JS code dataset than a regular obfuscated or a

deobfuscated JS code.

Table 3.5 presents precision, recall, and F1-score for the FastText model, the PV-
DBoW model, the PV-DM model, the StarSpace model, the LSTM model, and the

Table 3.3: Precision, recall, and F1-score obtained by feature learning using a deob-
fuscated JS code dataset. The PV-DBOW model stands for the Distributed Bag of
Words version of Paragraph Vector, the PV-DM model stands for the Distributed
Memory Model of Paragraph Vectors, the LSTM model stands for the Long Short-
Term Memory model and the TF-IDF model stands for Term Frequency—Inverse
Document Frequency model.

Model Precision Recall F1l-score

FastText 0.9498 (£ 0.0270) | 0.9626 (& 0.0197) | 0.9531 (£ 0.0288)
PV-DBoW | 0.9388 (£ 0.0498) | 0.9585 (£ 0.0529) | 0.9475 (4 0.0402)
PV-DM 0.9335 (£ 0.0372) | 0.9527 (£ 0.0407) | 0.9423 (£ 0.0272)
StarSpace | 0.9270 (£ 0.0216) | 0.9124 (£ 0.0537) | 0.9158 (£ 0.0410)
LSTM 0.8960 (4 0.0441) | 0.8857 (& 0.0386) | 0.8679 (£ 0.0314)
TF-IDF 0.8535 (4 0.0110) | 0.8548 (4 0.0193) | 0.8407 (£ 0.0650)

Table 3.4: Precision, Recall, and F1-score obtained by feature learning using an
unpacked JS code dataset. The PV-DBOW model stands for the Distributed Bag
of Words version of Paragraph Vector, the PV-DM model stands for the Distributed
Memory Model of Paragraph Vectors, the LSTM model stands for the Long Short-
Term Memory model and the TF-IDF model stands for Term Frequency—Inverse
Document Frequency model.

Model Precision Recall F1-score

FastText 0.9705 (£ 0.0092) | 0.9720 (£ 0.0257) | 0.9713 (£ 0.0235)
PV-DBoW | 0.9617 (£ 0.0087) | 0.9574 (£ 0.0411) | 0.9592 (4 0.0224)
PV-DM 0.9474 (£ 0.0399) | 0.9468 (£ 0.0457) | 0.9460 (£ 0.0276)
StarSpace | 0.9363 (£ 0.0339) | 0.9226 (£ 0.0366) | 0.9460 (4 0.0542)
LSTM 0.9097 (£ 0.0270) | 0.9082 (4 0.0444) | 0.9178 (£ 0.0457)
TEF-IDF 0.8858 (£ 0.0237) | 0.8729 (£ 0.0488) | 0.8691 (£ 0.0336)
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TF-IDF model obtained with AST-JS features by feature learning using a DUD-
preprocessed JS code dataset. The FastText model, the best performing model,
achieves an improvement of over 5.21%, 4.5%, and 2.43% in precision, 4.2%, 3.05%,
and 2.11% in recall and 4.14%, 3.42%, and 1.6% in F1l-score, when compared to the
same model, trained using a regular obfuscated JS code dataset, a deobfuscated JS
code dataset, and an unpacked JS code dataset respectively. The performance for
the PV-DBoW model, the PV-DM model, the StarSpace model, the LSTM model,
and the TF-IDF model in this task is also improved. However, the FastText model
achieves the highest recall rate for the task of obfuscated malicious JS code detection.
This performance improvement is because deobfuscation, unpacking, and decoding
results in a Plain-JS code with JS code transformations simplified away. Therefore,

the resultant JS code provides better AST-JS features during feature learning.

True positive and false positive rate The improved performance of the Fast-
Text model on the task of detection of obfuscated JS codes is also shown in Fig.
3.4a, which presents the ROC graph and AUC results for the model. As shown in
Fig. 3.4a, the model achieved high and low rates of true positives and false positives,
respectively, compared to the PV-DBoW model, which is presented in Fig. 3.4b,

the PV-DM model, which is presented in Fig. 3.4c, the StarSpace model, which

Table 3.5: Precision, Recall and F1-score obtained by feature learning using a de-
obfuscated, unpacked and decoded (DUD-preprocessed) JS code dataset. The PV-
DBOW model stands for the Distributed Bag of Words version of Paragraph Vector,
the PV-DM model stands for the Distributed Memory Model of Paragraph Vectors,
the LSTM model stands for the Long Short-Term Memory model and the TF-IDF
model stands for Term Frequency—Inverse Document Frequency model.

Model Precision Recall F1l-score
FastText 0.9948 (£ 0.0045) | 0.9931 (£ 0.0070) | 0.9873 (£ 0.0152)
PV-DBoW | 0.9839 (£ 0.0046) | 0.9841 (£ 0.0053) | 0.9801 (4 0.0060)
PV-DM 0.9837 (£ 0.0084) | 0.9802 (4 0.0121) | 0.9819 (£ 0.0132)
StarSpace | 0.9571 (£ 0.0199) | 0.9584 (£ 0.0204) | 0.9628 (4 0.0161)
( ) ( ) ( )
( ) ( ) ( )

LSTM 0.9170 (£ 0.0297) | 0.9332 (£ 0.0360) | 0.9234 (£ 0.0327
TEF-IDF 0.9021 (£ 0.0352) | 0.9009 (£ 0.0266) | 0.9042 (£ 0.0366
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is presented in Fig. 3.4d, the LSTM model, which is presented in Fig. 3.4e and
the TF-IDF model, which is presented in Fig. 3.4f. The PV-DBoW model and the
PV-DM model achieved the same AUC score. However, the latter model achieved
the least AUC score compared to the PV-DBoW during cross-validation, as shown
by sections of its ROC curve. The StarSpace model, the LSTM model, and the
TF-IDF model achieved the lowest AUC scores with sections of the curves in Fig.
3.4d, Fig. 3.4e and Fig. 3.4f going below the performance threshold. The colored
curves represent the performance of the model for each fold during cross-validation.
The Paragraph Vector models: the PV-DBoW and the PV-DM models ignore the
internal structure of words. The FastText model takes into account a word’s sub-
word information. The n-gram word vectors learned by the FastText model during
feature learning are shared across words. This property enables the FastText model
to learn better and reliable vector representations for the DUD-preprocessed JS code
dataset. Using a trained FastText model, words that do not exist in the model’s
vocabulary can be inferred from the learned character n-gram vectors. The model

also results in low dimensional representations for the learned n-gram word vectors.

3.4 Conclusion

In this Chapter, DUD-preprocessing of obfuscated malicious JS codes and feature
learning using the FastText model is proposed. The NLP models have previously
achieved good results and resulted in high-quality vector representations for words,
sentences, and paragraphs. Consequently, the models have been used for malicious
JS code detection using features such as Plain-JS and AST-JS. However, the models
struggle to learn useful representations when faced with obfuscated JS codes as the
JS codes or sections of the JS code do not maintain appropriate code structure.
One expectation is that DUD-preprocessing of the obfuscated JS codes would result
in improved performance for machine learning models for the task of obfuscated
malicious JS code detection and enable detection of JS codes transformed using

sophisticated obfuscation techniques. Experiments were conducted using feature
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Figure 3.4: ROC curves and AUC that represent the performance of the FastText,
the PV-DBoW model, the PV-DM model, the StarSpace model, the LSTM model
and the TF-IDF model on obfuscated malicious JS codes detection with the true pos-
itive rate plotted against the false positive rate. The dashed diagonal line represents
the performance threshold as random guessing. The colored curves represent the
performance of the each model for each fold during cross-validation. Also included
is the mean AUC score for each model.

embedding for regular obfuscated JS codes and DUD-preprocessed JS codes. Per-

formance of the FastText model is compared to the Paragraph Vector models: the
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PV-DBoW model and the PV-DM model, the StarSpace model, the LSTM model,
and the TF-IDF model on the detection of obfuscated malicious JS codes. The
resultant JS code after DUD-preprocessing is analyzed to check for the presence of
obfuscation. This further processing is essential to simplify away sophisticated JS
code obfuscation techniques such as JS code multi-layer obfuscations. AST-JS is
used for code structure representation of the resultant Plain-JS code and realizes
an improvement in performance for the models used for feature learning. AST-JS
makes the structural relationship of elements within a JS code distinct while at the
same time preserving all the relevant information of a JS code. The proposed ap-
proach provides improved detection performance for obfuscated malicious JS code
contents detection than feature learning on regular obfuscated JS code. Besides,
there is considerable performance improvement compared to the previous work [93].
The FastText model is fast and suitable for big datasets and, therefore, well suited
for the JS code feature learning. The model can also learn vector representations
for JS code words that are not contained in the vocabulary at the time of model
training and, therefore, result in reliable vector representations for future, new and
unseen JS codes.

The proposed DUD-preprocessing approach is not perfect, and the performance
is only shown for the successfully deobfuscated JS in Table 3.5. That is, it is a gross
performance. The success rate of deobfuscation should be considered as the NET
performance. Table 3.6 presents the gross and net performance for the FastText
model while considering the success rate of deobfuscation. As shown in the table,
further work is necessary further to improve the detection of obfuscated malicious
JS codes.

Table 3.6: The gross and net performance for the FastText model while considering
the success rate of deobfuscation.

Metric | Gross performance | Net performance
Precision 0.9948 0.7015
Recall 0.9931 0.8176
F1-score 0.9873 0.7551
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As future work, there is a need for a study on obfuscated URLs and their prop-
erties. URLs in JS codes are heavily obfuscated. The obfuscation is even more
complicated for URLs in obfuscated malicious JS codes as attackers endeavor to
hide their attack methods such as URL redirection attacks to attacker’s untrusted
websites. Such websites employ insecure protocols that would be effortlessly flagged
down by implemented security controls such as the firewall. URL obfuscation is
stealthily and deliberately applied to evade such detection. A malicious URL detec-
tion system must be developed to realize a comprehensive security system against

web-based attacks.
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Chapter 4

Web-based Attack Detection by
Feature Selection using Tree SHapley

Additive exPlanations

4.1 Introduction

When machine learning is employed to detect malicious URLs and their JS content,
certain considerations have to be made, such as privacy and safety concerns, feature

learning methods, and the development of a fully representative feature set.

Given the common vulnerabilities, characteristics, and features employed by ma-
licious JS codes, it is evident that malicious websites are different from benign ones
as they each have different objectives. For example, malicious JS code contains
functions or a combination of functions such as document.write, location.replace,
and document.get Element Byld. Among other things, these are used to perform
Cross-site scripting (XSS) attacks by injecting malicious JS into the Document Ob-
ject Model (DOM), direct concatenation of user input with the query string, and
building of database query via string concatenation used to perform SQL injections.
Therefore, developing a malicious JS detection system that can generalize well to

detect different attack types is imperative. Automatic feature selection is proposed
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for AST-JS features, ensuring that the global and local features that contribute to
the model performance are captured. Adequate details of a JS code structure are
also presented without executing the code.

The JS code preprocessing and the importance of the SHAP feature used for

feature selection are explained in the following sections.

4.2 Proposed method

4.2.1 Preprocessing

AST-JS node sets and patterns Preprocessing is essential to enhance the fea-
ture learning process. To define the first input set, each JS code in the dataset
was parsed to obtain the expression, pattern, statement, and declaration AST-JS
nodes.

Malicious JS rarely uses raw values as attackers endeavor to evade static analyz-
ers. Therefore, it is essential to capture features that employ covert implementations
to hide their values. The feature importance of the first feature set was analyzed
to capture these features using SHAP interaction values. This feature analysis ex-
posed each AST-JS node’s contribution and their combinations to the malicious JS
detection model as output. Sample JS attack codes were obtained, and association
rule mining was performed using a Frequent Pattern (FP) growth mlxtend library
[47, 44, 110] to identify such combinations. Six of these sample JS attack codes are

explained next.

EmptyStatement ExpressionStatement CallExpression Identifier

Listing 4.1 shows a JS code that lacks a definition of the index of an object
in the current scope. When foo() is called, x = 0 is passed, which is a local
index of the function. This attack pattern is captured using the AST node type

EmptyStatement FExpressionStatement Call Expression Identifier.

1 function foo (x){
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var arr = ["1i", "2", "3"];

eval (arr [x])

+;

foo (0);

// AST for EmptyStatement\_ExpressionStatement\_CallExpression)\

_Identifier

"type": "EmptyStatement"

1,

{

"type": "ExpressionStatement",
"expression": {

"type": "CallExpression",

"callee": {

"type": "Identifier",

"name": "foo"

},

"arguments": [

{

"type": "Literal",

Listing 4.1: A snippet of a JS code with

EmptyStatement ExpressionStatement CallExpression Identifier.

CallExpression Identifier BinaryExpression Listing 4.2 shows a JS code,
where the argument of setTimeout() is a string concatenation with binary
expression. This attack pattern is captured using the AST node type
CallExpression_Identifier BinaryFExpression.

function startOverflow (num) {

}

if (num == 255) setTimeout ("startOverflow (" + (num + 1) + ")",
2000) ;

// AST for CallExpression\_Identifier\_BinaryExpression

"type": "ExpressionStatement",
"expression": {
"type": "CallExpression",
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"callee": {

"type": "Identifier",
"name": "setTimeout"

Iy

"arguments": [

{

"type": "BinaryExpression",
"operator": "+",

"left": {

"type": "BinaryExpression",
"operator": "+",

Listing 4.2: A snippet of a JS code with

CallExpression Identifier BinaryExpression.

CallExpression Identifier Literal CallExpression Listing 4.3  shows
nested JS function calls, where an attacker hides the function arguments in another
function call to evade static analyses. This attack pattern is captured using the
AST node —type CallExpression _Identifier Literal Call Expression.

var p26 = new Array ();
function £85 (gbb5 , w27) {
p26 [ghb] = w27;

e

function w25 (h51) {
return hb1;

s

£85 (763 , w25 (’"s’));

// AST for CallExpression\_Identifier\_Literal\_CallExpression

"type": "ExpressionStatement",
"expression": {
"type": "CallExpression",

"callee": {
"type": "Identifier",
"name": "f85"

},
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"arguments": [

{

"type": "Literal",

"value": 763,

"raw": "763"

EE

{

"type": "CallExpression",

Listing 4.3: A snippet of a JS code with

CallExpression Identifier Literal CallExpression.

AssignmentExpression Identifier FunctionExpression Listing 4.4
shows variable declarations, where e in [line2 is assigned to a func-
tion c. This attack pattern is captured using the AST node type
Assignment Expression_Identifier  FunctionExpression.

eval (function (p, a, c, k, e, d) {

e = function (c) {

return (c < a ? ’’ : e(parseInt (c / a))) + ((c = c % a) > 35 7

String.fromCharCode (c + 29) : c.toString (36) )I};

if (! ’’. replace (/°/ , String )) {

while (c --) dle(c)] = klc]l || e(c);
}

b

// AST for AssignmentExpression\_Identifier\_FunctionExpression
"type": "ExpressionStatement',
"expression": {

"type": "AssignmentExpression",
"operator": "=",

"left": {

"type": "Identifier",

"name": "e"

1,

"right": {
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"type": "FunctionExpression',

Listing 4.4: A snippet of a JS code with

AssignmentExpression Identifier FunctionExpression.

VariableDeclarator Identifier LogicalExpression Listing 4.5 shows a JS
code where the attacker attempts to detect the user environment, such as the browser
version or operating system. This attack pattern is captured using the AST node

type Variable Declarator Identifier Logical Expression.

var b = navigator.userAgent.match(/iPhone 0S ([\ d_1+) /) ||
navigator.userAgent.match(/iPad 08 ([\ d_1+) /) ||
navigator.userAgent.match (/CPU 0S ([\ d_1+) /);

// AST for VariableDeclarator\_Identifier\_LogicalExpression

"type": "VariableDeclaration",
"declarations": [

{

"type": "VariableDeclarator",
"id": {

"type": "Identifier",

"name": "b"

s

"init": {

"type": "LogicalExpression",
Listing 4.5: A snippet of a JS code with

VariableDeclarator Identifier LogicalExpression.

BinaryExpression BinaryExpression Listing 4.6 shows the JS code sample
string concatenation and function obfuscation codes. This attack pattern is captured

using the AST node type BinaryFExpression BinaryFExzpression.

// String concatenation

VaI' a = lIHeII + Illlll + IIOII;
var b = " World !'";
var ¢ = a + " " 4+ b;
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// Function obfuscation
var x = eval;
var y = x("do"+"cu"+"ment") ;

// AST for BinaryExpression\_BinaryExpression

"type": "BinaryExpression",
"operator": "+",

"left": {

"type": "BinaryExpression",
"operator": "+",

"left": {

Listing 4.6: A snippet of a JS code with BinaryExpression BinaryExpression.

Algorithm 1 shows the association rule mining procedure for AST-JS using the
FP-growth algorithm. The generated association rules for benign and malicious JS
are transformed into a list (lines 14-17). The lists are then converted into individual
benign and malicious data frames (lines 19-22) for AST-JS feature selection.

Finally, the feature importance of each AST-JS feature selected was analyzed
using SHAP values to gain an understanding of how different features influence
the malicious JS detection model’s performance. This analysis was achieved in
two parts: first, using the original AST-JS features, and then using the AST-JS
combination features extracted through association rule mining. Next, the SHAP

feature importance is explained.

4.2.2 SHapley Additive exPlanations (SHAP) Feature Im-

portance

SHAP is a game-theoretic approach that explains any machine learning model’s
output that connects optimal credit allocation with local explanations using the
classical Shapley values and their related extensions |75, 73, 74]. The values show
the extent to which a feature is responsible for a change in the model output. SHAP
values either increase or decrease the model prediction and balance each other out

at the input’s actual prediction. The prediction starts from the base value, which
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Algorithm 4 Mining frequent AST-JS node sets using the FP-growth algorithm.

Require: D - a database of benign and malicious JS codes defined as AST-JS nodes;
main__support - the minimum support count threshold.
Ensure: Benign and malicious DataFrames of AST-JS nodes and node combinations.
1: if T'ree contains a single path P then

2:  for each combination 3 of the nodes in the path P do
3: generate pattern § U « with support = min__support of nodes in (3;
4:  end for
5: else
6: for each q; in the Tree header do
T generate pattern § = a; U a with support = a;.support;
8: construct 3’s conditional pattern base and then ’s conditional FP _tree Treeg;
9: end for
10:  if Treeg#0 then
11: call FP_growth(T'reeg,);
12:  end if
13: end if
14: for each benign 0 and malicious 1 frequent patterns do
15:  0.antecedents.apply(sorted(list(i)))+0.consequents.apply(sorted(list(i)));
16:  l.antecedents.apply(sorted(list(i)))+1.consequents.apply(sorted(list(i)));
17:  return list0, listl
18: end for
19: for each benign listO0 and malicious list1 frequent patterns do
20:  TransactionEncode. fit(list0).transform(list0);
21:  TransactionEncode.fit(list1).transform(list1);
22:  pd.DataFrame(list0, list1, columns=TransactionEncode.columns )
23: end for

is the mean derived from the entire prediction. The premise is that the ability to
interpret the malicious JS detection model output will provide a direction for AST-
JS feature selection, further improving its performance. Identifying the features with
the most impact may enable derivation of other features with additional information
to improve the detection performance. This knowledge will also provide necessary

insights into the distribution of specific benign and malicious JS features.

A JS code input is represented as Z with a set of AST-JS features 21, 29, ..., Zp,
and its corresponding output Z’ and predicted features z'y, 29, ..., Z/,,, using the
tree ensemble model g. Algorithm 2 shows the procedure for calculating tree SHAP
values using tree ensemble methods that return AST-JS features (line 6) sorted in
descending order of their importance. First, AST-JS features were obtained from the
JS code dataset and saved as AST-JS M features. For each feature z’; in the AST-

JS M features, tree SHAP was used to obtain the SHAP values. When predicting
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Algorithm 5 Calculating Tree SHAP values for AST-JS M features

Require: Z - a malicious or benign JS code to be explained, Z; ; - AST-JS instances
that Tree SHAP uses as background examples, the g - tree ensemble model.
Ensure: SHAPsortedM features - SHAP values for each AST-JS feature in JS dataset
sorted in descending order of their importance.
1: M features + feature values based on AST-JS.
2: for each ¢ € M features do
3:  explainer < shap.TreeExplainer(g,Z;. ;)
4:  SHAPsortedM features[i] < explainer.shapvalues(Z,i)
5
6

: end for
. return SHAPsortedM features

Algorithm 6 ¢(Z,1) - predicting the i’th AST-JS feature

Require: Z - a malicious or benign JS code to explain, ¢ - the AST-JS feature to get
prediction for, g - tree ensemble model.
Ensure: 2/; - the value of the ¢’th AST-JS feature in Z’.
1: 2/ < g.predict(Z)[i]
2: return 2';

the observed feature z’;, the SHAP importance values for each feature, z1, 2o, ...,
Zn, excluding z;, was calculated. Tree SHAP receives g and a background set with
j instances to build the local explanation model and calculate the SHAP values.
Then, g takes Z and i as input and predicts Z’; the value in the i-th feature, a
feature in the AST-JS M features, is returned by Algorithm 3. This results in a
two-dimensional list of the SH APsortedM features. Each row in the list represents
the SHAP values one of each AST-JS feature in M features.

AST-JS features were divided into those that enhanced the performance of the
malicious JS detection model and those that did not by determining whether their
SHAP values moved the predicted value toward or away from the true value, re-
spectively. Algorithm 4 shows how the SHAP values were used to select relevant
AST-JS features. For each AST-JS feature (line 1), it was checked whether the
true feature value given by the input JS code was greater than the predicted value
(line 2); a positive SHAP value would indicate contributing features (line 3) and
vice versa in (line 4). If the predicted feature value were less than the input value
for a JS code (line 5), the contributing features would be indicated by a negative
SHAP value and vice versa. This algorithm returns two lists, the SHAPSelected

and SH APnotSelected features, containing the contributing and non-contributing
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Algorithm 7 Selecting AST-JS features SHAP values contributing to the malicious
JS detection model.
Require: SHAPsortedM features - SHAP values for each AST-JS feature in JS dataset
sorted in descending order of their importance, Z - a malicious or benign JS code to
be explained, Z’ - the prediction for Z.
Ensure: SHAPSelected features and SH APnotSelected features.
1: for each i € SHAPsortedM features do

2: if z; > 2/; then

3: SHAPSelected|i| + SHAPsortedM features|i] > 0

4: SHAPnotSelected|i] + SHAPsortedM features|i] < 0
5:  else

6: SHAPSelected|i] + SHAPsortedM features|i] < 0

7: SHAPnotSelected|i| < SHAPsortedM features|i] > 0
8: end if

9: end for

10: return SH APSelected features, SH APnotSelected features

AST-JS features, respectively, along with the SHAP values for each of the AST-JS
M features.

The benefits of computing SHAP values are global and local interpretability,
which shows the manner and degree each AST-JS feature contributes to the predic-
tion, and each observation obtains its own set of SHAP values enabling the evalua-

tion of the factors’ impact.

4.3 Experiments

4.3.1 Experimental Setup

A dataset of 39,443 malicious and 40,000 benign JS codes was used in the experi-
mental setup. The malicious JS codes were obtained from Hynek Petrak’s dataset
[105], and the benign codes were obtained from the Majestic Million Service [125].
A JS parser was used to preprocess the dataset into AST-JS nodes, resulting in
32,430 malicious and 38,891 benign JS codes as shown in Table 4.1. This resulted
in 25 expression and pattern and 23 statement and declaration AST-JS features.
Next, each AST-JS feature’s contribution to the malicious JS detection model’s
performance was visualized and investigated using SHAP values. This analysis in-

dicated the need to define more concrete features. Using sample JS attack codes,
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Table 4.1: The dataset statistics showing the number of malicious and benign JS
codes before and after preprocessing.

JS Label | Before preprocessing | After preprocessing
Malicious 39,443 32,430
Benign 40,000 38,891

ten more AST-JS features were added based on combinations of the original ones.
Then, association rule mining and a confidence metric were used to measure how
often AST-JS nodes appear together in benign and malicious JS codes. This re-
sulted in 33 features with parameters min_support = 0.4 for malicious JS codes,
min_support = 0.53 for benign codes, and con fidence’s min_threshold = 1 for
both benign and malicious codes. This selection reduced the original features and
formed the second input set. Finally, a final set of AST-JS features is selected
using the SHAP values. This selection resulted in forty-four features, comprising
thirty-four AS-JS nodes and ten node combinations as shown in Table 4.2.

Performance is evaluated using the three-input feature sets, i.e., the 48 AST-
JS features obtained after the initial preprocessing, the 33 features obtained using
association rule mining, and the 44 features obtained by feature selection using the
SHAP value.

The parameters for the two best-performing models, XGBClassifier and LGBM-
Classifier, using the three AST-JS feature sets, are listed in Table 4.3.

These parameters were found optimal for malicious JS content detection using
the three-input feature sets. 10-fold cross-validation was performed to evaluate the

performance of the approach. Precision, recall, and F1-score were computed.

4.3.2 Performance Comparisons

Precision, Recall, and F1-score The results of these experiments are presented
in this section. Table 4.4 presents the precision, recall, and F1-score obtained us-
ing features defined as AST-JS nodes and 10-fold cross-validation. Each model

performed well on the recall metric, especially the tree ensemble methods. The
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Table 4.2: The AST-JS nodes and node combination features selected using SHapley
Additive ex-Planations (SHAP).

AST-JS nodes AST-JS node combinations

ArrayExpression AssignmentExpression Identifier FunctionExpression
AssignmentExpression | AssignmentExpression Identifier ThisExpression
BinaryExpression BinaryExpression BinaryExpression

BlockStatement CallExpression Identifier BinaryExpression
BreakStatement CallExpression Identifier Literal

CallExpression CallExpression Identifier UnaryExpression
ConditionalExpression | EmptyStatement ExpressionStatement CallExpression
ContinueStatement ExpressionStatement CallExpression Identifier
DoWhileStatement VariableDeclarator Identifier CallExpression
EmptyStatement VariableDeclarator Identifier LogicalExpression
ExpressionStatement
ForInStatement
ForStatement
FunctionDeclaration
FunctionExpression
Identifier
[fStatement
LabeledStatement
Literal
LogicalExpression
MemberExpression
NewExpression
ObjectExpression
ReturnStatement
SequenceExpression
SwitchStatement
ThisExpression
ThrowStatement
TryStatement
UnaryExpression
UpdateExpression
VariableDeclaration
WhileStatement
WithStatement

best-performing model, XGBoost, could detect malicious JS content with an error
rate of 0.0019 for recall, 0.0302 for precision, and 0.0162 for F1. The lower precision
metric revealed that the model misclassified some benign JS codes. Even though

this scenario is not harmful, it may lead to threat-alert fatigue as users and security
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Table 4.3: XGBClassifier and LGBMClassifier parameters obtained using
GridSearchCV for the different input types.

Parameter AST-JS nodes | Association rule | SHAP value
XGBClassifier

colsample _bytree 0.5 0.7 0.4
gamma 0.0 0.1 0.0
learning _rate 0.2 0.2 0.2
max_depth 10 8 13
man__child _weight 1 1 1
LGBMClassifier

lambda 11 0 0 0
lambda 12 0 0 0
mazx_depth 9 6 8
n__estimators 520 520 520
num__leaves 10 10 10

analysts will receive false alarms. Therefore, there is a need to improve this model

further.

Table 4.4: Precision, recall and F1-scores obtained by the malicious JS detection
model using features defined as AST-JS nodes and 10-fold cross validation.

Model Recall Precision F1

XGBoost 0.9981 4 0.0008 | 0.9698 £ 0.0033 | 0.9838 £ 0.0018
Light GBM 0.9979 4+ 0.0008 | 0.9691 £ 0.0032 | 0.9833 £ 0.0019
RandomForest 0.9986 4+ 0.0005 | 0.9702 4 0.0032 | 0.9842 £ 0.0018
DecisionTree 0.9983 4+ 0.0005 | 0.9687 4 0.0029 | 0.9833 £ 0.0016
LogisticRegression | 0.9839 £+ 0.0021 | 0.9414 4+ 0.0039 | 0.9622 £+ 0.0025
KNeighbors 0.8448 4+ 0.0062 | 0.9986 4 0.0006 | 0.9153 £ 0.0037
GaussianNB 0.9968 4+ 0.0013 | 0.5493 4 0.0029 | 0.7083 £ 0.0025

The AST-JS node features are analyzed using SHAP values. Fig. 4.1 shows
SHAP summary plots where features pushing the prediction higher are in red and
vice versa in blue. In plots (a) and (b), each SHAP value is an arrow that pushes to
increase or decrease the prediction. Plot (¢) and (d) show SHAP value explanations
for a sample JS code dataset.

The AST-JS node features were analyzed using the SHAP values. Fig. 4.2 and

Fig. 4.3 shows the relative impact of AST-JS features over the JS code dataset
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Figure 4.1: SHAP summary plots showing the AST-JS features, before (a), and
after (b) feature selection. Each feature is contributing to pushing the model output
over the JS dataset from the basevalue or average predicted probability of -0.38
(a) and -0.42 (b) towards f (x) of 10.26 (a) and 15.32 (b). Both JS codes have
a prediction value greater than the base value. Therefore, the JS codes are likely
malicious. SHAP values for 3,000 JS code samples before (¢) and after (d) feature
selection are also included.
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before and after feature selection respectively. The values were sorted by the sum
of their SHAP value magnitudes. The values give the distribution of each AST-JS
feature’s impact on the model output. The red and blue colors represent the high
and low AST-JS feature values, respectively. The color allows visualization of how
changes in the value of an AST-JS feature would affect a change in prediction; for
example, high SHAP values for the Sequence Expression feature would indicate a

JS code’s high-risk maliciousness.

It is possible to deduce that features such as the Object Expression feature would
influence the model’s prediction more than the LabeledStatement feature using such
plots. A feature such as SequenceExpression has a significant, positive effect on
the AST-JS prediction. Therefore, high SequenceExpression SHAP values may
indicate a higher risk for maliciousness. On the contrary, a feature such as the
FunctionExpression has a significant, negative effect on the AST-JS class predic-
tion, and therefore, a low FunctionExpression SHAP values may indicate a higher

risk for maliciousness.

Additionally, interesting patterns can be observed, such as high values of the
ExpressionStatement Clall Expression__Identifier feature clustered in a very
dense region represented by the red blob. Also, low values of the BlockStatement
feature are clustered in a very dense region, as shown by the blue blob. How-
ever, features such as the ReturnStatement and FunctionFExpression have a
much more uniform distribution with high and low SHAP values, respectively,
that push the prediction to 1. The red and blue blobs on the left and right
indicate an even distribution of that feature in the JS code dataset. Some
features such as EmptyStatement FExpressionStatement Call Expression and
CallExpression__Identifier Literal are not crucial for most JS codes. However,
these features have a significant impact on a subset of JS codes in the dataset. This
scenario highlights how a globally important feature is not necessarily the most

critical feature of JS codes.
Fig. 4.4 shows the SHAP dependence plot for the top AST-JS feature before (a)
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Figure 4.2: SHAP summary plot before feature selection. SHAP values are plotted
on the x-axis for each AST-JS feature on a row and sorted in descending order of
their importance. Vertically piled-up points represent the AST-JS feature density.
The colors show the AST-JS feature value. The primary risk indicator of malicious-
ness is shown as the ObjectExpression feature. The next most potent indicator of
maliciousness is the FunctionExpression feature.
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Figure 4.3: SHAP summary plot for feature selection. The SHAP values are plotted
on the x-axis for each AST-JS feature on a row and sorted in descending order of their
importance. The vertically piled points represent the AST-JS feature density. The
colors show the AST-JS feature values. The primary risk indicator of maliciousness
is the Object Expression feature. The next most potent indicator of maliciousness
is the FxpressionStatement ClallExpression_Identifier.
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and after (b) feature selection. Every dot represents a JS code. Vertical dispersion
at an AST-JS feature value results from interaction effects in the model. The color
highlights the high or low forces behind the interactions. The y-axis represents
the SHAP values. The SHAP summary plot is obtained by projecting the SHAP

dependence plot points onto the y-axis and then recoloring the value’s feature.
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Figure 4.4: SHAP dependence plot for the top AST-JS feature before (a) and af-
ter (b) feature selection. The TryStatement and VariableDeclaration features
were automatically selected for coloring based on a potential interaction in the
model. In plot (b), it can be seen that low SHAP values of the Object Expession
feature influence the model output more significantly for observations where the
Variable Declaration feature has high SHAP values.

Fig. 4.5 shows the SHAP interaction values plot for the top two AST-JS features
before (a) and after (b) feature selection. It shows the main effects and some of the
interaction effects for the Object Expression feature.

Table 4.5 presents precision, recall, and F1-scores obtained using features defined
by association rule mining and 10-fold cross-validation. By including these features,
precision was improved by 0.0127, 0.0129, 0.0131, 0.0125, 0.0188, and 0.2352 for the
XGBoost, Light GBM, RandomForest, DecisionTree, LogisticRegression, and Gaus-
sianNB, respectively.

This improvement indicates a reduction in the number of misclassified benign JS
codes. However, there is a reduction in the recall metric, which indicates an increase
in the number of misclassified malicious JS codes. Using features from the malicious

JS code samples and SHAP values, selected features based on their contribution to
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Figure 4.5: SHAP interaction values plot showing the interaction effects involv-
ing the ObjectExpression feature. These effects capture all vertical disper-
sions. Plot (a) shows that high SHAP values for the Object Expression and
FunctionExpression features significantly influence the model output. Plot (b)
shows that low SHAP values for the Object Expression feature and high SHAP
values for the FxpressionStatement Call Expression_Identifier feature signifi-
cantly influence the model output.

the model output may improve the detection performance.

Table 4.5: Precision, recall and F1-scores obtained by the malicious JS detection
model using features defined by association rule mining and 10-fold cross validation.

Model Recall Precision F1

XGBoost 0.9763(40.0025) | 0.9825(40.0024) | 0.9794(40.0018)
Light GBM 0.9762(+0.0023) | 0.9820(40.0025) | 0.9791(+0.0018)
RandomForest 0.9757(£0.0024) | 0.9833(40.0025) | 0.9795(+0.0018)
DecisionTree 0.9758(£0.0024) | 0.9812(40.0025) | 0.9785(+0.0019)
LogisticRegression | 0.9600 £ 0.0033 | 0.9602 £ 0.0040 | 0.9601 £+ 0.0025
KNeighbors 0.8516 = 0.0044 | 0.9991 + 0.0007 | 0.9195 + 0.0026
GaussianNB 0.8221 + 0.0048 | 0.7845 + 0.0044 | 0.8029 + 0.0038

Table 4.6 presents precision, recall, and F1-scores obtained using features selected
based on SHAP values and 10-fold cross-validation. Each model improved in all three
metrics compared to the association rule mining features, with notable improvement
for the recall and F1-score metrics. The best performing model, the XGBoost model,

had an error rate of 0.0011, 0.0168, and 0.0091 for recall, precision, and F1. The
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model outperformed the Light GBM and DecisionTree models with 0.03%, and the
RandomForest model with 0.04% in the recall metric. A high recall rate translates
to low misclassification and false-negative rate. AST-JS features selected using the
SHAP values capture global and local feature importance. Therefore, these features
enhance the machine learning model’s feature learning process and lead to a better
prediction model. As evidenced by the experiments, high performance was achieved
by all the malicious JS detection models, especially the tree ensemble methods.

Consequently, these models have the least false positive and false negative rates.

Table 4.6: Precision, recall and F1l-scores obtained by the malicious JS detection
model using features selected by SHAP value and 10-fold cross validation.

Model Recall Precision F1

XGBoost 0.9989 + 0.0004 | 0.9832 £ 0.0024 | 0.9909 + 0.0014
Light GBM 0.9986 + 0.0007 | 0.9820 £ 0.0027 | 0.9902 + 0.0015
RandomForest 0.9985 + 0.0006 | 0.9840 =+ 0.0024 | 0.9912 + 0.0014
DecisionTree 0.9986 + 0.0005 | 0.9815 4+ 0.0024 | 0.9900 4 0.0013
LogisticRegression | 0.9895 + 0.0013 | 0.9632 £ 0.0037 | 0.9762 &+ 0.0017
KNeighbors 0.8779 + 0.0056 | 0.9995 + 0.0003 | 0.9347 + 0.0031
GaussianNB 0.9373 £ 0.0056 | 0.6889 + 0.0031 | 0.7941 £ 0.0030

Table 4.7 presents precision, recall, and F1l-scores obtained using features se-
lected based on SHAP values compared with the performance of the Boruta, ELI5,
RandomForest, and SelectKBest [101, 63| feature selection methods. The proposed
detection model performed better than the other methods in all three metrics, with
a notable difference in precision and F1. Boruta, a wrapper around RandomForest,
finds all relevant features carrying information that can be used to predict malicious
JS. AST-JS features that are proven by a statistical test to be less relevant are
rejected iteratively. ELI5 is used for explaining predictions. It is also referred to
as permutation importance or mean decrease accuracy (MDA). The method mea-
sures how the score decreases when an AST-JS feature is eliminated. RandomForest
feature importance method measures each AST-JS feature’s importance using the
entropy function for the information gain. SelectKBest ranks AST-JS features by

the k highest scores. This method measures the dependency between features us-
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ing the mutual information (MI) score function. These feature selection methods
have limitations in that different model iterations assign different feature values to
the AST-JS features. Also, Boruta assigns a True or False value to each AST-JS
feature. The permutation-based methods are computationally expensive and can
have problems with highly correlated AST-JS features resulting in loss of important
information. SHAP-selected AST-JS features have consistency in the feature values
assigned to each AST-JS feature. Unlike Boruta, SHAP values show the degree and
manner each AST-JS feature contributes to the model prediction and are model-
agnostic. These features also provide interaction graphs instrumental in getting

information on AST-JS feature combinations, further boosting the model detection

performance.

Table 4.7: Precision, recall and F1-scores obtained by the malicious JS detection
model using features selected by SHAP value and 10-fold cross validation. The
performance is compared to the Boruta, ELI5, RandomForest, and SelectKBest
feature selection methods.

Model Recall Precision F1

SHAP 0.9989 4+ 0.0004 | 0.9832 4 0.0024 | 0.9909 £ 0.0014
Boruta 0.9983 4 0.0008 | 0.9698 4 0.0033 | 0.9839 £ 0.0019
ELI5 0.9982 4+ 0.0008 | 0.9699 4 0.0033 | 0.9839 £ 0.0019
RandomForest | 0.9984 £ 0.0007 | 0.9698 + 0.0032 | 0.9839 + 0.0018
SelectKBest 0.9982 4+ 0.0007 | 0.9687 4 0.0034 | 0.9832 £ 0.0019

Fig. 4.6 shows the feature importance assigned to the AST-JS features by the
Boruta, ELI5, RandomForest, and SelectKBest feature selection methods. Each
method resulted in different feature values for each AST-JS feature and, therefore,

a different number of features were selected for each method.

4.4 Conclusions

Web-based attacks remain a significant challenge, as evasion techniques are contin-
uously evolving. An equally adaptive strategy is required to detect such attacks

effectively. This study proposes AST-JS feature selection using SHAP values and
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Figure 4.6: Feature importance assigned to the AST-JS features by the Boruta,
ELI5, RandomForest and SelectKBest feature selection methods.
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tree ensemble methods to detect these attacks. Investigating how often AST-JS
nodes appear together in benign and malicious JS codes was conducted using as-
sociation rule mining. One expectation is that this approach would result in fully
representative features that can generalize well to other attacks. This approach
results in a better malicious JS detection model.

A machine learning model can generalize for new attacks if training is performed
correctly. AST-JS nodes were used to represent the JS code structure and their
SHAP values for feature selection. Experiments were conducted using features se-
lected using AST-JS node preprocessing, association rule mining, and SHAP value
selected features. The performance of different models on malicious JS content detec-
tion was compared, and good detection performance for the tree ensemble methods
was achieved. AST-JS nodes are resistant to perturbation in JS codes, and this
ensures that the model is applicable in various JS code contexts and, therefore, to
different JS attacks.

This study can be extended to investigate malicious URL features and their

contribution to model performance in future work.

93



Chapter 5

Conclusion

In this dissertation, the study of JS-based attack detection is chosen as the main
theme since this area is becoming increasingly important for researchers and orga-
nizations to prepare for the ever-evolving attacks and attack methods. As part of
the findings in Chapter 2, there is a small number of JS codes identified as false
positives and false negatives after performing feature learning for a plain-JS. The
false positives and negatives cases are primarily attributed to obfuscation in some
of the JS codes in the dataset, as shown in Fig. 5.1, which presents hard-to-detect
JS codes for both benign and malicious JS codes. However, obfuscation does not
necessarily indicate maliciousness of a JS code [138, 41, 19] as a few benign JS codes
are often obfuscated to preserve privacy and prevent plagiarism, and to fasten code
loading by removal of whitespace and comments. On the other hand, malicious JS
codes are obfuscated to hide their maliciousness and evade detection and therefore
use complicated or a combination of obfuscation techniques. Generally, there are

four categories of obfuscation techniques [138, 41| used in JS codes,

Randomization obfuscation by changing or inserting elements in JS codes.

Data obfuscation by string splitting and substitution.

Logistic structure obfuscation by manipulating a JS code execution path.

Encoding obfuscation by converting JS codes into ASCII, Unicode, hexadeci-
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Figure 5.1: Example of a hard-to-detect JS code by analysis of false positive and
false negative cases in the dataset. These are sample codes for which detection is
ineffective while defining input as a plain-JS. These codes also include numbers and
special characters in addition to JS code words. Input defined as plain-JS does not
adequately capture such JS code details and code structure representation.

mal, or by encryption.

Doc2Vec maintains the semantics of words and would therefore accurately detect
the first three obfuscation techniques, which do not affect the original semantics of
JS code content. Therefore, using Doc2Vec and AST-JS features, most of the code

details in the JS codes earlier identified as false positive and false negative cases are

classified accordingly.

However, the proposed method in Chapter 2 has some limitations when faced
with obfuscation in the dataset, as shown in Table 5.1, which shows the performance

of paragraph vector models on obfuscated JS dataset. As shown in the table, the
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proposed approach in Chapter 2 can detect obfuscated malicious JS codes with
an error rate of approximately 0.08 and 0.07 in recall for PV-DBoW and PV-DM,
respectively. The detection is possible because JS codes have syntactic similarities

at an abstract level, and therefore, AST can bypass obfuscation.

Table 5.1: Precision, Recall and F1-score representing the performance of paragraph
vector models on obfuscated JS codes.

Model Precision Recall F1-score
PV-DBoW | 0.94 (£ 0.1571) | 0.92 (£ 0.1159) | 0.93 (£ 0.0868)
PV-DM 0.93 (£ 0.1675) | 0.93 (4 0.1016) | 0.92 (£ 0.0873)

One of the objectives of obfuscation is to hinder JS code reverse engineering.
Therefore, after performing DUD-preprocessing for the obfuscated JS codes, the
resultant Plain-JS codes may not result in the same original JS code as before JS code
obfuscation was applied. However, as part of the findings in this research in Chapter
3, an obfuscated JS code that has been DUD-preprocessed results in regular Plain-
JS code. The detection performance for the machine learning models is improved
because the resultant JS code has the same semantic and syntactic properties as the
original one. After performing deobfuscation, which is the first step in the obfuscated
JS code preprocessing, the resultant JS codes have to be inspected manually for the
presence of obfuscation. Some approaches have been proposed for the automatic
detection of obfuscated JS codes. Some of these approaches focus on specific JS
code obfuscator tools that are unique to specific obfuscation techniques. Therefore,
given a dataset that contains JS codes obfuscated by a JS code obfuscator tool other
than the one focused in the approach would result in misclassification of obfuscated
JS codes. The existing detection methods for obfuscated JS code detection can not
be easily applied to other JS code obfuscator tools. Other studies use features such as
the structure of the obfuscated JS code and functions such as eval() and unescape()
within a x number of bytes of each other. These are heuristic-based approaches
that are limited in capability when faced with sophisticated JS code obfuscation

techniques. In the case of a packed JS code, single-step unpacking is not enough as
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most obfuscated malicious JS codes contain multiple layers of obfuscation.
Blacklists, heuristic- and signature-based systems are widely used to detect ma-
licious URLs and JS codes. Current detection methods have various challenges
stemming from fast-flux, cloaking, and zero-day attacks. Some services that can be
used for copyright and privacy reasons in benign JS codes, such as obfuscation, can
also create new or variant JS attacks. Therefore, it is biased to classify transformed
URLs and JS codes as malicious without further detailed analysis. A system to
analyze and accurately detect web-based attacks is needed. As part of the research
findings in Chapter 4, feature selection using SHAP values results in a better pre-
diction model. Other researchers limited their scope by studying specific malicious
URLs and JS attacks, such as those containing phishing attacks, social engineering,
malvertisment attacks, and Denial-of-service (DoS) attacks, among others. For this,
they used manually engineered features unique to the type of attack they intended
to identify. Such approaches have challenges in that they cannot be generalized to
other attack types. The premise is that features selected using SHAP values can
overcome such challenges, as the analyst can easily and quickly identify which fea-
tures significantly impact the overall model performance. Also, as shown in Fig.
5.2, using SHAP interaction values, it is easier to tell which AST-JS feature combi-
nations or interactions contribute more toward the model’s detection performance.
These feature combinations are shown as *—. Some of these interactions are directly
interpretable as attack types present in the dataset. The SHAP-based approach does

not, therefore, focus on specific categories of web-based attacks or threats.

ArrayExpression® - BinaryExpression *‘——
BinaryExpression®* ArrayExpression *’——
Literal — +
E xpressiionStatemeni® BinaryExpression ——
BinaryExpression® ExpressionStatement -
MemberExpression . ———
VariableDeclaration - -——L
DowhileStatement + e — =
AssignmentExpression® Irstaterment - —"h—'_—' -
IStatemeant* AssignmentExpression - -ﬂh—-—- -
VariableDeclaration* Expression Statem ent —‘-‘—

Figure 5.2: SHAP interaction values showing AST-JS features pair combinations.
The plot makes it easier to determine which pair contributes more to the overall
model performance and in which direction.
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5.1 Contributions of This Dissertation

In Chapter 2, first, Abstract Syntax Tree (AST) for code structure representation
is introduced. AST-JS gives a robust property against some perturbation in JS
codes. Second, a machine learning approach called Doc2vec is used to conduct
feature learning for JS-based attack detection. Features learned with Doc2Vec are
of low dimensions, which ensure faster detections. In addition, Doc2Vec can learn
context information of texts with variable length. Third, AST-level manipulation
and AST-level merging are conducted to enhance the feature learning process for
Doc2Vec. Lastly, the proposed approach automatically learns feature vectors com-
pared to other previous methods, which employ manually crafted feature sets and
subsets. The proposed AST-JS features and Doc2Vec for feature learning provide
better accuracy and fast classification in malicious JS code detection compared to
conventional approaches and can flag malicious JS codes previously identified as

hard-to-detect.

In Chapter 3, this study proposes a hybrid-analysis approach for obfuscated mali-
cious JS codes by integrating the use of a JS code beautifier and formatter, a Virtual
Machine (VM), a JS code editor, and a python int_to_str() function to deobfuscate
an obfuscated JS code, unpack a packed JS code and decode an encoded JS code
respectively. Malicious JS codes employ sophisticated obfuscation methods such
as packing, encoding, and multi-layered obfuscation methods. The resulting obfus-
cated malicious JS codes are characterized by unnatural and unreadable syntax and
corrupted code structure different from that of the original JS code. To effectively
conduct feature learning on such obfuscated JS codes, this study performs deobfus-
cation, unpacking, and decoding of obfuscated malicious JS codes. The FastText
model automatically learns low dimensions feature hence ensuring faster detection.
The FastText model is fast and suitable for big datasets and, therefore, well suited
for the JS code feature learning. The model can also learn vector representations
for JS code words that are not contained in the vocabulary at the time of model

training and would, therefore, result in reliable vector representations for future,
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new and unseen JS codes and consequently new JS-based attacks. The proposed
approach enhances feature learning and provides improved accuracy in the detection
of obfuscated malicious JS codes.

In Chapter 4, this study proposes an automatic feature selection and classifi-
cation approach for malicious JS content using SHAP and tree ensemble methods.
SHAP values provide necessary insights into the distribution of specific benign and
malicious JS features. The SHAP-based approach adopts features that are auto-
matically selected based on their contributions to the model output. SHAP-selected
AST-JS features have consistency in the feature values assigned to each AST-JS
feature. Unlike Boruta, SHAP values show the degree and manner each AST-JS
feature contributes to the model prediction and are model-agnostic. SHAP-selected
AST-JS features represent adequate details of a JS code structure without execut-
ing the code. These features also provide interaction graphs instrumental in getting
information on AST-JS feature combinations, further boosting the model detection
performance. The experimental results show that the proposed approach is a better
prediction model.

In general, a robust JS code structure representation method of low dimensions
and efficient learning method for JS codes is introduced. The approach ensures
highly accurate detection and fast classification for malicious JS codes. The proposed
methods can be implemented in the form of a firewall. In addition, because the model
is of low dimensions, it can easily be implemented in the browser to ensure faster

detection.

5.2 Future Work

As future work, there is a need to improve the performance to ensure more accurate
detection of obfuscated malicious JS codes. For example, (1) by estimating the
maliciousness of obfuscated features based on entropy information of string arrays
and/or some known signatures of toolkits and (2) by using statistics on obfuscated

parts such as a percentage of obfuscated parts in the whole code and/or which parts
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(e.g., variables and functions) are obfuscated, and so on. Therefore, there is a need
to identify obfuscated parts accurately, but this is also a challenging problem.

In addition, there is a need to develop a technique to check for obfuscation in
the dataset automatically. This technique should remain independent of specific JS
code obfuscator tools or obfuscation techniques. Recently, studies are focusing on
embedding source code. Regular and obfuscated JS codes follow some code structure
rules for sentences, functions, variables, operation procedures, and stop conditions.
As such, a word embedding model may lose much of the information in a JS code
structure. Embedding JS source code would be language-specific and share the
same concept as the NLP embedding models with a few tweaks. While the existing
word embedding models, such as the FastText and the Paragraph Vector models,
yield high-quality vector representations on programs and source code tasks such as
obfuscated malicious JS code detection, they are not well-tailored for obfuscated JS
code parts. As such, parsing errors are common when trying to realize a plain-JS
code for static analysis. It is envisioned that directly embedding a JS source code
would facilitate capturing a JS code structure and avoiding such errors.

The objective of this study is to have a high recall, which translates to as few
false-negative cases as possible. There is however a need to check the number of
false positive cases as many false positives result in an annoying system that can
result in alert fatigue resulting in missed or ignored alerts and delayed responses.
Therefore, in future work, we endeavor to perform better training to equally improve
the detection of benign JS.

The proposed method cannot detect other attacks, such as phishing attacks that
employ benign JS codes to perform attacks. In future work, there is a plan to incor-
porate the detection of such attacks, for example, by investigating the combination
of benign JS codes that result in a phishing attack. Also, phishing attack features
could be incorporated for training the model and investigating other features such
as inline JS.

Therefore, these remedies are left as future work.
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