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Fig. 2.1 0 The basic matrices of 2-dimensional DCT(8 x 8).
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Fig. 2.2 0 The procedure of wavelet transform.
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Fig. 2.3 0 The representation of wavelet transformed image.
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16 11 10 16 24 40 51 61
12 12 14 19 26 58 60 55
14 13 16 24 40 57 69 56
14 17 22 29 51 87 80 62
18 22 37 56 68 109 103 77
24 35 55 64 81 104 113 92
49 64 78 87 103 121 120 101
7292 95 98 112 100 103 99
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Fig. 2.4 0 The precedure of JPEG operation.
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Fig. 2.5 0 Quantization method.
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Fig. 2.6 O Changes in the frequency components caused by PN sequence.

O0o0oooooobood e, 0000000
si:ai—bi, (223)

gobooo

O0000000000000000E[OCO0D0000000O0O00O0O0O0O0 ;000

n—1

i=0
000000000 -0000000000000000CDOOOOODOOOO0ODO (224)0
000000000000000000000000000000000000 (223)00
guooooooobn

si =(ai+a)— (b — ) (2.26)



15

The number of n)

2am

02.70S8n)000
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Fig. 2.8 0 Visual sensitivity versus frequency.
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00000000000000000000000000000000000000004
00DCTOO0O0000000000000000032:) 0000 DCT(32x32)0000
00000 1600000000000000000400000000000000 3.2(b)
00000000000 0000000000000000000000000000000
000000000000000000000000000000000000000000
000000000000000000000400100000000000000000
000000000000000000000 fyv(z,y)0 NxNOOOOODODOOOOO
00000 DCTOOO Fy(X,Y)DOOOOOOOO

! (3.10)
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O0000000000D000 fy(z,y) OOODODODODODODODODOOOOOOOOOO

2
\é_T 2F32<0,0)
oT 2 + 1
\/3_2 cos{ :133—21- 7r} s F35(0,2)
f32(957y) = (3~11)
V2T {2y+1 }  Fu(2.0)
32 COS 32 ™ L L3291 4,
T 27 + 1 2y + 1
— : Fsy(2.2
16COS{ 32 W}COS{ 32 W} 2(2:2)
000400000000000
V2 V2T 2r + 1
- TZ7
fal2,y) 8 32 COS{ 32 W}
V2T 2y +1 T 2z +1 2y +1
Y=L T — i - 12
32 COS{ 32 7T}+16COS{ 32 ”}COS{ 32 } (3.12)
0000000000000 8<z,y<24)0000 DCTOOOO
V2 V2T 22 + 17
! !
- Yo _ Yo oy Tt
oT 2 + 17 T 20" + 17 2/ 4+ 17
_\/_ cos{ Yy 7r}+cos{ v W}COS{ Yyt 7T}, (3.13)
32 32 16 32
F6(0,0) ~ 1.81T (3.14)

000000000DCTOOO000000DD0000000F(0,1)=T, F(0,3)=-T,
F32(2,1) = =T, F3(2,3))=T000,

Fi(0,1) ~ 1.60T, (3.15)
0000 Fay(1,0) =T, Fye(1,2) = =T, F55(3,0) = =T, F55(3,2) =T 0000

Fi6(1,0) ~ 1.60T0 (3.16)
Fy(1,1) =T, Fyp(1,3) = =T, F55(3,1) = —T, F5(3,3)=T000,

Fig(1,1) ~ 1.41T, (3.17)
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000000000000000000000000000000000000000000
0000000000000000000000000000000310000000000
000000000400000000000000000000000000 (), (&), (i), ()
000000000000 (pL,peps,ps) 00000000POO0O0OOOOOO

03.1000000000000 DCTODO
Table 3.1 0 DCT coefficients used for embedding and extracting.

godd uo
et 4! ‘ P2 ‘ b3 ‘ P4 P
i | F32(0,0) | F32(0,2) | F52(2,0) | F52(2,2) | F16(0,0)
i || F32(0,1) | F52(0,3) | F52(2,1) | F52(2,3) | Fi6(0,1)
i | Fi2(1,0) | Fio(1,2) | F32(3,0) | F5(3,2) | Fie(1,0)
w | Fia(1,1) | Fia(1,3) | Fsa(3,1) | F32(3,3) | Fi(1,1)

p1 = Fa(x,y),
= F 2
D2 32('277 Yy + )7 (318)
p3s = Fy(z +2,y),
yo :F32($+2,y—|—2),

000000000 a0 p,p00000p,,ps 00000000000 POOO S0000O
000000000000 «0 4000 (3.14)(3.15)(3.16)(3.17) 0000000000000
000000000000000000000000000000000000000000

0000000 7T000000000000007000000w = (wo,wy, -+ -, Wa_1),
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Step 3. tU 00000000 ODOOO0O0D0 v, 0O0D00DOOOOODOO

o0 w,=00000
m=p+T,
p2=p2— T,
ps=p3— 1T,
pr=ps+T.

(3.19)
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w,=10000
m=p —T,
p2=p2+T,
ps =p3s+1T,
pa=ps—T.

(3.20)
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Fig. 3.3 0 Searching domain. Fig. 3.4 0 The 13 candidates of rotated block.
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Fig. 3.5 0 Blocking effects.
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Fig. 3.6 O Distortion of the proposed scheme I.
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Fig. 3.7 0 Energy concentration.

3.7 UUuoooouoooon

3.71 DOO0ODOOO0ODOODO

OO0D0000000D00D0O0bD0OD256x256000RGBO 8000000 “lena”d
“girl”0 “baboon”d “peppers”0 “f16”" 00000000000 MOIDOODOOODOODOOODOO
10'000000000000000000000000000000

3.7.2 0O0O0OO

000000000000000000 “ena’ 00000000000000 PSNROO
000000000010000038k) 000000100000 3.8(b)0000000
00000000000000001007T=5000001007T=1200000000
000000000000000000000000000000000000000000
0000000 PSNROOOOOODOOOOOOOO000O00OO0O00000000000
00000000000000000001I0015<7T<3000000100060<T < 80
00000000000000000000039000000 “ena”’ 0000000000
0000000000 3.10() (0000 D00 3.100b) (0000 M0000



38

55 55
50} 50
o o
=) S
o x
z z s
[a 8 o
40} 40 ]
K
35 . . . . . . . 35 . . . .
0 15 20 25 30 35 40 45 50 20 40 60 80 100 120
Embedding Intensity T Embedding Intensity T
(a) Proposed scheme I (b) Proposed scheme T

038000000
Fig. 3.8 0 The degradation of image quality.

3.73 0OOODO

OoboobooooboobooboobobooooboobobobooboobD MSEOD DO
gbgooboobobbobbobbobobobboobbooboob Koboobooobo
0000 (16+2d) x (16+2)00000000d000ODO0O0O0OOOOOOOOOOO0OO
gbboodboboogboobooobuooboobbooboboobboobooooooooboo
gbboboogobobbbooooobbboooobobooobobbbuoooobboao
OOo0oO000o0oo0ooobobobobJd0ob0obooooooostrtMarkDOoDooonog
goggoopoobbbboobobobobbotbuodgoooooooooobbbbobooboobobbboo
00000 % 00000000000 T=20000000 “ena” 00000000000
11 gbobooggbboboogoobb 3120000

0 3.1103.1200000000d>6000000000000000O000O0D0O0OOO
obooobooobboddd=600000000000DO0O0ODODOODODDOOODOO
gbobooboboooboooboboboboobd=600000000D0O0O0O0ODOODO

goo

3.74 StirMarkO0OODOOOO0OODO(ODOOOTI)

sOo0bbpboobboO0StrMarkO000000000O00O0ODOStTtMarkO0 000000 ver-
sion3.10000000000000000O0ODO0O0O0O0O 3.130000000000 StirMark
gbbbooodgbbbboooobbbooodooboo

OO0 “peppers” 0 “fl6” D000 0OO0OOOOOOOOODOOOOOOOODOOODOOOO



39

0390000 “lena”
Fig. 3.9 0 Original image “lena”.

(a) Proposed scheme I, (b) Proposed scheme T,
PSNR = 42.5[dB], T = 30 PSNR = 42.8[dB], T = 80

03100000000
Fig. 3.10 0 Watermarked images.



100 —y

%0 F//j/*’ + +

80 Swl s

70 /S

60 g, .
50 // ,/ ‘ 4

40
30
20
10

no-error
single-error - + -
double-errors - -
triple-errors —0O--

Correct Extraction Rate [%]

3 4 5 6 7 8
Searching Distance d

031100000 4d00000000 “lena”

Fig. 3.11 O Correct extraction rate versus searching distance “lena.”
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Fig. 3.13 O Tolerance for StirMark attack (Proposed scheme I).
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0320000000000 “lena”
Table 3.2 O Distribution of the number of errors “lena.”
T | Obit | 1bit | 2bits | 3bits | else
15 116.7 | 31.3 | 27.9| 15.2| 9.0
201 509 | 34.8 | 11.7 23| 04
25 | 74.7 | 21.7 3.2 0.3 0
30 | 88.9 | 10.5 0.6 0.1 0

goo320000000bobobbduedtbgbuoobuoo3sgoboooboooboo
gbbodbogboobooobr=z20bbogobooobo 3gbbooboboonoobooo
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0330000000000 (T =30)
Table 3.3 O Distribution of the number of errors (7" = 30).
image | Obit | 1bit | 2bits | 3bits | else

girl 84.0 | 15.0 1.0 0 0
baboon | 93.9 | 0.3 0 0 0
peppers | 54.2 | 34.5 9.6 1.6 | 0.2

f16 63.0 | 29.8 6.4 0.8 0.1
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O00000000000000000000D0000D000O0O0 YOOOO JPEGO
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03400000000 00000000D00O00O “lena”

Fig. 3.14 O Correct extraction rate versus quality for a synchronization template
“lena.”
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gboboboogobbooooboboo
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Table 3.4 00 Compressed file size for a synchronization templete.

size[kB]
quality %] lena ‘ girl ‘ baboon ‘ peppers ‘ f16
20 1.4] 1.2 2.0 14] 1.5
25 1.5 1.2 2.3 1.5] 1.6
30 1.7 1.3 2.6 1.7 1.7
40 1.9] 1.5 3.2 1.9 2.0
50 21| 1.7 3.6 22| 23
75 3.1 | 24 4.2 3.0 3.3
100 12.1 ] 10.3 17.5 125 | 124

3.7.6 StirMarkOOOOOOOO (QOOO WM

D000 I000000o0o0obooooboboOoImIooogooooDg stirMark DOOOODO
OO00O0DbO0bOoboobooboobooDo stirMarckOOOOOODOODODOOOOODOODO
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goobogbubobuobbogobboodbbobboobooouooboob 3ggoo
goboodbbogboboboogobooobooobboobbuoobbooog 3500
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OO000DbO0DbOO0bO0o0O00oO0obo300b00ooboooDobOoboboOon StirMarkdO OO
googobuodgbbodbobuogoobooobooboobooboboobboobo
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3.7.7 JPEGUOUOOOOOO
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Fig. 3.15 O Tolerance for StirMark attack (Proposed scheme I).

0350000000000 “lena”
Table 3.5 O Distribution of the number of errors “lena.”
T | Obit | 1bit | 2bits | 3bits | else

60 | 15.6 | 309 | 283 | 16.3 | 8.9
651|250 368 | 242 | 104 | 3.7
70 | 37.0 | 38.1 | 18.3 5.3 | 1.3
75 146.9 | 36.5 | 13.2 291 05
80 | 56.4 | 33.4 8.5 1.5 ] 0.2

0360000000000 (T =2380)
Table 3.6 O Distribution of the number of errors (7'=80).
image | Obit | 1bit | 2bits | 3bits | else

girl 48.9 | 38.3 | 11.2 1.5 0.1
baboon | 68.2 | 25.7 5.4 0.6 | 0.1
peppers | 17.2 | 32.1 | 28.2 | 14.8 | 7.7

f16 16.5 1 323 | 28.6 | 149 | 7.7




45

3160 0JPEGOO0OIOIODOODDOOOO (quality(%)) 0000000000000 10000
0000000000000 00000000O000000D0O0O (qualityyDOOOOO
O000000002[%000000000000000000000000O0O0O0O0O00O0
ooobobosilegbooooobobr>200b0b0obooboboboobobo
O00000000Oqualityd 10(%|00000000000000O0O0O0O0OOOOOO0O
000000000000 (quality)25[%|00000000000O0O0JPEGOOOOOOOO
oobooobooboooboobooobobooboooooboo I JPpEGOOOODOODOO
oboboooooboobirodboooboosirgbodboobobooboboonboon

100 0 0 0 0 0 0 0 0
§ /
L 80
Io ! T=15 —x
o
c = o+ -
S 60 / T =20 +
3] K T=25 _%-
= [
Iﬁ 40 //I I' T =30 —}-
3
o)
O

20

10 15 20 25 30 35 40 45 50
quality [%]

03160JPEGODOOOOOOO(MQOOOOI
Fig. 3.16 O Tolerance for JPEG compression (Proposed scheme I).
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460000 0470000000 (T=12)
Fig. 4.6 O Original image. Fig. 4.7 0 Watermarked image (T' = 12).
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Fig. 4.8 0 Watermarked image (T = 20). Fig. 4.9 0 Watermarked image
(T = 20, variance = 50).
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Table 4.1 O Tolerance for StirMark.

T || lena [%] | girl [%] | baboon [%] | peppers [%]
8 37.1 66.8 14.9 37.4
10 70.5 87.4 47.8 69.1
12 88.4 95.3 75.7 86.6
20 99.8 99.8 99.3 99.5
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Fig. 4.10 O Distribution rate versus number of errors.
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Table 4.2 0 Error distribution rate (7' = 12).

image || Obit [%)] | 1bit [%)] | 2bits [%] | 3bits [%)
girl 95.3 4.6 0.2 0.0
baboon 75.7 20.8 3.1 0.4
peppers 86.6 12.5 0.9 0.0
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Table 4.3 O Robustness for each embedding coefficient (7' = 12).

image | (0,0) | (3,33) ] (7,7)

lena 90.9 | 90.7 | 91.9
girl 96.4 | 96.4 | 96.7
baboon || 77.6 | 76.2 | 75.0
peppers | 88.0 | 89.9 | 88.4

04400000000 PSNROOO (T =12)
Table 4.4 0 PSNR for each embedding coefficient (7" = 12).

position

(0,0)

(3,3)

(7,7)

PSNR [dB]

44.1

44.0

44.0
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4.4.3 JPEGUOUODOOOOO
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Table 4.5 0 Tolerance for JPEG compression “lena’”.

quality
25% | 30% | 35% | 40% | 45% | 50%
8§ [ 11.1]384[ 744|888 940 99.3
10 | 43.4 [ 79.9 | 95.0 [ 99.0 | 99.4 | 100.0
12 | 80.6 | 96.8 | 99.7 [ 99.9 | 100.0 | 100.0
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Fig. 4.11 O Tolerance for JPEG compression (T = 12).
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0460JPEGOOO0OOOOOODOOOOOOOOODO (“lena”, T =8)
Table 4.6 O Error distribution rate after high compression (“lena”, T = 8).

quality[%] || Obit | 1bit | 2bits | 3bits | else
25 11.1 1229 | 241 | 175 | 244
30 384 | 33.8 | 18.7 6.4 | 2.7
35 7441 21.2 ] 3.8 0.4 | 0.2
40 88.8 | 10.1 1.0 0.1 0.0

0470JPEGODO0O0O0O0OOOODOOOOOOOOOO (T =8, quality 30%)
Table 4.7 O Error distribution rate after high compression (T' = 8, quality 30%).
image H Obit ‘ 1bit ‘ 2bits ‘ 3bits ‘ else
girl 340|315 | 21.3 | 8.1 5.1

baboon | 45.7 | 35.6 | 144 | 3.1 | 1.2
peppers || 39.5 | 33.1 | 17.2 | 7.0 | 3.2
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Table 4.8 O Tolerance for JPEG compression (T = 20).

‘ quality
HHAge 20% | 25% [ - | 50%
lena 98.5 | 100.0 | --- | 100.0
girl 95.3 | 100.0 | --- | 100.0
baboon | 99.0 | 100.0 | --- | 100.0
peppers || 97.7 | 100.0 | --- | 100.0
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dependent on the variation in pixels

\\\
~

20n 20n(1 +~1,,)

0530Sn) 000000
Fig. 5.3 O Changes in a distribution of S(n).
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Fig. 5.4 0 The searching area K for each embedded position.
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for y =1 to Ny do
{
for r =0 to Nx do
{
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0 D, <x
wy =< 1 4< D, <12 (5.13)
NULL otherwise
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for y =0 to Ny do
{
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wy=1¢ 1 4<D, <12 (5.15)
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Fig. 5.7 0 PSNR versus embedding intensity.
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Table 5.1 0 Tolerance for MPEG compression ~ Table 5.2 [0 Tolerance for Gaussian filter
bit-rate | bit error rate bit error rate
r [Mbps] || Flower | Tennis T Flower | Tennis
2 6.56 0.33 20 6.39 2.12
20 3 1.95 0.00 30 3.31 0.52
4 0.50 0.00 40 0.00 0.52
2 2.86 0.00 20 0.00 0.00
30 3 0.49 0.00
4 0.00 0.00 O0530000000000000000
2 1.29 0.00 Table 5.3 O Tolerance for Median filter
40 3 0.97 0.00 bit error rate
4 0.00 0.00 T Flower | Tennis
2 0.96 0.00 20 | 14.81 2.67
50 3 0.89 0.00 30 5.41 1.02
4] 0.00] 0.00 40 | 218 | 1.02
50 0.97 1.02
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Table 5.4 O Tolerance for five columns and rows removal attack.

bit error rate
I Flower | Tennis
20 | 3.52 (4.16) | 0.45 (0.62)
30 | 1.38 (1.74) | 0.15 (0.28)
40 | 0.62 (0.79) | 0.07 (0.15)
50 | 0.26 (0.30) | 0.05 (0.09)
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Table 5.5 0 Tolerance for random geometrical attack.

bit error rate
I Flower | Tennis
20 | 6.83 (8.36) | 1.35 (2.12)
30 | 2.10 (3.04) | 0.61 (1.01)
40 | 0.89 (1.59) | 0.33 (0.60)
50| 0.59 (1.24) | 0.37 (0.17)

O560StirMark 00000000
Table 5.6 O Tolerance for StirMark attack.

bit error rate

T

Flower | Tennis
20 | 15.03 (16.93) | 4.70 (5.92)
30| 5.80 (7.23)]2.73 (3.72)
40 | 2.81  (3.72) | 1.89 (2.66)
50 | 1.93  (2.59) | 1.40 (2.04)
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W=¢9mod NOdOODOOODOOODODOOOOOOODODOOOOOOODODOO0OOOOOO
gobobooogd

Step 1. 00000000 a(2<e<N)DDOOODODOODOOOOODOODO



79
Step 2. 000000000000 O0O0Y¢YO00O0ajep(Z/NZ)DOOOODO

/—1
a=> a2 (6.1)
j=0

DUb0dbd ;000000000000 »;, 00000000000 com; 00000
goooooooooon
com; = ¢g“?h% (mod N) (6.2)

Step 3. U000 O0OO0D0O0ODLOODODOOODOODOODODODODODbDOODDODODOODOODO
V =h* (mod N), (6.3)
goddooooobbobbbooooo

Hcomjgj “W.v (mod N) (6.4)
J

Step4. JO0O0O0OO 0L <L —-1000000O

Step 4.1 0000 LOOOO b €R(Z/NZ)ODOODODOOO0O0O0OO 0000000
Ci = ghh" (6.5)

Step 4.2 00000 TOOOOOOOODOO0ODOOODOODODOODOODDODOO
goboboooobbbuooooborobobooon

v Ci-com; (mod N) DOOOOO (6.6)
C; (mod N) 000
Step 5. U0 0D00000 Y, 000000000O0000O0ODO0O
(Li+Tw;) pyTaj+b; dN) DOO0ODOO0
Y; g (mod ) (6.7)
g'"h* (mod N) 000
guooooooooobbbbbooooooouobobobobobbbbuooooa
I+ Tw; d gooooo
D) = | Lt T (modp) (6.8)
I; (mod p) oo0o

Oooobobodooboooobooooooooobobw,=10000000000T0O0
Dubdbdw;,=000000000000000000006.1000000
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(EAFE) (fR7e#)
id = Y w;2! W =g (mod N)
Er(Z/NZ
a; €p (Z/NZ) e =k
, N V =h" (mod N)
a=>Ya;2
com; = ¢g“h% (mod N) comj ,
! : " HcoijJ Tw.v (mod N)
i, b €r (Z/NZ)
HOAHBRE T
g]l‘-l-T’w.tha.j-f-bz' P Y; g[ihbi . Comr
Y, = {g]z‘hbi (mod N) < Y= glihbi 7 (mod N)
I+ Tw,
D(Y;) = { I T (mod N)
13

061000000000000
Fig. 6.1 0 Proposed fingerprinting protocol.

0000000000 com;00w; 0000000e,000000000 E(w;, a;)000
0000000000 (6.6)0 comT 0O

com! = (¢*h“)" (mod N),
= ¢™ip"™  (mod N),
= E(ij7 Taj)? (69)

00000000000 (65)0 ¢ha0 E(L, b)) 0000000000000000000
00000000000000000000000000Y00000000000000
0ooo

00000 o000b0do0oo0boooooo0oooooo  rooboooooooooon

gbobooobgoobobooobuoooobobb0 pbooboboboobooboboDbooboo
gboogbbobobooboobogbbobbuooboobboobbobesbbbonbO
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6.2.2 U00O0OO0OODOOOODOOOO

oobooboooobooboooobooboooo Iibboboobobobobbobbbon
godgoboodgdgooooodooooodoodoibibleom;000-000000
0000000000000 1000000000000000000000w;(0<j</{-1)
gbool1godbbodboboooboogoboobobbogbboobboobobooboo
000000000000000000000000000 (640000000 w;0000
Oooobobooooooooooboooboooooooooob Yy, 0obooouodbw; 000
ooodooL+Tw, 0000000000000 O0O0O0OC0OO0OO0O0O0O00O00O0O0000
gooodoboodooddeom,d000000w; J0000000000000000
gbobobuoooobbobuoooobobbooooobon

Step 1. 0000 com; 0000000000000 0¢t+¢ <221000000 t,¢ €r
(Z/NZ)ODOOOOOD com; 0000000000

COM; = com;j -g% (mod N) (6.11)

Step 2. 00000000 CCOM;000000O

00 r; €r (Z/NZ)DDOOODw,,a;, COM,;, D(COM,;) 000000000000 com,
0ooooo
Lr Bt (mod N) (6.13)

com; = comj

Step 3. 00 0O0OUOcom; DOOOO0OD ¢,c; 0000000000000O00COM;ODO
OO com; UOOO0OO0O0OO0OO00OO00OO0OO0O0O0O0OO0

Step 4. 00O0O¢,¢;00 (6.11)00000000000D0 r, 00000000000 ODOO
gbbobuoooobbbuooobbbuoooobood

Step 5. 0 .(6.13) 0000000000000 com; 00000 w;, 00000000000
gboooooooood

gobobbbboogoogoobbbbobbbbuooddoooouooe20bbbbbbhD
0000000000 Step20000w; =00000

D(COM,) = ¢;, (6.14)
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(A ()
com:; = g%h% (mod N com; R
i—9 ( ) j > 1 e en(Z/NZ)
, — .5 (1
T €Ep(Z/NZ)
. QJ . gicjha.l'cj—*_r.f (w] — O)
COM; =1 gtitespaltyte;) (w; = 1) (mod N)
COTM; .
< i, ¢
Qj % comj - g% (mod N) N
] o
" com; £ com, 7" 0 (nod N)

ge20000dopbobouoooobbood

Fig. 6.2 0 Binary proof protocol.

gbodd
COM; = g“h%" mod N,

(6.15)

0000000000000 COM;,D(COM;) 000000000 com; 00000000

oooo
com; = COM;-g D(COM;) p,a; D(COM;)+r; (mod N)

= PR IR (mod N)

= putFe)*Ti (mod N)

= E(0, aj(t- +¢j) +75)

— comt (6.16)
O00w; =10000

D(COM,) =t + ¢, (6.17)
O000Ocom; 0000000O0O0O0O00OO
com; = gPCOMIpaDCOM)E (1od N)
= ghtepetire)tn (mod N)

= E(tj + ¢, aj(t; +¢) +15)

“+c;
= com j] 7 hT

(6.18)
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OOoO00OO0OO0OO0OO0OO0OO0O0O0O0O0O0O0O0O COM;00 com;, DOOODOOOOOOOOOOO
O000000000C0O00000O0com;0000000O0¢,,c; 000000000000
guboooodib g+ 00000000000000000w; 0000000000000
00000 com;000000O0O0O0O0O0O0O0OCOCOOOOOOOODOOOOOOOOO

OO 6.1 pdb0dodoooodoboddoddil w, 000000000000000004
gbboboooobboogd

(00) 0000 COM; 00 wit;+¢;00000000000000¢0¢000000
00000000000w0000000000000000000000000000O0
com?™ 00000000000000000 wy,a;,w;it;+¢00000000000w,0
000000000 (6.16)00 (6.18)00 com; 000000000 D000O00-000000
000000~ 0000 com? ™ 00000000000 w(t;+¢)0000000000
0000000000000000000

COm;jJer hT = E(w](t] + Cj), aj(tj + Cj) + ’I“j) (619)

0000000000000 w;000000000000000000000000000
0000000000000000 E(0, a;(t;+¢)+r) 0000 Et; +c¢j, a;(t; +¢;) + ;)
0000D000000000000000000~00000000000000 (6.13)0
0000000 w,000000000000000000000000000000000
00000000000 Step 200000000000000000000000 ¢;,¢;00
0000000000000000000000Ocm,;,COM;00000000000000
00000000000000000000000000p000000000000000
00000000 (0oo)

6.2.3 00O

gbodbgdbbogbobogobboobooobboobboobobooberogonn
O0w,0000000000000000000000000000000000000¢0
oodooooddbem;D00000000000000000000000O0O0000O
ooooooboooboobobo«@booboobobobobobooboobooboobo
goboboooobbbuoooobobboo

b 6.2 0000000000000 000000DLDODOpO0OOLDLDDDbDODDO
obobbooboobooboon



84

gboogbobbuogbbodgboobbooboobbuooboobobuoboobboobo
gbobboobuodboobbooboobbooboobboobuoobbooboobo
gbogobuoguobdoboooboobboobbooboboobboobboobo
gboobodbboogoobboobuoobbodobooboboobbooboobboobo
gobooboogo

gboboboobooboboobobbooboboobooo Ibbbobboobooon
gboogobuogbbogboobbodobooboboboooboooooboobboobo
gooo

Al J00O0OO0OO0ODOOoOoDoOooo

A2 O00-00000O0O0OO0OD

A3 O0O0OO0OODOOOOOOoOoDoboOoo
goboboooobbbuoooobbboooooobobogo

00 6300 AI0A20AODO000DOOO0ODODOOOOODOOODOOOOODOOOOOD
gbobbooaooboo

(00) W=¢¥mod NOOOOWODOOO(OODOODODOOODOOOODOOO0ODOOOOO
OO0DO00O000oOOob Al0D00Db0O0bOO0ODO0ObObOODO Step20000DbDO0O0ODOO
0000 com; 0000000FE(0,7)0 E(1,r)D0000000O0O0O00OOOO0-0000O
goddooooooddpbddoobooododdoooooduoodaooddd com;
O0w;00000000000000000C0O00000IDO0O«(O0000000000
goooboobooboboboboboboboooboobouobob«(doboboobobobo
obooboobuooboobuooboobboo«dboobboobbobobobobobobo
obooboobooboobooboobooboboobbooboobuouob«dobDbO
goboboboooogn (Oo0o)
Ob0e3000000D0000ODODO0ODLDOODODDOODOODODDOOWDbOOODbDOODO
gobobooooobobbooooboboboooon
gooooooboobobogboboboooooooooooooboobobobobon
O000000000000000000000000000000000000 (343500
gbgobobbobboboboboobooboobooboobooboobobobon
gboobooboobooboobooboobobobobooboobooboobon
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6.3 UUOO0oobobooooon

6.3.1 0000

Doooooobobobobooboboboboobobobobobooooooon
gbbogdgbobbuodgbbboodgbbboodgbbooobboo-bbooobobo
oboboboboboobooboobooboobb3ob40b00bO0o0bOo0obOobbo
gboogbobuodgbooobuoobbodboobboobbooobbooobboobo
gbuogbbogbuodgbbobbuooobboobooboboobuooboobboobo
gbboggbuoguooboboboobbuoobbuodobbodobboboobobooobo
gbbobooogbbbuoooobbbooogn

gooobobbbbbbbboobotdoddddooooooooooobbboboboboboo
gogbbggbooboobbooboooboobboobobooobobboobboobo
gbobogboboodbboobbduobogbboouoobooobooobobboonon
gbouogbobuodgbooobuoobbodboobbuoobobouoobbboobboobo
gbgbboobbodbboboobuoobobuoobobuoobboobobobboobooo
gubdbbdbw;,=00000000000000000000w; =100000000
gbbobuoooobbbuodgbobbbooobnoboooobbe3donno

A A

2k+1)Q T 2k + 1)Q A
% ©
F(z, X
oy %Q + > 2nq 1 @
il
2k -1)Q 1 2k-1)Q 1 ]

ge3000000000000DODODOOO
Fig. 6.3 O Problem to embed an encrypted fingerprint.

Dboooboooboobboobbuooobooobboobbuooobooobo
oboboboboboobboboobooboobooboobooboobooboobon
00000000 F(e,y) DODODDODOOOO Q(r,y) 000000000 DODOOODODOOO

F(z,y) = int.(F(z,y)/Q(x,y)) (6.20)

0000t () 00000000000000000O00000000O0O000000 F(x,y)
O00000000o0ooooo0o0oUoooDoooO0U0U0Ub0Fk(z,y)DODOODOOOOO
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0 F(z,y) 0000000000F(z,y)4w,,(w;=1)000000000000000000
00000000000000000000000000

Casel. 00 F(r,y) 00DDODDO0ODOOOOOOODOODO

E(F(x,y),b;) - E(wj,a;) = E(F(z,y) + wj,b; + a;) (mod N). (6.21)

Case2. U0 UODOODOODOOODOODODO

E(F(z,y),b) - B(w;,a;)”" = E(F(x,y) — w;,b; —a;) (mod N). (6.22)

Ooboooodoooodgoogbooooboiobodibdw;, =00000000000
w;,=1000000000000000000000000000000000000004
gbogbobuodgbobooobbbuoobbodboobboobbooboobboobo
gbogbbodgbobboobbooboobbooboobboobuoobboboboobo
gbobbooodooboo

OO0O000000obO Step40000000000O0O0OOOOOOOOOOOOOOOO
gbobboogobbodood

Step 1. 00O 16x 160 000000000000 0O0O0ODOODCTOOOO

Step2. 00000000000 0O0O0OODCTOOOOOOODOOOOOOO Q(z,y)00O
guogoobboogobobogad

F(z,y) =int.(F(z,y)/Q(z,y)) (6.23)

OO0 DCTOOOOOOODOODObOOoooboOoog

F(z,y) =int(F(z,y)) (6.24)

Step 3. 0000000 DCTOD F(r,y) 00000000000 0000000000
000000 E(F(z,y),b;) 0000

Step 4. JO0DOO0OOODOOODOODCTOOOOOOOOOOODOODODOODOODOOODO
gboooboog
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e U0 F(z,y) > F(z,y)Q(z,y) DOOODDOOODOOODO DCTOO Fz,y) DOOO
gogoooooooboon

E(F'@.y).r') = (BE(F(, D

7bl> (wj’ CL]

/N N

y)
B(F@,g) +w;. b+ ;)
y)

— E((F(a,9) + w,)Qx,), (b + a))Qlx.y))
(6.25)
e 00 F(z,y) < F(z,9)Q(z,y) 0000000000000 000
E(F/(e.y),r") = (EF@y).b) - E(w,a))""
— (E(F(x,y) —wj, b, — aj))Q(W)
— E((F(a,9) — w,)Q(x. ), (b — a,)Q(.))
(6.26)

Step 5. U0 OD0OD0OOO0OODOODODOOOOOODODODODOOOODOO

OOo0ob0OobOobooooobooboboooooo IbDCcrobooooooboobooon
gboobuogogbobogboobobuoobbooooboooboobboobboobo
gboobogobodboobbooboobbooboobboobuooboobbaobo
gbobogooooboboogbboboooboobobobuoobboobbooboboooboo
goooboboboboooobbbbobooddoooooooooobbbbobooobobboboo
o000 p0O0DCTODOODOODOO

6.3.2 OUOO0OOODO

gbbobooodgbobbooogobbboooobbboooobobbooooobobo

gbbogobuogbobuobobbodobboobbodobooobooboobobooo
gbogbobuodbooobbboobuoobbodbooboboobbboobboobo
gbogbodbooudbobobobuobbodoboobboobobooboobboobo
JPEGODOUO0O0O0ODOOO0DOOO0OO0O0boooOooboooooboobooooboooooon
gbuogbbogbuodgbobobobuooboobbboobboobuooboobboobo
gbbogbbuobbuoobbuogbsxsguubbogbooooboboooboo
gbuogbbogbuoboobbooboobboobuooboboobuooboobboobo
gbbbuoooobbbudgdlexleuodobbooogogn
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0000000000 ¢g(z,y), 0<z,y<7OOODDOO0OO0O2:z0000000000000
gobooo

q(z, %) (y=0, 2,4, ..., 14)
ba,y) =4 9T 5)+ g(z’ 2+ 1) (y=1,3, 5, ...,13) (6.27)
q(z,7) (y=15)

bOb00000000000D000y0O0O00O0DODOOO

b(5,y) (x=0, 2, 4, ..., 14)
Qe,y) = Ma ) +bEF1LY) (z=1, 3,5, ..., 13) (6.28)
b(15,y) (x=15)

gobobooooobbooooooboo

OO0 JPEGOOOOOODODODODODOOODOOODOODODODODObOOD
gogoooboboboboobobbbbbdoooooooooooobobboboboboobobboboo
gboboboogoobobooooobobbooooboboooobbbuoooobboboo
gobobdobooboooogorr,ooogboubdgboooooogd

(100 — T,,)

Q'(x,y) = 50

Q(z,y), (50 <T, <100) (6.29)

JPEGODOUO0O0O0ODOODODOODOOODOOO0ObDO0DODobOboobobooobobooooo
oo r7,000000000000000000O0O000O0O00O00DOO00OOO0OOOO0O0OO0
gooboodoobooobooboooobooboooobobooooo T, bo00b0o0oobooOooon
goo

6.3.3 OO

Ooobooooboo bCroobobooooooboobobooobobooboboonog
gbogobuogbobooboobbuodboobbuooooobbooboobboobo
gbobboooobbbuooobbboooon

Step 1. 0O 0O0O0OO0O0OODOODOODODOODO DCTOOOO
Step 2. 000O0O0O0OO DCTOOOOOOOODOODOOO Q'(z,y)DODOOOO

Step 3. 0ODOODO DCTOO pODOODODOODOOODOODDOODOODOODOODODOOO
O0dbw;,=0000000w;, =1000000
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OOooOoboooogbCroooogoIpCrTobooboooobooooooooobooon
gboogobogbobubuoobbodgbbogbbooobooobogboobboobo
gboogobuodgbobuobbogbuooboboobbogboooboobboobo
oooobCroboboobooboobobooobooboobobooboobooboboobooonog
gbbobooogbbbuoooobobooooboobooood

6.3.4 0OU

OO00O000O0000bO000O0bO0o0ooO0obOoooOoboooOOobOOobDOoOn DbCTO
Opd0000000000w;00000000000000O00000000000000
gboobobobobooboobobboboobobobobobobobobobobo
ooobboboboboboobobobobuobooooboboboboboooobobo
ODCTOOOOOOODODOOOO0OOOOoOooDOoOOooooOooooDbooooooOooDo
0000000000000 0000 Q(x,y)D0O0OD0D0ODODOODOOOOODOODOOOOO
gbogbobodboooboobbbuoobbboobbodobobooboobbodobo
OoooooOoooooooooboooobbooobCcrooooboboooooooooon
OoooooobCroooooobbooooboboooooooobooooboooooDo
OoboobooooboDbCrobobooboooobooooooobooogbooonog
0000000000000 000000000 /200 DCTOOOOOOOOOOOOO
gbbbuoogobbbooobbboooobbbuoobobboooan

gobobobbbbobobbbbbobtbgooooooooooobbbbobobobbbboo
gbogbogoboobosugbbugbbuobbodbboobboobooooobo
gboogbobuodgbbobuoobboobuoobbodboobobuoobboobbboobo
gboobodgboubuodbobobbuobbodobuoobbodgboooboobboobo
gboogobudgbbuodgbboooobuobogboogboooboobboooobo
gbbbuooobbbuooobboboooobbbuoooobbooooboobbooo

64 UU0OLOOOOOOOOO

gboogobuogbbodgboobobuoobobbobooooooboboobbooboo
gbboo-buggbbooobbbuooobbboooobbuoodobbobdge2000 6.3
gooobobbobobbbbootboduddoooooooooobboboobooobobboboo
gbbooooobbogobobbuoogbbbuooobbooobboodgbDbn 256 x 256
OO0Od26000000000 “ena” 00000000 O0OO0OOOOORGBOOODOO
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PSNR [dB]

50 55 60 65 70 75 80 85 90 95
quality T,
0640000000 7,0000 PSNR (u=75)
Fig. 6.4 0 PSNR versus quality parameter T, (1 = 75).

yc.c,0ooooooooooooooooooooooooooooooooooooo
gbodgepbtodbbodboobbuoobbbuoobbobogobbogboobboobo
gboobooboobooboub e=7000b00b000b0O0O
goooogr,oooobodooogoooooogoboooooooooooooan
ooooOoO0O0 640 7,0 PSNROOOOOOOOOOOOO 7, 000000000000
gboobuogbbuoobboobooobuobuoobbooboooboobboobbbo
gogggooobbobbbbbobobboobobbbbbbobooououuooooobobbooo
Oooooooboodgoss <7, <7nhiboodooogooogooesbidinood 6.6
O7,=550000000000000000
gboogbbogbogbbboobboobuoobogboobuoobobobbaobo
gboogobuogbbooboobbooobbboobobogbbogboobboobo
ooboogogeroJPEGUOOOODOODOOODODOODOOOOODOODODOODODOO
Oooboooboodboooooobobooooogr,oooodoooooogoooon
gbbogbogbbogbboobobuogbbobbooobboobboooooooo
005 <7, <7BOb000oodoilooogoooooooooobooooogooooon
gbobobobobogoobbbuoooobbboooobbboo
gbbooggboggbooooboobboobooobooobooobooobogs3ogn
4i0000b0oboobobuoobooobobooboboboobobobobOobobOoDbo
gbobbooogboboboooobbobooooboooboood



0650000 0660000000 (PSNR=44.5[dB)])

Fig. 6.5 0 Original Image. Fig. 6.6 U Fingerprinted Image

Correct Extraction Rate [%0]

(PSNR=44.5[dB]).

8

]

3

&

N
o

0
25 30 35 40 45 50 55 60 65 70 75
JPEG quality [%0]

O670JPEGOODOOOOOO
Fig. 6.7 0 Tolerance for JPEG Compression.
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6.5 U0O0OOOOooOn

6.5.1 UU00OO0O0OOOOO0OOn

oooooooooboobobobobob O0b0b0ob0obOobOob0Oob0Oob0Oon
gbbodbbooobboobboooobbbb-0obbooboobobooobobooboo
0000000000000 -000000000DO 1/300000000D00OoOoOOO
oo pooooooboobobobobbobobobobobobobbobooubo
gbbboooobbbuoooobbbooobbboood
gbobobooodgbbob-.0bo00d muggg

{[,-+wj 000000
m; =

6.30
I; oogd ( )

m, 00000 sODO0O0OO0O0OO0O0O000O0O0000(0D00DO0ODODOODOODOODOOOO
O0m,0000000 k0000 My0000000DOO0ODO

c—1
Mi/ = Zmilc_,_tQSt, 0 S 7:/ S L/C -1 (631)
t=0

gooo

c— W 0 (6.32)

s
gbobbooobbuoobobbooooobbbesbboooonbbbO MyODOOO
com; 0 ;000000000000O0O0O0DOOOOOO 1/300000000000000
OO000D00D00000000D0DODO Stepdd StepbO0DOODOODOOODOO

Step4. 000000000 com; 000000 000000000 000000

(6.33)

{gli-comj (mod N) O00OOOODO
Yi

gl (mod N) ooo
000y 00000000000 Y, 000000000000 €r(Z/NZ)DOOO
goooooon

Vo= (Tles™) 1 mod ) (6.34)

Step 5. 00 D0DO00O0O0ODO Y, 00000M, 000000000000 m; 00000 sO
oooooooM,Om; 0000000000000 O0O0DOODOOOOOO0OOODO
gobobobooooon
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k bits

Mi'= | mi’c+0| mi’c+1| mi’c+2| c |mi’+1)c-2|mi’+1)c-l|
S hits S hits S bits S hits S hits

068000000000
Fig. 6.8 O Composition of the message M;.

0(6.30)000 (6.33) 0000000000 P300O0O0ODO (634)00000D00OOO0O
gooo

Y, = (Hgmi/c+t25t> A" (mod N)
t

= g BT (mod N)
= ¢™h" (mod N)
— E(My, r) (6.35)

Oo0000d0 MyO0OO0OOcom; 0 ;00000000000000000

6.5.2 00O

O0O000000D0O0O00DO0O00D000DODO0O0DD Step4d Stepb00O0O0OOO
ooboobooobdoyy00obooboboooboboobooooobo-oboooboooobog
O00M, 000000 kO0O0O0QOODOOOOOOYy,=EM,,r)0000000D0O0O00OO0O
000 (6.34)00 (6.35))000M, 00000000 my,000000000O0O0OOOOO
00000000OM,00 (63) 0000000000000 0O0O0OOODOOOOOO0OOO
00000 (63)000000000000000000 me, 0000000000000
oboboboooobobooboooo M0t mee, 0000 OO0ODOOOODOOODOO
gboobooboobooboobooboob MyODO0DO0ODOO0ODOD

6.5.3 LOUOO0OOOO

goboobobobbbbbbbbbbbbbbbbboboooooouoouuauaaaboo
oooboobov/s0000bO0bO0b0b00ob0obObOobOobObOobDobObOobDobooooLn
OLodboobooboobooboobobbob sgbooboobuooboobon
(< LogogogoooooboobooooooooboobobooboobooobooboDo
oboboobbobobobobobobuoobobbobusLbboobobooboobo
Ooe2000000000I0D0DO00DO0OO0OO0OOODOODODIODODObDOOO
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6100000

Table 6.1 [0 Enciphering rate
Pfitzmann OO OO0 |O00O00OT1 | 00001
1/3k s/3k 1/3

Pfitzmann 000000 [19]20)00000000000000000000000000
0D00-,00000000000000000000000000000100000000
00000 log,n0 0000000000000 1/log,r000000000000000-
0000000000000 N=p%0000000003k000000000001000
000000000000000000000000000000000LO00000000
0000 log, N =3:0000000000000003kL00000000000000
0D00000000000000 sL/3kL=s/3k00000000 00000000000
D00000000000000000000000000000000000000 (6.32)
0D0O0M,0000 L/c0000000000000000000000000000000
0 (Llog, N)/e(~3sL)0000000 logyn ~log, N =3k00000000000000
000610000000000000000-000000000 Paillier00 [36)0000
0000000000000 1/200000000000000

0000000000000000000000000000000000000000
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